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1. Objectives and Context

The objective of this document is to provide high level advice on how to ensure open source software
is fairly considered when procuring an ICT solution. Providing a level playing field for open source
entails ensuring that the requirements specified are justifiable and output based taking into account
operational and technical requirements and cost. Procurers should not be naming a particular software
vendor or drafting the tender documentation in a way that favours a particular vendor. To do so is a
breach of EU procurement rules. Where projects are being evaluated by ERG questions are being
asked about whether open source has been considered.
This document does not endorse open source over proprietary software or vice versa.
Current Government Policy states, however, that where there is no significant overall cost
difference between open and non-open source products, open source will be selected on the
basis of its inherent flexibility.
Because of the wide range of open source provision, this document provides general advice
only and highlights issues you may need to consider. It is intended that there will be ongoing
work to incorporate information on the SME agenda and to provide template clauses for
Invitations to Tender etc. This note also forms part of a larger toolkit.
2. Background to Open Source Software

Open source software is a software development and distribution model where the software license
guarantees certain freedoms. These include the right to access and modify the source code and to
reuse and re distribute the software without constraint or undue cost. This is in contrast to the
traditional proprietary software development and distribution model where access to source code is
restricted by the vendor. Usually, reverse engineering, modification, reuse or redistribution of the
software is restricted under the proprietary software licence agreement.
Generally speaking, the strength of open source lies in its; no license costs, interoperability, easier
integration and customisation, compliance with open technology and data standards and freedom from
vendor lock in. Studies have shown that the benefits of open source generally materialise in the
medium to long term. Furthermore, because open source software is free, there is greater flexibility in
selecting the level of services or support that a customer wants to pay for, if at all.

3. EU Procurement Rules
Where the software is free to use ‘gratis’ software and all associated products are free for the whole of
life use then there is no requirement to tender the requirement for the licenses. It is important from a
procurement perspective to ensure that the whole life costs are examined, as although the software
cost may appear free at the point of access it may not be free through life. A purchase of support and
maintenance procured separately from licenses will need to be tendered where it is expected that the
cost of support meets the EU thresholds and in accordance with any standing financial instructions.

4. Government Policy
Key points of the Policy are:-

(1) The Government will actively and fairly consider open source solutions alongside
proprietary ones in making procurement decisions.

(2) Procurement decisions will be made on the basis on the best value for money
solution to the business requirement, taking account of total lifetime cost of
ownership of the solution, including exit and transition costs, after ensuring that
solutions fulfil minimum and essential capability, security, scalability,
transferability, support and manageability requirements.
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(3) The Government will expect those putting forward IT solutions to develop where
necessary a suitable mix of open source and proprietary products to ensure that the best
possible overall solution can be considered.
(4) Where there is no significant overall cost difference between open and non-open source
products, open source will be selected on the basis of its additional inherent flexibility.
Further information on the Government’s Policy can be found in the Guide to Open Source, which
forms part of the toolkit.

5. Routes to Market
Support and services for open source software can be purchased through similar routes as
those for proprietary software including systems integrators and independent support and
services vendors. In each case the EU procurement rules are applied in exactly the same
way in the assessment of value for money and total cost of ownership. As with all software,
the terms and conditions should be analysed to understand what service levels are being
promised and what rights exist if the software does not perform as promised.
The second route is for a purchaser to simply download the open source software from an
Internet source on a “no-cost” and “as is” basis. In this case, EU procurement rules are
unlikely to apply (unless training materials or support and maintenance are being purchased)
as there will be no supplier contract as such. Due to the free nature of the software, the
terms and conditions are unlikely to offer any guarantees in the event of a problem with the
down loaded software.
6. How to Buy
In order to ensure that open source is given a level playing field, an ICT solution should be purchased
in accordance with best practice. This involves specifying requirements in terms of outputs. An
output based specification with a well informed and detailed evaluation will help to ensure that the
solution offering the best value is purchased, whether this is open source or proprietary.
The following requirements should be considered when purchasing any ICT solution (the list is not
exhaustive):a. Security
b. Scalability
c. Functionality
d. Limits of Liability
e. Maintenance and support requirements
f. Future requirement for re-use
g. Compliance with open standards
h. Total cost of ownership
6A

Security

The security requirement for the ICT solution will need to be considered on a case by case basis and
specified within the requirements for purchase. Current CESG Guidance 1 takes the view that 'no one
particular type of software is inherently more, or less, secure than the other’ and does not favour one
type over the other. Each must be approached on a case-by-case basis.
The use of any software without appropriate maintenance and support presents an information
assurance risk. Before approving the use of software (including open source software), managers must
ensure that the plan for software support and maintenance is adequate and that the support

1 Good Practice Guide No.38 ‘Open Source Software - Exploring the Risk’ can be found at the CESG website
https://cesgiap.gsi.gov.uk/ia-policy-portfolio/good-practice-guides.shtml
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requirements are specified within the tender documentation. Security requirements are likely to be
mandatory within an invitation to tender.
It should be noted that IT solutions as a whole are security accredited, not individual software
products.
6B

Scalability of Licence Requirement

Consideration should be given as to how licence requirements will vary over time. A question around
how the supplier will deal with these scenarios should be included in the tender documentation. It may
also be appropriate to include this in any cost modelling. Open source solutions tend to be more
flexible in this area, being scalable in both directions – upwards and downwards with a reduction in
the risk of longer term financial implications. For example, procurers will not have to pay a licence
fee on a “per user” or “per box” basis so they are not left with redundant licences. Organisations will
need to assess the scalability of support.
6C

Functionality

The functionality required of the ICT solution should be clearly set out. Over specifying requirements
or specifying functionality you are unlikely to use, can lead to unnecessary costs. Procurement and
technical professionals should challenge customers’ requirements where lower costs or greater value
for money are likely.
6D

Limits of Liability

Procurers should be able to justify the limits of liability asked for in any contract. Asking for a
disproportionate limit of liability will adversely affect the competition and the price.
6E

Maintenance and Support Requirements

The level of support and maintenance agreements required should be specified within the tender
documentation. Consideration also needs to be given to what can be provided internally and the risk
attached to the provision of the support being offered. In house support and third party support will
require analysis of the technical and commercial capabilities available, and capacity of resource.
6F

Re-Use

The purchasing organisation should consider the level of transferability of licenses. Transferability
helps future proof an organisation against structural changes causing licenses to become invalid.
Open source software is generally more flexible with regard to transfers than proprietary software.
6G

Open Standards

In January 2011 a Procurement Policy Note was issued entitled “Use of Open Standards when
specifying ICT Requirements”. The key point in the PPN is that the Government will use open
standards in its procurement specifications and require solutions to comply with open standards.
The PPN can be found at (insert link) and should be taken into account in any procurement.
6H

Total cost of ownership

A complete and balanced assessment of any ICT Solution will require analysis on the basis of value
against the Total Cost of Ownership (TCO), throughout the likely life of use. Contained within the
toolkit is a document that provides guidance on TCO.
A consideration of TCO may include (but not limited to):
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•
•
•
•
•
•
•
•
•
•
•
•
•
•

Acquisition (including purchase price)
Licenses (could be removed for brevity)
design
build
training
carbon footprint
maintenance
upgrade
change
compliance
integration
customisation
replace
migration (data and users)

As it is often difficult to predict accurately what the lifetime costs of the solution will be, particularly
in relation to change, carrying out a TCO assessment provides an opportunity to identify, explore and
challenge any assumptions and biases.

7. Software Licensing Generally
This section covers some legal considerations about licensing, warranty and indemnity issues
associated with software, that procurement professionals should consider.
It should be noted that the vast majority of Government use of open source will not involve changes
to the source code, or merging of source code, and hence the obligations around source code
management and distribution are not triggered.

1. Legal considerations for licence management and the terms by which software
can be used:
i)
Software is property that is protected under copyright law. Before downloading
and using software it is important to establish the licence model. For open source
software, where this is not obvious, it may be necessary to establish copyright
through a technical legal examination of contracts.
ii)
Software of all kinds requires proactive software asset management. For
proprietary software this is to ensure that the software used is appropriately and
legally licensed. In the case of open source it is to ensure that the use and
modification of the software through life, complies with the licence terms.
iii)
There are a variety of licence models for open source, where each licence model
has specific terms for the use and modification of code. Many open source
licences permit the user to modify for internal use without being obliged to
distribute source code to the public. However, if the user chooses to distribute the
modified open source software outside the user's organisation then some open
source software licences (such as the GNU General Public Licence) do require
distribution of the corresponding source code to the recipient of the software. For
this reason, it is important to understand both the specifics of the open source
licence in question and how the organisation intends to use and redistribute any
modified open source software.

2. For all purchases, the following will need to be considered: what indemnification
is offered for intellectual property infringement, what warranties are offered
regarding performance and fitness for purpose, and what liability is accepted, and
what limited. Legal support may be required.
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8.

Where ICT solutions are provided by an outsourcer

Specific advice where there is an outsourcer arrangement is not possible, due to the varied nature of
these contracts. However, suppliers of ICT solutions under an outsourcer arrangement must (as
contracts allow) be required to show that open source providers have been given a level playing field
and that open source has been considered in the provision of a solution.
Contract managers of such outsourcing arrangements should obtain a plan from their ICT provider as
to how they intend to put forward a mix of open source and proprietary depending on the
requirements. Contract Managers should also obtain confirmation from their outsourcer that, for a
particular ICT requirement, open source has been assessed and how that assessment was carried out.
Customers should always ensure value for money by assuring any supplier’s technology choices and
charges.
9.
STATEMENT OF REQUIREMENTS
The following is a basic form of words for inclusion in a Statement of Requirements (SoR) to
state positively that it is Government policy to consider open source solutions on their merits
where they are proposed and according to total lifetime cost of ownership.
The Authority's requirements (as more particularly described in this SoR) include requirements for
underlying technology to support the business processes described. To the extent that the technology
requirements require the provision of software, Bidders should note that the Government's policy is to
consider open source solutions on their merits and according to total lifetime cost of ownership.
Bidders should note that where an open and proprietary solution is available, and where there are no
material differences in terms of cost and functionality between the two, then the Government's
preference is for the use of an open source solution.
As such, Bidders should clearly identify the extent, to which open source software is included in their
Responses to this SoR.
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