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Open Minutes of Meeting 
13th December 2017 

13.30-16.00 
MPS, Lambeth Road 

Present: 
 

CORE MEMBERS 

ORGANISATION MEMBER 

NPCC Gary Pugh (GP) (Chair) 

Home Office, representing the Home Secretary Alex MacDonald (AMD) 

Association of Police and Crime Commissioners James Hughes (JH) (Deputising) 

 

APPOINTED MEMBERS (as set out in the Governance Rules) 

ORGANISATION MEMBER 

Commissioner of the Retention & Use of Biometric material Paul Wiles (PW) 

Commissioner of the Retention & Use of Biometric material 
representative 

Gemma Gyles (GG) 

Commissioner of the Retention & Use of Biometric material 
representative 

Lucy Bradshaw-Murrow (LBM) 

Biometric and Forensic Ethics Group Chair (Kit) Christopher Harling (KH) 

Information Commissioner’s Office Meagan Mirza (MM)  
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Author & Warrant/Pay No Caroline Goryll, Home Office 
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 Devolved Administration – Northern Ireland Graham Kissock (GK) 

(teleconferencing) 

 

 

APPOINTED MEMBERS   

ORGANISATION MEMBER 

NPCC – CT Forensic Database  Leigh Williams (LW) 

NPCC – Homicide Working Group Martin Bottomley (MB) 

SECRETARIAT 

Home Office Forensic Information Databases Service (FINDS) Kirsty Faulkner (KF) 

Home Office Forensic Information Databases Service (FINDS) Caroline Goryll (CG) minutes 

IN ATTENDANCE 

ORGANISATION MEMBER 

Home Office, Data Identity Unit, Policy Carl Jennings (CJ) 

Home Office, Interpol and International Biometric Exchange 
Team 

Hilary Brown (HB) 

Home Office, HOB Programme Carrie Golding (CGold) 
(teleconferencing) 

NPCC Transforming Forensics Programme Jo Ashworth (JA) 

Home Office Biometrics Programme David Shaw (teleconferencing for 
part) 

 

APOLOGIES: 

 

ORGANISATION MEMBER 

Association of Police and Crime Commissioners Mark Burns-Williamson 

Biometric and Forensic Ethics Group Chair Chris Hughes  
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1.0 Welcome, Introduction and Strategic Developments 

 

1.1 GP welcomed everyone to the meeting; he acknowledged the hard work being done to broaden the remit 

of the board. He noted that the board has a significant job to do to take the upcoming legislative and 

business changes forward whilst also considering the wider strategic issues. 

 
1.2 PW informed the board that GG would be leaving his office; he acknowledged all the work she had done 

and thanked her for all her support, Lucy Bradshaw-Murrow will be replacing her.  

 

2.0       Previous Minutes 
 
2.1  The Board members accepted the minutes of the September meeting. 
 
3.0   Action Review and rolling 12 month timetable. 
 

Action Register  
 

4.1  KF took the board through the outstanding actions.  

            03/17 Para DNA Pilot – GT was happy for the pilot to proceed; it is being taken forward through 
Transforming Forensics. An evaluation is being done on the pilot; a paper will be presented at the March 
2018 meeting once the evaluation report has been signed off by the Transforming Forensics Board. 

 
            11/17 YSTR update – LW said this would provide an update on the MPS pilot at the next board. 
 
            14/17 Mistaken Identity guidance – PW questioned whether there should be more uniformity across forces 

in their approach to mistaken identity. KF said that FINDS would address this through guidance. 
 
             22/17 facial imaging – JA said a letter is about to go out to advertise for a facial lead for police. 
 

12 month Timetable. 
 

4.2  The 12 month forward plan was discussed. 

5.0 Risks and performance  
 
5.1        KF presented the risk register and issues paper 1217/03. 
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In recent meetings the risk register has been reviewed and only active risks are being identified.  KF 
informed the meetings of a small number of new risks and their mitigating actions and emerging issues.  
The key risks that have been added to the register were:  

 
• There is no clear legislative or policy roadmap for Forensic Information Databases, and this may 

lead to reactionary responses to challenges and miss the opportunities for thinking about future 
approaches. 

• The interfaces between the different functions within the database supply chain leads to quality 
failures, particularly custody.  

• The readiness for General Data Protection Regulations for May 2018 is delayed leading to a breach 
of the new regulations. 

• Forces and FSPs are unable to respond to the level of changes to operations resulting from the 
changes introduced by HOB (and during the project lifetime). 

• The lack of funding will stagnate the databases supply chain, leading to the degradation of forensics 
services which will mean increase in quality failures or legal challenges or innovation, leading to 
increased cost in the future. 

 
KF then went on to describe the high level issues. 
A further three issues have been added for the Board to consider, namely: 

 the lack of governance of second generation biometrics,  

 the lack of consistent approach to minimising the number of samples stored under CPIA (which then 

negates the need to destroy under Protection of Freedoms Act) and  

 the local operational approach of the Contamination Elimination Database, particularly around police 

officers and police specials where samples are taken before 2003 or where consent is different to the 

law. 

 
The risk relating to database security (STRAT 05) remains at black as reported in the June meeting.  This 
has now been converted to an issue.   KF said that there had been some delays to the action plan to address 
this; this was partly due to the delay in the strategic solution. JH asked if this issue and associated risk needs 
to be escalated to ministers.  GP said he had escalated to Mike Parsons and asked whether it needed to be 
escalated to the Permanent Secretary. He asked what the outcome of escalating it would be. 
 
KF said it might help with the prioritisation of work. The immediate remedial work is sitting with HO 
DDaT (IT directorate). HOB DNA has been delayed until autumn 2019. The delay to HOB will have an 
impact on achieving the remedial actions in the previously stated timelines. 
 
MM asked who is providing the answers around safeguards. KF said that they have a security accreditor 
looking at the current safeguards and acknowledged that the action plan was progressing but at a slower 
place than had previously been planned. 
 
Action 27/17 - GP to escalate to the Permanent Secretary if it is deemed necessary. 
 
Issue SB04 on compliance to CPIA was discussed. PW raised his concerns in this area and the huge 
variation between force practices. He has written to all Chief Officers on this. He said that they need to 
have a reason to retain and it can’t be blanket retention for offence types. 
 
Action 28/17 – CG/KF to provide CPIA retention data to the Board in March 2018. 
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5.2      CJ took the Board through paper 1217/04, the legislative update. The paper updated on the legislative 
instrument for the statutory powers for the Forensic Science Regulator, the European Court of Human 
Rights judgments and the Private Members’ Bill – Assaults on Emergency Workers. The Bill passed 
Committee Stage on 15 November. Health charities have expressed concern that the Bill may give the 
impression that the risk of transmission of disease is higher than it actually is. 
 
The Gaughran case was discussed and JH raised concerns from a PCC perspective that there should be a 
process that retention is proportionate and he asked whether some preparatory work could be done on 
reviewing the impact of the legislation in case the case goes against us. CJ said it would be possible if 
resourcing allowed but that the court case can take a varying amount of time.  
 
MM said the ICO is concerned about retention in policing and that they are doing a lot of work on retention 
on PNC and PND; particularly PNC. A case is currently going to the supreme court on PNC retention. 
PW asked if the required changes in legislation could be tied to the changes in qualify offences he said some 
research work had already been completed on the rates of reoffending. KH also said some work had been 
carried out for the ethics group on this 6/9 months ago. 

 
 

5.3       KF took the Board through papers 1217/05 A& B FINDS highlight report and services scorecard she said 
they are looking at compliance of test sets and working through the data assurance strategies. The 
performance of the Forensic Information Database Services (which includes DNA, fingerprint and 
footwear databases) are working within the statement of requirements.  It is worth noting that the Unit 
have supported two rapid DNA pilots during this reporting period. 
 
The Forensic Information Databases Service are working closely with HO Biometrics Programme (HOB) 
and users to ensure that the service supports the developments that will be implemented.  This includes 
working with stakeholders to ensure the relevant standards are being adopted within the supply chains.  It 
should be noted that that a new risk is the ability for the forensic community to manage the changes (both 
during the project phases and after rollout) as there is significant change particularly for the fingerprint 
community with the HOB delivery train. 
 

Project highlight reports 

5.4         HOB 
              
             CGold took the Board through paper 1217/06 on the HO Biometrics Programme. The programme is 

looking at transitioning HOB hosting to a new cloud provider. The programme took on more resource in 
November and has completed Biometric Accuracy testing of the strategic matcher for fingerprint 
algorithms, which the board has previously been reported of the Board . Progress is being made on the 
technology and this needs to be aligned to the work within Transforming Forensics, particularly in the 
fingerprint discipline. It should be noted that the DNA delivery plan has moved out 6 months to autumn 
2019.   
 
The Strategic mobile project is the next one to land in January with West Yorkshire Police going live on 
10th January. The use of Livescan in prisons by prison staff to confirm identity was discussed. CJ said he 
had received initial legal advice on this from Home Office legal on whether fingerprints gathered in prison 
can be compared to fingerprints taken under PACE. It was proposed to discuss the advice out of the Board. 
PW asked about the governance process for a non legal body to access IDENT 1 

 
Action 29/17 CJ to provide update once legal advice has been worked through. 
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Action 30/17 KF to update access and use policy to reflect the use of fingerprints in prison for 
identity when agreed. 
 
JH said that there is a lot of risk in change; are forces going to be ready. CGold said that they are doing a 
lot of work with forces to ensure they are ready. JA said that there is also a lot of work being done through 
Transforming Forensics. 

 
 
5.5       Contamination Elimination Database 
             

KF said that there are 2 key things. There have been significant improvements in the returns from forces 
and that FINDS (DNA) have stopped doing the matching on CED due to an IT issue but that they hope 
to have an interim solution shortly. GT has met with the police staff council but they would not agree to 
change their stance on police staff sampling so each force will have to have a local agreement.  

 
5.6 Prüm 
 
             CGold gave an update on Prüm paper 1217/08. She reported that work is progressing, The project hope 

to have a fully functioning link with Germany for fingerprints in 2018. A delivery group has been set up 
with the next meeting being in January. CGold also reported that DNA work continues on the Prüm 
exchange technical solution, however the outcome from the discussions with the European Commission 
remains outstanding. 

 
HB gave an update from the policy side noting that when parliament voted to go back into Prüm  it was 
on the understanding that 3 safeguards were put in place; one of which was the ‘10 loci’ rule. The ‘10 loci’ 
rule was discussed by the Board members.  HB confirmed that it is currently not possible to progress this 
legislation until a decision has been made by Ministers on the ‘10-loci’ rule. 
 
HB also updated the Board that Gibraltar will get PNC status in June 2018, which is a response to the Prüm 
exchange. 

  
 

6.0 Substantive papers 
 
6.1 International Data Exchange policy  
                           
             GP gave a strategic overview on the International Data Exchange policy presented in paper 1217/09 

following a meeting which took place the previous day to the Board and involved PW, NCA and the Home 
Office. He said the policy was needed because the same controls are not available for FP as they are for 
DNA. This policy considers the international exchange of data for DNA and Fingerprints following the 
expansion of the Board. The policy will enable other Forensic Information Databases to be considered in 
the future, if required.   It aligns the requirements for the different organisations seeking the exchange of 
IDENT1 data, and aims to ensure the organisations accessing or utilising the policing data on the database 
has a robust purpose.  The current consultation period aims to achieve a pragmatic approach balancing 
operational needs with the requirements defined within the Data Protection Act and the upcoming General 
Data Protection Regulation. KF said the policy was the interim policy to meet current operational 
commitments and future iterations would add further detail to the exchanges, including Prüm exchange 
once there has been ministerial approval of the approach. KF agreed to circulate an updated draft in January 
ex-committee for comments.  PW raised concerns with the current draft; he asked if there could be a policy 
for biometrics to include facial. LW raised if the CT databases should also be covered by this policy  
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Action 31/17 FINDS to ensure that a way forward is discussed for inclusion of CT. 
 

6.2.        Searching DNA profiles internationally for matters of international security. 
 
            LW presented paper 1217-10, in 2015 SO15 submitted a letter to NPCC to seek agreement to share 

fingerprints with international partners for matters of national security. The paper proposed to extend the 
current NPCC authority to include the sharing of DNA data (taken in England and Wales) with selected 
International Partners for comparison on their databases, in order to secure borders, prevent and detect 
terrorist activity, protecting the UK from National & International terrorism. 

 
Action 32/17 Board members to provide feedback on proposal by 22/12/17  

 
6.3       Privacy Impact Assessments Review 
             
             CGold presented paper 1217-11 the Privacy Impact Assessment Dashboard Report; this report highlights 

the progress being made in the development of the HOB Programme PIA documents.  Good progress is 
being made with consultation with Information Commissioners Office and Ethics Group.  It should be 
noted PIAs form part of the General Data Protection Directive which comes into force next year. The 
programme has agreed to do separate PIA’S for all strands and then bring them together. CGold thanked 
the ethics group for their comments and feedback. GP, MM and PW have complete copies of the PIA’s. 

 
David Shaw joined the meeting on the telephone; he gave an update on the use of mobile ID. This is the 
ability for mobile officers to scan index fingers and carry out a check through an app enable device. The 
technology will be ready mid to late January 2018. CJ asked about the legal power to carry out this check. 
 
Action 33/17  KF to work through the access and governance of this use with CGold and David 
Shaw. 

  
 
6.4        Preparedness for the Data Protection Bill, part 3, changes 
 
            MM gave an overview via a presentation on the changes that come into force in May 2018 and KF provided 

further detail from the perspective of readiness of the databases through paper 1217/13 . PW asked about 
conflicts of data protection legislation and with other national legislation i.e MOPI or PoFA. MM 
responded that matters would be dealt with on a case by case basis; if it is legislation it will take precedence. 

 
Action 34/17 MM and KF to meet to discuss what needs to be done in preparation; can be done 
as a workshop if other members of the board want to be included. 

 
6.5        Transforming Forensics (verbal). 
 
              JA gave an update on transforming forensics. They have been focusing on the business case and the 

funding bids.  The business case and the PRTB bid are being considered at the end of January with activity 
ramping up March/April. 

 
6.6         Access and use policy for FINDS. 
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KF outlined the changes to the Access and Use policy (paper 1217/12); it has been updated to include 
fingerprints and footwear and links into the new GDPR and part 3 of the Data Protection Act. A finalised 
draft will be circulated in the New Year. 
 
 

6.7       Annual report (DNA and Fingerprints Database). 
 
             CG presented the draft annual report (paper 1217/14).  
 

Action 35/17 Board members to provide comments on draft annual report by 05/01/18. 
 

6.8      DNA leaflet. 
 
             KH stated that this is still being worked on by the BFEG and FINDS. 
 
 
7.0 Any Other Business 
                

KF said that Forensic Science Ireland have requested to compare their Missing Persons’ DNA reference 
profiles against our unidentified bodies/parts DNA profiles stored on the Missing Persons’ DNA database 
(MPDD). Due to the close proximity of the UK with Ireland there is a very good chance that unidentified 
bodies/parts located in the UK could originate from Ireland and vice versa. She asked the board if they 
thought it was appropriate to exchange. 
 
Action 36/17 KF to circulate details of exchange to Board and then the members of the board to 
provide their comments. 
 
KF said that she has also received a letter from PSNI outlining the support required to support their 5 year 
Biometric Programme. 
 
CG said that the researcher working on the retention regimes workshop would like to approach all of the 
members of the board with a questionnaire. She asked if the Board were happy for her to give him their e-
mail addresses. 
 
Action 37/17 CG to send details of questionnaire to board members; Board members to indicate 
if they will be happy to take part and their e-mail addresses to be used. 
 
GP thanked GG for contribution to the Board and all her work on the implementation of PoFA. He said 
she had always been challenging (rightly so) and thorough. 


