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QUESTIONNAIRE
TO EVALUATE CAPABILITY WHEN ACCESSING THE 
E-BULK SERVICE
AS A 3RD PARTY DATA PROCESSOR

	IMPORTANT INFORMATION

	· Questionnaires must be returned in hard copy paper format – please send three paper copies – via special or recorded delivery to DBS for processing at the following address:  

                                        COMMERCIAL-IN-CONFIDENCE
                                        For the attention of RB Account Management
                                        Disclosure and Barring Service
                                        1st Floor South

                                        Shannon Court

                                        10 Princes Parade

                                        Princes Dock

                                        Liverpool

                                        L3 1QY                                 

· You will receive an e-mail acknowledgement from RB Account Management confirming receipt of your Questionnaire within 24 hours. 
· It will take up to 10 working days to process your Questionnaire and you will receive an e-mail confirming whether or not your application has been successful.  
· When reviewing your Questionnaire, we will also obtain a Dun and Bradstreet report to facilitate a financial integrity check of your organisation; this information will be used to help inform with our decision making.

· Should further information be required from your organisation, or if it is deemed that further improvements or assurances from your organisation will be necessary to enable full access to the E-Bulk Service, we will tell you this in writing.  

· We will also inform you of any timescales that may apply when advising you of our decision. 

· All information must be submitted to DBS as set out within this Questionnaire. 

· IN THE EVENT OF QUERY – Please send an e-mail to dbscommercial@dbs.gov.uk and state in the subject header “E-BULK QUESTIONNAIRE QUERY” – you will be contacted by a DBS representative within 24 hours.
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NOTE: USE OF (M) IN HEADINGS DENOTES MANDATORY REQUIREMENTS

	PART 1 – PURPOSE OF YOUR ORGANISATION (M)

	1.1
	What is the purpose of your organisation and what are your main business activities?

	

	PART 2 – ORGANISATION AND CONTACT DETAILS (M)

	2.1
	Full name of organisation:
	

	2.2
	Registered office address:
	

	2.3
	Company or charity registration number:
	

	2.4
	VAT registration number: 
	

	2.5
	Name of immediate parent company:
	

	2.6
	Name of ultimate parent company:
	

	2.7
	Type of organisation (type YES in appropriate cell):

	
	i)    a public limited company
	

	
	ii)   a limited company
	

	
	iii)  a limited liability partnership 
	

	
	iv) other partnership
	

	
	v)  sole trader
	

	
	v)  other (please specify)
	

	2.8
	Contact details for enquiries about this Questionnaire:

	
	Name
	

	
	Address


	

	
	Postcode
	

	
	Country
	

	
	Phone
	

	
	Mobile
	

	
	Email
	

	2.9
	Consortia and Sub-Contracting (insert YES or NO):

	
	a) Your organisation is bidding to provide the services required itself?
	

	
	b) Your organisation is bidding in the role of Prime Contractor and intends to use third parties to provide some services?
	

	
	c) The Potential Provider is a consortium?
	

	2.10
	If your answer is to (b) or (c), please indicate below (or in a separate annex by inserting the relevant company/organisation name), the composition of the supply chain, indicating which member of the supply chain (which may include the Potential Provider solely or together with other providers) will be responsible for the elements of the requirement:

	
	

	QUESTIONS 2.11 AND 2.12 TO BE COMPLETED BY NON-UK BUSINESSES ONLY

	2.11
	Please advise whether your business is  registered with the appropriate trade or professional register(s) in the EU member state where it is established:

	
	

	2.12
	Is it a legal requirement in the State where you are established for you to be licensed or a member of a relevant organisation in order to provide the requirement in this procurement? If YES, please provide details of what is required and confirm that you have complied with this:

	
	

	PART 3 – GROUNDS FOR MANDATORY REJECTION (M)

	Important Notice:
If you cannot answer NO to every question in this section it is very unlikely that your application will be accepted, and you should contact us for advice before completing this form.

Please indicate with YES or NO in response to each of the following questions:

	3.1
	Has your organisation or any directors or partner or any other person who has powers of representation, decision or control been convicted of any of the following offences?

	
	(a) conspiracy within the meaning of section 1 of the Criminal Law Act 1977 where that conspiracy relates to participation in a criminal organisation as defined in Article 2(1) of Council Joint Action 98/733/JHA (as amended);
	

	
	(b) corruption within the meaning of section 1 of the Public Bodies Corrupt Practices Act 1889 or section 1 of the Prevention of Corruption Act 1906 (as amended );
	

	
	(c) the offence of bribery;
	

	
	(d) fraud, where the offence relates to fraud affecting the financial interests of the European Communities as defined by Article 1 of the Convention relating to the protection of the financial interests of the European Union, within the meaning of:
	

	
	(i) the offence of cheating the Revenue;
	

	
	(ii) the offence of conspiracy to defraud;
	

	
	(iii) fraud or theft within the meaning of the Theft Act 1968 and the Theft Act 1978;
	

	
	(iv) fraudulent trading within the meaning of section 458 of the Companies Act 1985 or section 993 of Companies Act 2006;
	

	
	(v) defrauding the Customs within the meaning of the Customs and Excise Management Act 1979 and the Value Added Tax Act 1994;
	

	
	(vi) an offence in connection with taxation in the European Community within the meaning of section 71 of the Criminal Justice Act 1993; or
	

	
	(vii) destroying, defacing or concealing of documents or procuring the extension of a valuable security within the meaning of section 20 of the Theft Act 1968;
	

	
	(e) money laundering within the meaning of the Money Laundering Regulations 2003 or Money Laundering Regulations 2007; or
	

	
	(f) any other offence within the meaning of Article 45(1) of Directive 2004/18/EC as defined by the national law of any relevant State.
	


	PART 4 – GROUNDS FOR DISCRETIONARY REJECTION (M)

	Important Notice
If you cannot answer NO to every question it is possible that your application might not be accepted. In the event that any of the following do apply, please set out (in a separate Annex) full details of the relevant incident and any remedial action taken subsequently. The information provided will be taken into account by the DBS in considering whether or not you will be able to proceed any further in respect of your application. 

Please indicate with YES or NO in response to each of the following questions:

	4.1
	Is any of the following true of your organisation?

	
	(a) being an individual, 

is bankrupt or has had a receiving order or administration order or bankruptcy restrictions order made against him or has made any composition or arrangement with or for the benefit of his creditors or has not made any conveyance or assignment for the benefit of his creditors or appears unable to pay or to have no reasonable prospect of being able to pay, a debt within the meaning of section 268 of the Insolvency Act 1986, or article 242 of the Insolvency (Northern Ireland) Order 1989, or in Scotland has granted a trust deed for creditors or become otherwise apparently insolvent, or is the subject of a petition presented for sequestration of his estate, or is the subject of any similar procedure under the law of any other state;
	

	
	(b) being a partnership constituted under Scots law, 

has granted a trust deed or become otherwise apparently insolvent, or is the subject of a petition presented for sequestration of its estate; or
	

	
	(c) being a company or any other entity within the meaning of section 255 of the Enterprise Act 2002 

has passed a resolution or is the subject of an order by the court for the company’s winding up otherwise than for the purpose of bona fide reconstruction or amalgamation, or had a receiver, manager or administrator on behalf of a creditor appointed in respect of the company’s business or any part thereof or is the subject of similar procedures under the law of any other state?
	

	4.2
	Has your organisation:

	
	(a) been convicted of a criminal offence relating to the conduct of your business or profession; 
	

	
	(b) committed an act of grave misconduct in the course of your business or profession 
	

	
	(c) failed to fulfil obligations relating to the payment of social security contributions under the law of any part of the United Kingdom or of the relevant State in which you are established; 
	

	
	(d) failed to fulfil obligations relating to the payment of taxes under the law of any part of the United Kingdom or of the relevant State in which you are established; or 
	

	
	e) been guilty of serious misrepresentation in providing any information required of you under Regulation 23 of the Public Contracts Regulations 2006? 
	


	PART 5 – PERSONNEL

	5.1

	Please confirm that your organisation conforms to HM Government Personnel Baseline Security Standard produced by the Cabinet Office (type YES or NO).

URL:

http://www.cabinetoffice.gov.uk/sites/default/files/resources/baseline-personnel-security-standard.pdf 

If NO, please provide further information below and explain what alternative arrangements are in place when performing integrity/background checks on all new employees to assure their provenance: 
	

	
	

	PART 6– INSURANCE (M)

	
	Policy Type
	Insurance Company 
	Value

	6.1
	Employer’ Liability insurance is a legal requirement (except for businesses employing only the owner / close family members) and this should be at least £5 million. Please confirm that you have this in place.
	
	

	6.2
	Public Liability
	
	

	6.3
	Professional Indemnity
	
	

	Please provide copies of all insurance certificates and schedules when submitting this Questionnaire to DBS.


	PART 7 – QUALITY, STANDARDS AND ACCREDITATIONS

	7.1
	Please indicate whether your organisation is ISO27001 certified or compliant (type YES or NO). 

If YES, please provide a statement below detailing the scope of the certification or compliance.  Please note, any claim of compliance would need to be supported by an independent assessment against the ISO27001 standard:
	

	
	

	7.2
	Please indicate whether the solution you are proposing to provide is within scope of your ISO27001 certification or compliance (type YES or NO).

If YES, please describe below:
	

	
	

	7.3
	Please indicate whether your organisation is ISO22301 certified or compliant (type YES or NO).

If YES, please provide a statement below detailing the scope of the certification or compliance. Please note, any claim of compliance would need to be supported by an independent assessment against the ISO22301 standard:
	

	
	

	Please provide copies of all relevant accreditations when submitting this Questionnaire to DBS.


	PART 8 – SECURITY AND INFORMATION MANAGEMENT (M)

	8.1
	Please indicate whether you have any existing data sharing arrangements in place with Registered Bodies (type YES or NO).

If YES, please provide full details below:
	

	
	Please attach copies of all agreements with Registered Bodies.

	8.2
	If answering YES to 8.1 above, please indicate whether any data sharing arrangements your organisation has in place with Registered Bodies are considered to be compliant with its obligations under the provisions of the Data Protection Act 1998 (type YES or NO).  

If NO, please provide full details below: 
	

	
	

	8.3
	Please describe in full detail below the method of data transmission to your organisation from Registered Bodies i.e. electronic transfer, media based, hard copy, etc and how the data is processed, controlled and protected: 

	
	Please attach copies of any operating procedures or instructions for your organisation if available.

	8.4
	Please indicate whether staff employed to operate the processes on behalf of your organisation have the ability to print, export, manipulate, inspect or otherwise transmit data (type YES or NO).

If YES, please provide full details below:
	

	
	Please attach copies of any operating procedures or instructions for your organisation if available.

	8.5
	Please indicate whether existing IT systems for processing data within your organisation require development and describe below the development lifecycle and defect management approach for your organisation:

	
	

	8.6
	Please indicate whether any aspect of IT systems service delivery and/or development within your organisation, whether managed in-house or outsourced, is provisioned for or stationed from outside of the UK mainland (type YES or NO).

If YES, please describe in full detail below:
	

	
	

	8.7
	Please describe in full detail below any separation mechanisms that exist between test, staging and live environments and also test and release protocols for live deployment of IT systems within your organisation:

	
	

	8.8
	Please describe in full detail below the approach to IT system maintenance and change management within your organisation:

	
	

	8.9
	Please describe in full detail below whether the technical security measures deployed for IT systems within your organisation are subject to regular and independent IT health checks or, alternatively, please describe what other arrangements or contingencies are in place:

	
	Please attach copies of any relevant documentation for your organisation if available.

	8.10
	Please describe in full detail below the approach employed when adopting recommendations arising from IT health checks within your organisation:

	
	

	8.11
	Please describe in full detail below what arrangements are in place to physically secure your premises and data centre:

	
	

	8.12
	Please describe in full detail all technical security measures deemed relevant i.e. IPS/IDS, AV, boundary protection, COMSEC encryption and COMPUSEC.

	
	

	8.13
	Please describe in full detail below the approach of your organisation when backing up, retaining and sanitising data.

	
	

	8.14
	Please indicate whether any aspect of IT systems deployed within your organisation are shared with any other service provider or provisioning mechanism (type YES or NO).

If YES, please describe in full detail below:
	

	
	

	8.15
	Please indicate whether there are any plans to adjust the premises for your organisation or if any relocation is planned imminently (type YES or NO).

If YES, please describe in full detail below:
	

	
	

	8.16
	Please indicate whether the premises that house the data centre, in respect of the service that your organisation will provide, has been accredited to handle HM Government Sensitive Information (including Protectively Marked) on behalf of relevant departments and agencies (type YES or NO).

If YES, please describe in full detail below:
	

	
	Please attach copy of relevant accreditation or other proof of evidence for your organisation if available.

	8.17
	Please describe in full detail below what security, audit and protective monitoring activities will take place within your organisation when providing the data processing service and indicate how this is evidenced and how often:

	
	

	8.18
	Please indicate whether or not you would be able to accommodate scheduled visits to your premises by DBS representatives to conduct service review meetings and facilitate a right of audit (type YES or NO).
	


	PART 9 – DECLARATION (M)

	I declare that to the best of my knowledge the answers submitted in this Questionnaire are correct.  
I understand that the information will be used to assess the suitability of my organisation to access the E-BULK SERVICE as a 3RD PARTY DATA PROCESSOR and the DBS will make relevant enquiries as it deems to be appropriate.  

I have completed this Questionnaire on behalf of my organisation and understand that the DBS may reject this Questionnaire if there is a failure to answer all relevant questions fully or if I provide false/misleading information.

	COMPLETED BY

	9.1
	Signature:


	

	9.2
	Name:

(Please enter using BLOCK CAPS):
	

	9.3
	Date:
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