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Handout 3 Phone Hacking 

The National Fraud Intelligence Bureau has seen a significant rise in reports of Private Branch Exchange (PBX) and dial through fraud from schools. The losses involved can be high, especially when they are made during times that a school may be closed. It may be that the fraudulent calls will go un-noticed until the telephone bill arrives. Since 2012 Action fraud has recorded the total losses to schools to be £186,923.09; an average loss of £1,683 per school.

What do hackers like?
· Incorrectly configured firewalls,
· poor security settings,
· lack of maintenance and the use of default/easy passwords.

Once access is gained, the criminals can exploit in-built services such as voicemail, call forwarding and call diversion to direct calls to a number of their choosing often be to premium rate or international numbers.
The criminal makes their money in two ways:

· Dialling premium rate numbers that are associated with international calling companies.
· Dialling international numbers through the compromised telephone system, most noticeably to Eastern Europe, Cuba and Africa.

In both instances they will either have a share in the revenue generated by the calls or they will be paid for their hacking services in advance.

Protect your school with simple steps:

· Use a strong PIN/password for voicemail and change regularly
· Ensure the access is restricted to essential users and they regularly update their PIN/passwords
· Restrict premium and international numbers
· Ask your network provider to not permit outbound calls at certain times 
· Ask your telecoms provider to alert you immediately if there is any unusual call activity taking place on your telephone lines
· Ensure you regularly review available call logging and call reporting options, regularly monitor for increased or suspect call traffic
· Secure your exchange and communications system, use a strong PBX firewall and if you don’t need the function, close it down
· If you use a maintenance provider speak to them or ensure that the person responsible for the PBX understands the threats and ask them to correct any identified security defects
· Consider consulting an IT telecoms professional to ensure your settings for your PBX systems are secure and the settings have been properly set up. 
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