o e T b

s e
:Mz\\ A4 [T g i
%}_‘:m; Fldeiona ‘_ﬁ“‘kﬁg
Wi memﬂmﬁ L

A Consuliation on New Smant Energy Code Content and
Related Supply Licence Amendments — July 2015

Response from Siemens
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CGluestions and Answers

DCC Envoinent Mandate

Q1. Do you agree with the legal drafting of the proposed amendment to the electricity
and gas supply llcence condiions? Fleaso provide a ratlonale for your views

Elemens agress with fhe fagal drafiing of tha proposad amandmant it relation to the
cornmissioning of Smarn Matering Systams, Licensees are alresdy paying for the OG0 and
heve installation milestenas to meat, so there is alraady a slrong incentiive for
cormmisgioning Smerk Metering Systems through fhat infrastreictuce, A licence condition
that garmnlts DG Lsers o cammissianing Smar Mejaring Systems ihrowgh the DCG
infrastructure would servs to reinforce this,

Specifically on the aspact of ensunng ne other arrangements for remote communicatiens
with alectricity and gas meters, Siemens beligves that this is too restictiva and fhat
aliowances should b= made far secandary communications with these devices. In
paricutar, suppliers ane fikely to want to offer linked GADs hat =aurce commuanications frem
other channels. Slmilarly Hand Fleld Terminals wiil nzed 19 be ahble to communicate with
thasa davicas wa the communications bub in no WAK situafions.

Q2. Do you agree that this legal duby should take offoct whan DCC's enrolment
sarvices are first avallabla?

Siernens agrees on thig position, subjact 1o the fact that a5 3 DGE Usear, a Licensse wilk
have proven Shat it |2 capable of utlllsing the DCC's senices, that tha DCC's sarvices are
stable and that there is appropriate availahillly of SMETS 2 comgpliant devices.

Slemens netes nal the propesed livence condition does not praciude the cantinuead
inztallation of SMETS1 devices, which we would expect ¢ camry on until the €2 months aftar
OGC Live, or sorme ather time agread by the industny.

PEC Enralment 2nd Communication Services

Q3. Do youl have any cemments on the propozed drafting ko these new subsidiary
documenis?

Siemens seeks mora glarity an Local Commandd Servless and the enrofment of 2man
rnelaring systers in ihe event of no SKIWAM siteations, padleularly in light of:

DECL"s proposal to enable install and leave In the event of an unplanned no
SMWAN sifuation, as outlined in {he recent response to the Smart Matering Rolleut
SEratagy

The TEDG Risk Report Mghlighling that 2 HHYT solation is unlikaly to be avallzble
frarn cormmmunications hibs manufacturers by DCC Llve
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0#. Do you have any specific comments on the proposed rev|sed approach to
deafing with Post-Comm(ssloning Oblipations including the proposal to delels
Becllons M2.Y and M2.87

Slernens acknowiedges the benefil of ensuring that smart melering davices are
appropriately configered it & tirmely fashlon aftar inctallation For security purposes. As the
sngle parly responsibe for managing communicatians with Smart Medering Systems, it
makas sense that the DCT is responsible for manltasing that this requirement is adhenad o
and reparting on excaptionz. Bimilarky, we agree to limiting the liabilily it the event of a
treach to £1 million.

Q5. o you have any commenls on the proposad approach?

Simmens believes ihat this is 2 senslble smendmeni. 1 (s expected that any Type 2 Device
othar than an MDD waukd form part of &n Energy Supplise's smart metaring propasitian hat
had teen cleedy communicated {0 2 custamear. Howevar, without a requirement that
suppliars secure explicit consent on this, hete is a risk that the reprlation of the programime
could be netetively affectad, '

Conseguential changes to Sections F2, G, M2 and A

6. Do you have any coraments ¢n the prepesed deafting changes to Sectlons F2, G,
M2 and A7

The content of F2 has bean subsiantially reduced, Withouk reviewing g new CPL
Requlrements Dagument i€ is not pesabie to see if the imdortant removed contet
removed from F2 bean includad hara,

GY. Do you agras with the proposal to move some of the technleal detalls i F2 inke a

subsidiary document in kine with the approach taken in relation fo Section H4, & and
&7

In principle this would seem asceptable buk without reviewing the new SPL
Reauirements Dagumant it is not possile to se= if the important removed contant
removed from F2 baetr ingluded here.

SEC amentiments to support Smart Metering Toesting

Qd. Do you suppor e proposed changes to ensura that the tasting ohjectives
reflect a more up to date version of tha SECTY

Giemeans supports the prapased changes,

(13, Do you agree with tha proposal that the GG should effer a festing service for
praspective Non-Gateway Suppliers?

Siemens agraes with this proposat.
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10, Do you intant to test only Dovicos (and not Usar Systoms) against tho DEG
SystemsT If g0, hew and when de you intend (o de this¥ [s [k your intention ko
become a SEC Party and astabllsh a DCC Gateway Conncction; rely on other parties
to interact with the DCG for the purposes of testing Devices; or attothet means [.4,
direct connection without being a SEC Party)?

Mo camment,

Fublic Key Infrastructure

@11, [to you agres with the proposals and associated legal drafting in relatlon to tho
SMKI Recovary Procedurs Guidance document? Please provide s rationate for your
view.

Siemens agrees with the praposal, whera one central party is rasponsible for dawveloping a
guidance dacuement that autlines a clear process for how events will be managed in fhe
event of & sequrity campromlze an: the decision maklng process behind initlating a
reCoveEny process .

212, Oo you agree with the proposed drefting an how changes to the SMET Recovery
Key Guidance are managed, or do you think if should ba a SEC Subsidlary Documertt
and open o the SEC modification process? Flease provide a rationale for your
rasponse

Biamens has no sfrong views on this particular manner. |t would saam sensibte 1o ensUre
that changes are made by a pary wath subj2et matter expartise in this ares, suggesting that
the SMEI PMA assumes respansibility.

3. Do you agree with the proposal and aasociated legal drafting in valatlon to the
SMKI Recovery Frocedurs Lizhillties? Please provide a ratlonale for your view?

Mo comment.

4. Do you agree with the proposals and associated legal dralting o use Kl for
communications over tha NGI and in relation o TAD? Please provide a rationale fur
your view

M eammeant,

Q15. Do you agree Lhat |t is hecessary for the PMA fo be able o require Parties to
nominate Key Custodians? Ploase provide a rationale for your response

Mo conrnent
16, Do you agree with tho proposals and assogiated legal drafting to make
elartficatory change ke the SMKI Cedtificate Policios? Please provide & rmtionals for

your viow,

Mo comment.
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@17, Do you agree with the proposals and associated legal drafting to allew tha DGS
to become an Eligibie Subscriber for cortain SMKI Organlsation Cedificates for the
purpase of slanfng Redistration Data¥ Flease provide a rationale far ywour waw

Mo comment.

CrB. Do you agree with the legal drafting to oblige Netweork Cperators to establish
thelr Crgantsatlon Certiflcates prier to DCC Llve? Please provide a rationale for your
view

Siemens has no particular commert ot this, other than that it envisages practical dimculties
for Gas Dismbution Network buzinesses who are currenily not mandaled to bacame DCC
Usars and upen whom e is only 2n expectation that they wilk become Lsems hefare the
and af 2020,

2158, Do you agrec with the proposat and [enal draffing in relation to the-
mlscellaneays changes 1o the PRI content? Please provide a rationale for your view

Mo eamment,

Security Independence Requirements

€120, Do you have any comments on the proposed drafting reparding the CIG
Independence raguiremagnis?

Ma comment.
Communicafions Hubs

021, Bo you agree with the proposals and associatod logal dralting (including the
preposed changes to the CHIMSM at Annex O, which would permit Eupp!fﬂrs ko re-
uze Communications Hubs that they have rem mrecf from consumer premises in
certaln circynstances?

Siemeans supports the preposal o reuse communieatlans hybs, but has concarns aver the
preciicalities of deploying ihe prapaza), given thz condiffions that have been s=t out, in
particular tha rastrlcion that & communications hub must be reinstated ak a bocation within a
Local Blstibution Zone managed by ihe same Gas Diskibution Metwark; Operatar,

Checking a device's cerfificates to assess the Metwork Operator thay has been set up on it
and ahzuring that thls dsvice is then reinstatad in the same Network Operator's 2rea wil
require notable changes ta the lagistleal processes of Meter Oparaters and Meter Azsat
Managers. Such casts wolld seem inappropriata, parfieulacly if GDNs ara unable to nse
OCC Senvices.

T avoid this process and he requirament for all Mebwork Oparatars ko ke able bo establisk
Organizational Cestificates, we would gueslion whethar the |Initisl secunty credenllals fnr the
{535 Transporter arg aet to a defan|| DOC Cettificate.

The ability to re-uze a comma hub, placing itin a ‘pending’ status white off the wall is a
teful aptien. By avoiding the return of comms hubs that are not faulty it will give more
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flexibilty in available skack and well as avaoiding costs associated with the retuen of it lo- the
=12

It iz nok clear how the gas prowy funclion data will be deleted. Siemens seaks clarity on
whelhar thiz ¢an be done as pan of the ra-nstallalien procedurs af whsther it has 19 b2
done in advance oi his.

Siemens would suggest that the charglng should fot 21at until the gas prosy data has been
deleted a5 the cammunleatlang hub is not in a stale suitable far re-deplayment until his hag
happenad. There shauld be limits on this period of non-charging but this can be considersd
to be compensated for by {he saving in loss of rental fae Tong' ime of returm process,
transpart costs and handling fprocessing atthe C3P ete. The ‘pending” status could be
used for Wis. The hub being in this status untif gas praxy data has boan deleted,

Obligation for Energy Suppliers to engage with DL gueries on compliance with the
Comrmunigations Hub Support Materlals,

22 Do you agree with the proposal End assoclated [ooal drafting for an obilgatian
for Supplier Parties to respond to any reasonable request from the DCC for
infermation pertalning o compliance with the CH Suppart Materlals and for a
recipracat obligation to be placed on the DCCT

Siemens agreas with the propossl and assoclated legal drafing in relation bo CHIEM
compliance. e would expect that sech activity would be raraly calted upan, given Ins
propasals to incarporale and ascredlt BOC Tralning Matsdal into existing installation
training programmes and existing audit activities carried out by Enargy Suppllers,

Q23. Do you agree with the propesals and associated tegal drafling (keloding the
proposed changes to the CHIMSM &t Annex D) ralating fo visits by the DCG to
CONSUTEr Premises,

Slemens 1s braadly [0 agreement with the proposals, which appear aszontially the same as
those prescribed where no SMAAN has been established al installatlon and an Energy
Supplier Sorvice Ragueas! subsedquently genatates an Incident ak e DCC. Our anly
comment hare would be that we would expect that such auditors would be on 2 low level of
utilization to raduce the Ikelihoed of havieg to re-anrange & second visit o cany oul the
audit, fhus minimising consumer contact and negative sentlmeant about smart metering.

The text in CHISM Appendix O does hot seem to state that the Supplier will be fres fo
arratie for its owh represenlatives to also be in attendance a any visit by the DCCtoa
peemise. This is mentioned i the consultation dosement.

Siemens considers it eszential that the Maler Dperator, a3 the installar of the equipment =k
the site, allends as a repressntative of the supplier. As such we would suggest adding the
following text below to clausa 7.4 in Appendlx U or add new clause 7.5 (as shown} to

Appapdix [t

7.5 The Suppliet wlll b& free to arrange for its own repressniatives to also be in altend znge
at any visit by the DCC to a pramise.
“ar

7.4 The DCC shall atiend the ralevant premisss al the specified date and tims and shall
immediataly rolity the Parly, using ths contact daiatlz provided, where a detay to arfval iz
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lixaly. The Swpplier will be free to arrange for its awn reprasantatives ta also be in
attendance at any visit by the DG4 2 2 premise.

Fallure of partles to zccept delivery of Communications Hubs

G174, Bo your ggrae with the proposal and associated legal drafting, for Parkles to be
llable for all reasonable costs and expenses Ineurred by the DCC as a rasult of a
delivery of Gommunleations Hubs heing prevented from taking place in accordance
with the SEC, due to a breach of the SEC by that Party?

Slemens agraes with the proposal, on the basls that ine delivery athermpt was made in lne
with an egreed schadele,

Consequoential changes to the SEC for alignment with the Gommunicatlons Hub
Support Materials

025, Bo you agrae with the proposals and associated |egal drafting for the
consequential chahges to the SEC arising from the Sommunicalions Hub Support
Materlals?

Slamans 1= happy with the proposed changes.

Miscallaneous Communications Hub issues

26, Do yout agres wilk the praposals as deserbed under the beading of
‘Miscellanepus Communications Hub issues’ above and the azsociatod lagal

drafling?

¥Wi/a agros with tha proposals.

Incidett Managemeant

L2Y. Do you agres with tho proposed changes to incident Management? Fleasu
provide a ratlonale far yaur views

Stemens agrees with these ehanges, which all seem sensible givan the way the DEC has
evalved, the diferent parfies that could make ese of services |n the future and the naad to
ratinnatize tha narobar of delverables,  |f Registration Data Management incidents are
brolght together with overall Incident Managemant, |t would s&2m only sensible to saparale
out hoza only relevant to Registeatian Data,

ch:u'ernan ce of Error Handling Strategy

Q28 Do yort) agrea with the proposed approach to provide more flexible governance
for the Error Hand|ing Strategy set aut ahove?
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Stemens believas fhal the proposed changes appear sensible. It would seem reasanable ta
expect that best practice errer resolution o evolva over time based on DS sxperience and
the Lzer Comemwinity. Stemens wold expect thet the latter group could be levaraged to
shard knowladga and re-enfarce any matarizl made svallable threugh self help guides.

Further Activation of the SEC Moedification Froceas

2% Do you agree with the proposals in relation fo the Gméng of the furthar activation
of fhe SEC Modillcation Process? Please provide & rallonale for your response

Mo carmant.

030 Do you agrae with the propasals and legal text [n relation t6 the manner in which
the SEC modification Frocess is further activaied, including the femporany
performance of eertain anduring Autharlty Tunetions by the Secretary of State?
Please provide | rationale for your response

Mo comment.
Miscellanecus _
Scope of lhe Threshold Anomaly Detection Procedures dosument

131 Do you have any comments an the pioposed drafiing regarding the scope of the
Threshald Anomaly Detection Procedures?

Mo eamrnent,

Appeats of Panel Decistons relating to SMETS non-cam pllance

(32 Lo you agreds with the prapassd additional text to F3 to provide affected Suppller
Parties or the DLC with the abllity to appeal {to OFGEM) SEC Pane! decisions relating
to device nan-compliance with the Technical Speciflcations and any sssoclated
remedis| plane?

Mo carmmand,

Section A Definttions

Q33. D you agree with the proposal and associated tegal deafting s relation to
amending the definitlons [n preparation for the future introduction of taehnieal
specifivations into the SEC? Please provide a rativnale for your view,

Mo comment,
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For any questions or further information on Slemens response to this consultation
please cuntact:

REDACTED RERGACTED
REDACTED REDACTED
Siamens

Ciparational Senices

i REDACTED
e:REDACTED REDACTED

About Siamens iir the UK

Ziernensz was established in the United Kingdem 172 vears ege and now employs 13,000
pesple it the UK. Last year's ravenues ware £4.4 billion. Az a leading glebal enginesring
and technalogy senices company, Siemans provides innaovative solutions to help kackle
eofma of the world's majar challenges.

Siemens ple has offices and factatlez throughawd the B, wiib Hs headguartars it Frimley,
Sumey.

Tha company's global headoguartars 15 In Munich, Gemany.

For mere information, visit wworsiermens.co.uk
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