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[bookmark: _DV_M0][bookmark: _GoBack]SECTION O: NON-GATEWAY COMMUNICATIONS
O1 [bookmark: _DV_M1]NON-GATEWAY INTERFACE
[bookmark: _DV_M2]Obligation to Maintain the Non-Gateway Interface

0. [bookmark: _DV_M3]The DCC shall maintain the Non-Gateway Interface in accordance with the Non-Gateway Interface Specification, and make it available to:
(a) [bookmark: _DV_M4]Eligible Non-Gateway Suppliers to send and receive communications in accordance with the Non-Gateway Interface Specification; and
(b) [bookmark: _DV_M5]Non-Gateway Suppliers for the purpose of undertaking the tests necessary to satisfy the entry process set out in the Non-Gateway Interface Specification. 
O0.1 [bookmark: _DV_M6]The DCC shall ensure that the Non-Gateway Interface is available at all times (subject to Planned Maintenance undertaken in accordance with Section H8.3). 
[bookmark: _DV_M7]Communications to be sent via Non-Gateway Interface

O0.2 [bookmark: _DV_M8]The DCC and each Non-Gateway Supplier shall use the Non-Gateway Interface for the purposes of sending the communications outlined in the Non-Gateway Interface Specification.   
O0.3 [bookmark: _DV_M9]The communications required to be sent via the Non-Gateway Interface under Section O1.3 shall only be validly sent for the purposes of this Code if sent in accordance with the Non-Gateway Interface Specification.
O0.4 [bookmark: _DV_M10]No Party may use the Non-Gateway Interface for any purpose other than as set out in Section O1.3.
[bookmark: _DV_M11]Use of User IDs

O0.5 [bookmark: _DV_M12]A Supplier Party wishing to act as a Non-Gateway Supplier may obtain a User ID in accordance with Section H1 (User Entry Process), notwithstanding that the Supplier Party does not intend (at that time) to become a User.    
O0.6 [bookmark: _DV_M13]Sections H1.5 and H1.6 (User IDs) shall apply to the DCC and Non-Gateway Suppliers as if there were User Roles of 'Non-Gateway (Electricity) Supplier' and 'Non-Gateway (Gas) Supplier' (and as if the only Parties eligible for such roles are Supplier Parties that are not Users in the User Roles of 'Import Supplier' and 'Gas Supplier' respectively). A Party that is both a Non-Gateway (Electricity) Supplier and a Non-Gateway (Gas) Supplier may use the same User ID for both roles.  
O0.7 [bookmark: _DV_M14][bookmark: _DV_C7][bookmark: _DV_M15][bookmark: _DV_C8][bookmark: _DV_M16][bookmark: _DV_C9]Where a Party that was a Non-Gateway (Electricity) Supplier becomes a User for the User Role of 'Import Supplier', that Party shall use its Non-Gateway Supplier (Electricity) User ID(s) (as referred to in Section O1.7) for that User Role (but without prejudice to its right to obtain new User IDs in accordance with Section B2 (DCC, User and RDP Identifiers)). 
O0.8 [bookmark: _DV_C10][bookmark: _DV_C11][bookmark: _DV_M17]Where a Party that was a Non-Gateway (Gas) Supplier becomes a User for the User Role of 'Gas Supplier', that Party shall use its Non-Gateway Supplier (Gas) User ID(s) for that User Role(as referred to in Section O1.7) for that User Role (but without prejudice to its right to obtain new User IDs in accordance with Section B2 (DCC, User and RDP Identifiers)).
[bookmark: _DV_M18]Non-Gateway Supplier Entry Guide

O0.9 [bookmark: _DV_C12][bookmark: _DV_M19]O1.9 The Code Administrator shall establish and publish on the Website a guide to the process to be followed by Non-Gateway Suppliers seeking to become Eligible Non-Gateway Suppliers. Such guide shall:
(a) [bookmark: _DV_M20]identify any information that a Party is required to provide in support of its application to become an Eligible Non-Gateway Supplier; and   
(b) [bookmark: _DV_M21]include a recommendation that each Party undertakes a privacy impact assessment in accordance with the Information Commissioner’s guidance concerning the same (but there shall be no obligation under this Code to do so).  
O0.10 [bookmark: _DV_C13][bookmark: _DV_M22]O1.10 The DCC will notify a Party whether or not its application to become an Eligible Non-Gateway Supplier has been successful.
[bookmark: _DV_M23]Disputes Regarding Entry Process

O0.11 [bookmark: _DV_C14][bookmark: _DV_M24]O1.11 Where a Party wishes to raise a dispute in relation to its application to become an Eligible Non-Gateway Supplier, and to the extent that the dispute relates to:
(a) [bookmark: _DV_M25]the establishment of an Organisation Certificate, then the dispute shall be determined in accordance with Section L7 (SMKI and Repository Entry Process Tests); or
(b) [bookmark: _DV_M26]any matters other than those referred to above, then the dispute may be referred to the Panel for determination. 
O0.12 [bookmark: _DV_C15][bookmark: _DV_M27][bookmark: _DV_C16][bookmark: _DV_C17][bookmark: _DV_M28]O1.12 Where a Party disagrees with any decision of the Panel made pursuant to Section O1.111.12(b), then that Party may refer the matter to the Authority for its determination, which shall be final and binding for the purposes of this Code.
O1 [bookmark: _DV_M29]
OBLIGATION TO CHANGE CREDENTIALS
[bookmark: _DV_M30]Obligation on Non-Gateway (Electricity) Suppliers

O1.1 [bookmark: _DV_M31]Where a Non-Gateway (Electricity) Supplier becomes the Import Supplier for a Smart Metering System, the Non-Gateway (Electricity) Supplier shall ensure that (within 24 hours of it becoming the Import Supplier) any Device Security Credentials which pertain to a Supplier Party on any Device comprising part of that Smart Metering System are those of the Non-Gateway (Electricity) Supplier.
[bookmark: _DV_M32]Obligation on Non-Gateway (Gas) Suppliers

O1.2 [bookmark: _DV_M33]Where a Non-Gateway (Gas) Supplier becomes the Gas Supplier for a Smart Metering System, the Non-Gateway (Gas) Supplier shall ensure that (within 24 hours of it becoming the Import Supplier) any Device Security Credentials which pertain to a Supplier Party on any Device comprising part of that Smart Metering System are those of the Non-Gateway (Gas) Supplier.
[bookmark: _DV_C18]Volume Forecasts 
[bookmark: _DV_C19]O2.3	Each Non-Gateway Supplier which expects to send NGI Change of Credentials Requests shall submit to the DCC each month (to be submitted during the first 10 days of each month) a forecast of the number of requests it expects to send during the following month (in accordance with the Non-Gateway Interface Specification).
[bookmark: _DV_M34]Threshold Volumes

O1.3 [bookmark: _DV_C20][bookmark: _DV_M35]O2.4 Each Eligible Non-Gateway Supplier shall notify the DCC from time to time of that supplier's Non-Gateway Supplier Threshold Volume (such notification to be made in accordance with the Non-Gateway Interface Specification).
O1.4 [bookmark: _DV_C21][bookmark: _DV_M36]O2.5 Each Eligible Non-Gateway Supplier shall ensure that the Non-Gateway Supplier Threshold Volume notified to the DCC from time to time is set at a level designed to ensure that it will function when used as an effective means of detecting any Compromise to any relevant part of its Non-Gateway Supplier Systems.
O1.5 [bookmark: _DV_C22][bookmark: _DV_M37]O2.6 Each Eligible Non-Gateway Supplier shall:
5. [bookmark: _DV_M38][bookmark: _DV_C23][bookmark: _DV_C24][bookmark: _DV_M39]keep its Non-Gateway Supplier Threshold Volume under review, having regard to the need to ensure that it continues to function as described in Section O2.52.4; 
5. [bookmark: _DV_M40]for this purpose have regard to any opinion provided to it by the Security Sub-Committee from time to time; and
5. [bookmark: _DV_M41]where the level of its Non-Gateway Supplier Threshold Volume is no longer appropriate, set a new Non-Gateway Supplier Threshold Volume.

[bookmark: _DV_M42][bookmark: _Toc384901960] 
O2 [bookmark: _DV_M43][bookmark: _DV_M44][bookmark: _Ref386802233]
PROCESSING OF NON-GATEWAY COMMUNICATIONS
O2.1 [bookmark: _DV_M45][bookmark: _DV_C25][bookmark: _DV_C26][bookmark: _DV_M46]A Non-Gateway Supplier that becomes subject to the obligation set out in Section O2.1 (Obligation on Non-Gateway (Electricity) Suppliers) or O2.2 (Obligation on Non-Gateway (Gas) Suppliers) shall send an NGI Change of Credentials Request to the DCC via the Non-Gateway Interface in order to comply with that obligationby such point in time as is reasonably necessary to ensure that the request is processed in time to meet that obligation (and shall, where such request is not successfully processed, send a further NGI Change of Credentials Request to the DCC via the Non-Gateway Interface).
O2.2 [bookmark: _DV_M47][bookmark: _Ref386789738][bookmark: _DV_C27][bookmark: _DV_C28][bookmark: _DV_C29][bookmark: _DV_C30]Where the DCC receives an NGI Change of Credentials Request from an Eligible Non-Gateway Supplier, the DCC shall provide an acknowledgement to the Eligible Non-Gateway Supplier (as set out inprocess the request in accordance with the Non-Gateway Interface Specification), and then apply the following checks:. 
[bookmark: _DV_C31](a)	verify the communication (as set out in
[bookmark: _DV_C32]Role of the NGI Party
[bookmark: _DV_C33]
O2.3 [bookmark: _DV_C34][bookmark: _DV_C35]Following the successful processing of an NGI Change of Credentials Request in accordance with the Non-Gateway Interface Specification);
[bookmark: _DV_C36](b)	confirm that the User ID used to send the communication is that of an Eligible Non-Gateway Supplier;
[bookmark: _DV_C37](c)	confirm that the User ID used to send the communication is that of an Eligible Non-Gateway Supplier whose right to send that communication has not been suspended in accordance with Section M8.5 (Suspension of Rights); 
[bookmark: _DV_C38][bookmark: _DV_C39][bookmark: _Ref387845998](d)	check cryptographic protection for the communication (as set out in the Non-Gateway Interface Specification); 
[bookmark: _DV_C40][bookmark: _DV_C41][bookmark: _DV_C42](e)	confirm validity of the certificate used to check cryptographic protection for the communication (as set out in the Non-Gateway Interface Specification);, the NGI Party shall send a ‘CoS Update Security Credentials’ Service Request to the DCC in relation to each of the relevant Devices associated with the MPAN or MPRN that was the subject of that NGI Change of Credentials Request in order to replace the relevant Device Security Credentials on each such Device with those of the relevant Non-Gateway Supplier.
O2.4 [bookmark: _DV_C43]The ‘CoS Update Security Credentials’ Service Request sent by the NGI Party to the DCC shall be Digitally Signed by the NGI Party in each case.
O2.5 [bookmark: _DV_C44][bookmark: _DV_C45][bookmark: _DV_C46][bookmark: _DV_C47][bookmark: _DV_C48][bookmark: _DV_M48][bookmark: _DV_C49][bookmark: _DV_C50](f) confirm that there is a pending or active registration in the Registration Data forThe NGI Party shall send the ‘CoS Update Security Credentials’ Service Request in order that the relevant Device Security Credentials are replaced on, or as soon as is reasonably practicable after, the date upon which the Non-Gateway Supplier making such request such that it is (or is to become)becomes the Responsible Supplier for the relevant MPAN or MPRN on the specified execution date;Device.
[bookmark: _DV_C51](g)	confirm validity of the Certificate that is requested to be placed on the Device (as set out in the Non-Gateway Interface Specification);
[bookmark: _DV_C52](h)	check that the User ID within the Certificate to be placed on the Device matches that within the communication; and 
[bookmark: _DV_C53][bookmark: _DV_C54][bookmark: _Ref387845940](i)	check that the communication does not exceed the relevant Non-Gateway Supplier Threshold Volume.
[bookmark: _DV_C55]O3.3	Where the check under Section O3.2(i) fails, the DCC shall not be obliged to undertake any of the other checks that remain to be undertaken, shall notify the relevant Non-Gateway Supplier, and shall quarantine the communication until such time as the Non-Gateway Supplier instructs the DCC to process the communication. If the communication is confirmed as anomalous by the Non-Gateway Supplier, the DCC shall delete it from the DCC Systems. 
[bookmark: _DV_C56]O3.4	Where any of the checks under Section O3.2 (other than the check under Section O3.2(i)) fail, the DCC shall reject the communication, and (save where the check in Section O3.2(d) is not satisfied) notify the relevant Non-Gateway Supplier of such rejection and of the reasons for such rejection.
[bookmark: _DV_C57][bookmark: _DV_C58][bookmark: _Ref387846042][bookmark: _DV_C59]O3.5	Where all of the checks under Section O3.2 are satisfied in respect of an NGI Change of Credentials Request, the DCC and the CoS Party shall follow the steps in Sections H4.20 to H4.25 (‘CoS Update Security Credentials’ Service Requests and Corresponding Pre-Commands) as if the NGI Change of Credentials Request was a 'CoS Update Security Credentials' Service Request for which all of the requirements of Section H4.11 were satisfied.
[bookmark: _DV_C60]O3.6	In the case of both NGI Change of Credentials Requests and 'CoS Update Security Credentials' Service Requests (and notwithstanding the requirements of those Sections referred to in Section O3.5), where the Supplier Party to whom the DCC is obliged to send an Alert under those Sections is a Non-Gateway Supplier the DCC shall send an equivalent of such an Alert to that Non-Gateway Supplier (if it is an Eligible Non-Gateway Supplier) via the Non-Gateway Interface.
[bookmark: _DV_C61]O3.7	Where a Non-Gateway Supplier receives a communication via the Non-Gateway Interface which that Non-Gateway Supplier was not entitled to receive, the Non-Gateway Supplier shall notify the DCC in accordance with the Non-Gateway Interface Specification.


O3 [bookmark: _DV_M49]
SECURITY OBLIGATIONS 
O3.1 [bookmark: _DV_M50][bookmark: _DV_C62][bookmark: _DV_M51]Each Non-Gateway Supplier shall use its reasonable endeavours to ensure that its Non-Gateway Supplier Systems are protected from unauthorised use and from installation and execution of unauthorised software on it.
O3.2 [bookmark: _DV_M52]Each Non-Gateway Supplier shall establish, maintain and implement processes for the identification and management of the risk of its Non-Gateway Supplier Systems being Compromised.
O3.3 [bookmark: _DV_M53][bookmark: _DV_C63][bookmark: _DV_M54]Each Non-Gateway Supplier shall carry out an assessment of such processes for the identification and management of risk where such assessments are designed to identify any vulnerability of its Non-Gateway Supplier Systems to Compromise:
(a) [bookmark: _DV_M55]on at least an annual basis;
(b) [bookmark: _DV_M56]on any occasion on which it implements a material change to its Non-Gateway Supplier Systems; and
(c) [bookmark: _DV_M57][bookmark: _DV_C64]on the occurrence of any Major Security Incident in relation to its Non-Gateway Supplier Systems.
O3.4 [bookmark: _DV_C65]Where, following any assessment of its Non-Gateway Supplier Systems in accordance with Section O4.3, any material vulnerability has been detected, the Non-Gateway Supplier shall use its reasonable endeavours to ensure that the cause of the vulnerability is rectified, or the potential impact of the vulnerability is mitigated, as soon as is reasonably practicable.
O3.5 [bookmark: _DV_C66][bookmark: _DV_M58]O4.4 Each Non-Gateway Supplier shall implement controls which are proportionate to the potential impact of each part of its Non-Gateway Supplier Systems being Compromised. 
O3.6 [bookmark: _DV_C67][bookmark: _DV_M59]O4.5 Each Non-Gateway Supplier shall develop, implement and maintain procedures in relation to the secure management of all Secret Key Material of the Non-Gateway Supplier, which shall in particular make provision for:
(a) [bookmark: _DV_M60]the security of that Secret Key Material throughout the whole of its lifecycle from its generation to its destruction;
(b) [bookmark: _DV_M61]the manner in which that Secret Key Material will be registered, ordered, generated, labelled, distributed, installed, superseded and renewed; and
(c) [bookmark: _DV_M62]the verifiable destruction of that Secret Key Material.
O3.7 [bookmark: _DV_C68][bookmark: _DV_M63]O4.6 Each Non-Gateway Supplier shall, on the occurrence of a Major Security Incident in relation to its Non-Gateway Supplier Systems, promptly notify the Security Sub-Committee and the DCC in accordance with the incident management provisions of the Non-Gateway Interface Specification.

 



