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1

11

1.2

1.3

1.4

Introduction

This code of practice relates to the powers and duties conferred or imposed under
Chapter Il of Part | of the Regulation of Investigatory Powers Act 2000 (‘RIPA").

It provides guidance on the procedures to be followed when acquisition of
communications data takes place under those provisions. This version of the code
replaces all previous versions of the code.

This code applies to relevant public authorities within the meaning o
listed in section 25 or specified in orders made by the Secretary of
section 25.1

Relevant public authorities for the purposes of Chapter Il of Part
(‘Chapter II') should not:

e use other statutory powers to obtain communicatio
telecommunications operator unless that power p
communications data,? or is conferred by a
Secretary of State or a person holding judicia

bd by the

e require, or invite, any postal oﬁ
communications data by exerc
non-disclosure of communication
(‘the DPA).

operator to disclose
to the principle of
ta Protection Act 1998

This code should be r of a relevant public authority
involved in the acquisitio ns data and the exercise of powers to do
so under RIPA, and to com jcati jce operators involved in the disclosure
of communications d uthoritieS under duties imposed by RIPA.?

See paragraph 2.11.
For example, the power available under section 1 of the Social Security Fraud Act 2001. See also the

section on Authorisations beginning at paragraph 3.32.

See section 22(6) of RIPA.
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1.5 Throughout this code an operator who provides a postal or telecommunications
service is described as a communications service provider (‘CSP’). The meaning of
telecommunications service is defined in RIPA* and extends to CSPs providing
such services where the system for doing so is wholly or partly in the United
Kingdom or elsewhere. This includes, for example, a CSP providing a
telecommunications system to persons in the United Kingdom where
communications data relating to that system is either, or both, processed and stored
outside the United Kingdom. Section 4 of the Data Retention and Investigatory
Powers Act 2014 (‘DRIPA) clarified that communications data acquisition powers
under RIPA are exercisable in respect of those CSPs that provide g service to the
United Kingdom from outside of the country.

1.6  RIPA provides that the code is admissible in evidence in criminal age
proceedings. If any provision of the code appears relevant to a q
court or tribunal hearing any such proceedings, or to the Tribunal
RIPA,” or to one of the Commissioners responsible for overseeing
conferred by RIPA, it must be taken into account.

1.7  The exercise of powers and duties under Chapter Il is
Interception of Communications Commissioner (‘the
under section 57 of RIPA and by his inspectors
Communications Commissioner’s Office (IOCCO).

1.8 This code does not relate to the r&nt'on ations data. The Retention
i nt to regulation 10 of the

Data Retention Regulations 2014 and s ,° provides guidance on
procedures to be followed in re ntion of communications data under
a notice made under [ ice”) and the voluntary code of

practice under the Anti-tel¥@hi [ SeCurity Act 2001 (‘ATCSA’).

1.9 Acquisition of data re
DRIPA or in accor
with RIPA, or aco
of Communi

data retention notice given under section 1 of
SA Code can only be acquired in accordance
order or icial authorisation or warrant.” The Retention

ata Cod

e use of electrical or electro-magnetic energy. Section 2(8A) of RIPA makes clear that
any service WhICh consists in or includes facilitating the creation, management or storage of
communications transmitted, or that may be transmitted, by means of such a system are included within
the meaning of ‘telecommunications service'. Internet based services such as web-based email,
messaging applications and cloud-based services are, therefore, covered by this definition. The definition
of ‘telecommunications service' in RIPA is intentionally broad so that it remains relevant for new
technologies.

See paragraphs 9.1 and 9.2.
ISBN [to be completed when finalised].

The restriction of acquisition of data retained under a data retention notice to RIPA or court orders is
without prejudice to the ability of individuals to request their own data under a Data Protection Act (DPA)
Subject Access Request (SAR).

Note that a company’s business data is not affected by the restriction to RIPA or court orders.
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1.10 This code does not relate to the interception of communications nor to the

acquisition or disclosure of the contents of communications. The Interception of
Communications Code of Practice issued pursuant to Section 71 of RIPA provides
guidance on procedures to be followed in relation to the interception of
communications.®

1.11 Communications data that is obtained directly as a consequence of the execution of

an interception warrant (‘related communications data’, RCD) is intercept product.*®

1.12 Any related communications data, and any other specific communications data

1.13 Related communications data may be used as a basis for the acq

1.14 Related communications data may be used as a

1.15 This code extends to

10

11

12

13

14

(‘other related data’) derived directly from it, must be treated in acé@relance with the

related data for intelligence purposes'? only, if there is sufficient i
non-intercept material available to a designated person to allow tl
consider the necessity and proportionality of acquiring the eilae
application to the designated person®® and the resulta
treated as product of the interception.

related data for use in legal proceedings provided : ommunications
data does not identify itself as integgept pr must also be sufficient non-
intercept material available to the [ allow that person to
consider the necessity and proportion e other related data. In

undertaking the acquisition of o a for use in legal proceedings that
the provenance of suc al
interception warrant.

Section 20 0 A defines ‘related communications data’ in relation to a communication intercepted in
the course of its transmission, by means of a postal service or telecommunications system, to mean so
much of any communications data (within the meaning of Chapter Il of Part | of RIPA) as—

(a) is obtained by, or in connection with, the interception; and

(b) relates to the communication or to the sender or recipient, or intended recipient, of the communication.

See sections 15, 17, 18 and 19 of RIPA

Section 81(5) of RIPA qualifies the reference to preventing or detecting serious crime in section 5(3) —
grounds for the issue of an interception warrant — to exclude gathering of evidence for use in any legal
proceedings.

See paragraph 3.7.

This code and the provisions of Chapter Il of Part | of RIPA do not extend to the Crown Dependencies
and British Overseas Territories. Note that Chapter 7 includes sections on acquisition of communication
data on behalf of overseas authorities and the transfer of communications data to overseas authorities.
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2 General extent of powers

Scope of Powers, Necessity and Proportionality

2.1  The acquisition of communications data under RIPA will be a justifiable interference
with an individual’s human rights under Articles 8 and, in certain circumstances, 10
of the European Convention on Human Rights only if the conduct bging authorised
or required to take place is both necessary and proportionate and
with law.

2.2  RIPA stipulates that conduct to be authorised or required must be
one or more of the purposes set out in section 22(2) of RIPA: ™

e in the interests of national security;*®
e for the purpose of preventing or detecting crime®’

e inthe interests of the economic well-being of the so far as
those interests are also relevant to the interegts of

e in the interests of public safety; *°

e for the purpose of protecting Mc h

* RIPA permits the Secretary of S

affirmative resolution procedure in

One of the functions of the Security S
protection against threats from . e functions extend throughout the United Kingdom. A

designated person in anoth uld not grant an authorisation or give a notice under
RIPA where the operation
out above, except where t

eans of an Order subject to the

16

undertaken by a Special Branch, by the Metropolitan Police
ecurity Service has agreed that another public authority can
n operation or investigation which would fall within the

17

s committed, the gathering of evidence for use in any legal proceedings and
n (or persons) by whom any crime was committed. See section 81(5) of

er Il to obtain communications data for the purpose of preventing or detecting
ed crime where the investigating officer intends the matter to be subject of a

investigation'e ufficient evidence to initiate a prosecution within a criminal court, it will, with immediate
effect, no longer be appropriate to obtain communications data under RIPA.

DRIPA section 3(3) amended section 22(2)(c) of RIPA to make clear that where acquisition of
communications data is necessary in the interests of the economic well-being of the United Kingdom, this
purpose may only be used ‘so far as those interests are also relevant to the interests of national security.’

This purpose should be used by public authorities with functions to investigate specific and often
specialised offences or conduct such as accident investigation or for example, a large scale event that
may cause injury to members of the public. Public safety should not be interpreted as for purposes
relating to crime that impacts on the public, such as the sale of illegal drugs.

The public health purpose should be used by public authorities with functions to investigate specific and
often specialised offences or conduct such as breaches of health and safety legislation and criminal
offences which may risk public health, for example, the supply of controlled medicines without licence or
prescriptions.

18

19

20
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2.3

2.4

e for the purpose of assessing or collecting any tax, duty, levy or other imposition,
contribution or charge payable to a government department;

e for the purpose, in an emergency, of preventing death or injury or any damage
to a person’s physical or mental health, or of mitigating any injury or damage to
a person’s physical or mental health;

e to assist investigations into alleged miscarriages of justice;??

e for the purpose of assisting in identifying any person who has died otherwise
than as a result of crime or who is unable to identify himself because of a
physical or mental condition, other than one resulting from cring@(such as a
natural disaster or an accident);?®

e inrelation a person who has died or is unable to identify himseli
of obtaining information about the next of kin or other connect
such a person or about the reason for their death or conditio

o for the purpose of exercising functions relating to the r
services and markets or to financial stability.*

The purposes for which some public authorities may s
communications data are restricted by order.? TH@ de
consider necessity on grounds open to thelr publi
matters that are the statutory or adginistr

authority. The purposes noted ab
relation to the specific (and often spegi
given the statutory function to investiga

espective public
ed by a public authority in
onduct that it has been

There is a further restri of communications data for the

following purposes:

llecting any tax, duty, levy or other imposition,
e to a government department.

acquired fo e purposes and only by those public authorities permitted by order
to co ications data for one or more of those purposes.

21

Such an emergency can include those situations where, for example, there is serious concern for the

welfare of a vulnerable person.
2 See article 2 (a), SI 2010/480.
2 See article 2 (b) (i), SI 2010/480.
?* See article 2 (b) (i), SI 2010/480.
® See article 2 (c), SI 2010/480, as added by SI 2015/228.
% gee article 6, SI 2010/480.

27

21(4)(c) defines subscriber information. See Chapter 2 for further information on RIPA 21(4) and the

different categories of communications data defined in RIPA.
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2.5 When a public authority wishes to acquire communications data, the designated
person must believe that the acquisition, in the form of an authorisation or notice, is
necessary. He or she must also believe that conduct to be proportionate to what is
sought to be achieved by obtaining the specified communications data — that the
conduct is no more than is required in the circumstances. This involves balancing
the extent of the interference with an individual’s rights and freedoms against a
specific benefit to the investigation or operation being undertaken by a relevant
public authority in the public interest.

2.6 As well as consideration of the rights of the individual under investigation,
consideration must also be given to any actual or potential infringé
privacy and other rights of individuals who are not the subject of the tigation or
operation. An application for the acquisition of communications data
attention to any circumstances which give rise to significant colla

2.7  Particular consideration must also be given, when pertinent, to thé
of expression.®®

2.8

2.9  Any conduct where the interferencgyis excgssive in
investigation or operation, or is in wal

2.10 Before public authorities can request ¢ ta, authorisation must be
given by the designated person J rel authority. A designated person is
someone holding a pr ibe
authority that has been urp@Se of acquiring communications
data by order.?*

2.11 The relevant public ' apter Il are set out in section 25(1). They are:
. ined iffsection 81(1) of RIPA);*°

ant Communications Headquarters.

28

See the section on communications data involving certain professions, beginning at paragraph 3.72, for
further information and guidance, including on the requirement for the use of the Police and Criminal
Evidence Act 1984 until such time as there is specific legislation to provide judicial authorisation for
applications for communications data to determine journalistic sources.

See articles 3 and 4, SI 2010/480. By virtue of article 4 of the order all more senior personnel to the
designated office, rank or position are also allowed to grant authorisations or give notices.

Each police force is a separate relevant public authority which has implications for the separation of roles
in the acquisition of data under RIPA.

References in RIPA to the Serious Organised Crime Agency have been amended by the Crime and
Courts Act 2013, www.legislation.gov.uk/ukpga/2013/22.

References in RIPA to HM Customs and Excise and Inland Revenue have been amended by the
Commissioners for Revenue and Customs Act 2005.

29

30

31

32
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These and additional relevant public authorities are listed in the Regulation of
Investigatory Powers (Communications Data) Order 2010 and any similar future
orders made under section 25 of the Act.

Communications Data

2.12

2.13

2.14

2.15

2.16

The code covers any conduct relating to the exercise of powers and duties under
Chapter Il of Part | of RIPA to acquire or disclose communications data.
Communications data is defined in section 21(4) of RIPA.

The term ‘communications data’ embraces the ‘who’, ‘when’, ‘where d ‘how’ of a
communication but not the content, not what was said or written.

It includes the manner in which, and by what method, a person o
communicates with another person or machine. It excludes what [
data they pass on within a communlcatlon including text 3

from the use of calling cards, redirection services, or i
through’ fraud and other crimes, where data is pagsed
communications apparatus in order to obtain co i
fraudulently).

duration of a
of the originator and

It can include the address on an e&lo

able to connect it succes include data relating to an unconnected
calli.e. when a call is place is unable to carry it to its intended
recipient. It covers el unications (not just voice telephony) and also

d, held or obtained in the provision, delivery and
services, those being postal services® or
DRIPA®’ clarified the definition of

3 See article 3, SI 2010/480.

34

Note that data retained under DRIPA may only be data relating to electronic communications, including

telephony, but does not include postal services. See the Data Retention Code of Practice for further
details.

35

Sections 2(1) and 81(1) of the Act define ‘postal service’ to mean any service which consists in the

collection, sorting, conveyance, distribution and delivery (whether in the United Kingdom or elsewhere) of
postal items and is offered or provided as a service the main purpose of which, or one of the main
purposes of which, is to transmit postal items from place to place.

36

See footnote 4.

%7 Section 5 of DRIPA.
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2.17 ‘Communications service providers’ may therefore include those persons who
provide services where customers, guests or members of the public are provided
with access to communications services that are ancillary to the provision of
another service, for example in hotels, restaurants, libraries and airport lounges.

2.18 In circumstances where it is impractical for the data to be acquired from, or
disclosed by, the service provider, or where there are security implications in doing
so, the data may be sought from the CSP which provides the communications
service offered by such hotels, restaurants, libraries and airport lounges. Equally,
circumstances may necessitate the acquisition of further communications data for
example, where a hotel is in possession of data identifying specifi ephone calls
originating from a particular guest room.

2.19 Consultation with the public authority’s Single Point of Contact (SE
determine the most appropriate plan for acquiring data where the
communication service engages a number of providers, though it ;
person who ultimately decides which of the CSPs should & ptice Wth the
proliferation of modern communications media, includi [
communications, and social networks, and given that an use many
different forms of communications, the knowledg the SPoC in
providing advice and guidance to the designated in ensuring
appropriateness of any action taken to acquire the y for an
investigation. If a CSP, having be ieves that in future another
CSP is better placed to respond, they the authority to inform them
of their view after disclosing the relev

2.20 Any conduct to determi r may hold, specific communications
data is not conduct to
example, establishing fro to the public or, where necessary,
from a service provider whi available a specific service, such as a
particular telephone internet protocol address.

2.21

tions 21(4)(a) and 21(6) of RIPA) — this is data
d in or attached to a communication for the purpose

ation held or obtained by a CSP about persons® to whom the CSP
provides or has provided a communications services. Those persons will
include people who are subscribers to a communications service without
necessarily using that service and persons who use a communications service
without necessarily subscribing to it (see section starting at paragraph 2.30 of
this code for further detail).

% See sub-section on the single point of contact, beginning at paragraph 3.19.

Section 81(1) of RIPA defines ‘person’ to include any organisation and any association or combination of
persons.

10

39
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2.22 The data available on individuals, and the level of intrusion, differs between the
categories of data. The public authorities which can acquire the data and, in some
cases, the level of seniority of the designated person differ according to the
categories of data in question.*

2.23 Where an applicant is unsure of the category of data they are seeking (traffic,
service use or subscriber information) or what additional communications data may
be retained by a CSP for their own business use, the applicant should discuss this
with their SPoC. If a SPoC or designated person wish to find out more, they should
consult the relevant CSP or contact the College of Policing CD Knowledge and
Engagement Team (KET), ketadmin@college.pnn.police.uk.

Traffic Data

2.24 RIPA defines certain communications data as ‘traffic data’ in sect
21(6) of RIPA. This is data that is or has been comprisedgd :
relation to any communication’

e identifies, or appears to identify, any person,
which a communication is or may be transmit

e identifies or selects, or appeal‘) ide i , transmission apparatus;

e comprises signals that activate a
transmission of any communicatio erated in the use of
carrier pre-select or redirect n services or data generated in the

ing of each packet in a packet
which communications data attaches to which

2.25 ing a computer file or a computer program to
which acc iaed, or which has been run, by means of the

i e extent that the file or program is identified by
paratus in which the file or program is stored. In relation to

ions, this means traffic data stops at the apparatus within which

communications data (as it would be content).

2.26 Examples of traffic data, within the definition in section 21(6), include:

e information tracing the origin or destination of a communication that is, or has
been, in transmission (including incoming call records);

0 See S| 2010/480.
4L «Apparatus’ is defined in section 81(1) of RIPA to mean ‘any equipment, machinery, device, wire or cable’.

11
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information identifying the location of apparatus when a communication is, has
been or may be made or received (such as the location of a mobile phone);

information identifying the sender or recipient (including copy recipients) of a
communication from data comprised in or attached to the communication;

e routing information identifying apparatus through which a communication is or
has been transmitted (for example, dynamic IP address allocation,* file transfer
logs and e-mail headers — to the extent that content of a communication, such
as the subject line of an e-mail, is not disclosed);

erver, domain

e web browsing information to the extent that only a host machi
name or IP address is disclosed;

e anything, such as addresses or markings, written on the outsidg tal item
(such as a letter, packet or parcel) that is in transmission and
item’s postal routing;

e records of correspondence checks comprising details g
items in transmission to a specific address; and

e online tracking of communications (including post

2.27 Any message written on the outside of a postal it mission, may
be content (depending on the author of the messal n the scope of

the provisions for interception of example a message written
by the sender will be content but a messag postal worker concerning

he outside of a postal item

2.28 Data relating to th erson of a postal or telecommunications
service, or any pa it, IS wi kndwn as ‘service use information’ and falls within

2.29 Service us i can be, routinely made available by a CSP to the
or subscribes to the service to show the use of a service or

ed timing and duration of service usage (calls and/or connections);

e information about amounts of data downloaded and/or uploaded;

2 Note that how a CSP processes and generates data relating to an IP address affects the category of

communications data it falls into. Unless stored as subscriber or service use information by the CSP (as
is often the case for a static IP address), IP addresses should be treated as traffic data. See also the
section on subscriber information below.

Itemised bills can include an indication of the cost for receiving communications, for example calls and
messages received by a mobile telephone that has been ‘roaming’ on another network.

12

43
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Subscriber Information

2.30

2.31

e information about the use made of services which the user is allocated or has
subscribed to (or may have subscribed to) including conference calling, call
messaging, call waiting and call barring telecommunications services;

e information about the use of forwarding/redirection services;
e information about selection of preferential numbers or discount calls; and

e records of postal items, such as records of registered post, recorded or special
delivery postal items, records of parcel consignment, delivery and collection.

The third type of communications data, widely known as ‘subscribg jon’, is
set out in section 21(4)(c) of RIPA. This relates to information hel
CSP about persons to whom the CSP provides or has provided &
service. Those persons will include people who are subscribe
communications service without necessarily using that
use a communications service without necessarily sub

Examples of data within the definition at section

“who is the
0 is the account holder of e-
entitled to post to web

e ‘subscriber checks’ (also known as ‘reverse lo
subscriber of phone number 29 47",
mail account example@example.cg.uk?
space www.example.co.uk?”;

e information about the subscy ox number or a Postage Paid

criber or account holder of
delivery and forwarding addresses;

subscribers’ or
addresses for

ccount information, including names and
g including payment method(s), details of

tion, disconnection and reconnection of services to
count holder is allocated or has subscribed to (or may
ed to) including conference calling, call messaging, call waiting
elecommunications services, and potentially static IP

pout apparatus used by, or made available to, the subscriber or
older, including the manufacturer, model, serial numbers and
s codes;* and

44

It is worth highlighting that, as noted in proceeding paragraphs on traffic data, IP addresses can be

allocated as static addresses, in which case they are often stored by the CSP as subscriber information.
However, if the IP is dynamic, the address may only be stored as traffic data. It is particularly important to
be aware of this as there can be differences in the seniority of the designated person authorising access
to subscriber and traffic data.

45

This includes PUK (Personal Unlocking Key) codes for mobile phones. These are initially set by the

handset manufacturer and are required to be disclosed in circumstances where a locked handset has
been lawfully seized as evidence in criminal investigations or proceedings.

13
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information provided by a subscriber or account holder to a CSP, such as
demographic information or sign-up data (to the extent that information, such as
a password, giving access to the content of any stored communications is not
disclosed save where the requirement for such information is necessary in the
interests of national security).*°

2.32 It will often be appropriate to undertake the acquisition of subscriber information
before obtaining related traffic data or service use information to confirm information
within the investigation or operation.

2.33 However, where there is sufficient provenance of information withi
investigation or operation to justify an application to obtain traffic data ervice use
information in the first instance, this may be undertaken. For example
circumstances where:

e avictim reports receiving nuisance or threatening telephone @

e aperson who is subject of an investigation or operatig

has used a public payphone;*’

e aperson who is subject of an investigation or
time critical investigation (suc a kj

* detailed analysis of data
available to the investigator to be usin

mmunication service;

e a mobile telephone is lawfully seiz tions data is requested
relating to either or both the i

e a witness presents
the veracity of those, the time of an incident they have
witnessed; or

an investigatio of IP addresses is needed to determine

2.34 i criber information is required to assist an

2.35
Ices have developed and broadened, for example where a
ollect information about the devices used by their customers.

S S particularly sensitive or intrusive, in order to ensure that such a request
is still necessary and proportionate, and compliant with Chapter 1.

" Information which provides access to the content of any stored communications may only be used for that

purpose with necessary lawful authority.

The telephone number and address of a public payphone is normally displayed beside it to assist persons
making emergency calls to give their location to the emergency operator.

See footnotes 42 and 44 for certain clarification regarding acquisition of IP addresses, as an IP address,
in different circumstances, can be traffic data or subscriber information.

14
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Further Guidance on Necessity and Proportionality

2.36 Training regarding necessity and proportionality should be made available to all
those who participate in the acquisition and disclosure of communications data.
Necessity

2.37 In order to justify that an application is necessary, the application needs as a
minimum to cover three main points:

e the event under investigation, such as a crime or vulnerable mjgsing person;

e the person, such as a suspect, witness or missing person, and he ey are
linked to the event; and

e the communications data, such as a telephone number or IP
this data is related to the person and the event.

2.38 Necessity should be a short explanation of the event, the

Proportionality
2.39 Applications should include an ou& of [ the data will benefit the

2.40 This should include exgl@ioi trusion is justified when taking into
consideration the benefi Investigation. This justification
should include confirmation intrusive investigations have already

been undertaken wh le, the subscriber details of a phone

one book or other publically available sources.

2.41 [ requested must be explained, outlining how

2.42 rtionality of the application should particularly include a

2.43 e Ision is the obtaining of any information relating to individuals other

proportionality considerations, and becomes increasingly relevant when
applying for traffic data or service use data. Applications should include details of
what collateral intrusion may occur and how the time periods requested impact on
the collateral intrusion. When there are no meaningful collateral intrusion risks, such
as when applying for subscriber details of the person under investigation, the
absence of collateral intrusion should be noted.

2.44 An examination of the proportionality of the application should also involve a
consideration of possible unintended consequences and, when, relevant this should
be noted. Unintended consequences of an application are outcomes that are not
intended by the application.
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2.45 Unintended consequences are more likely in more complicated requests for traffic
data or in applications for the data of those in professions with duties of
confidentiality. For example, if a journalist is a victim of crime, applications for
service use data related to that journalist’'s phone number as part of the criminal
investigation may also return some phone numbers of that journalist’s sources, with
unintended impact on freedom of expression. Such an application may still be
necessary and proportionate but the risk of unintended consequences should be
considered. The special considerations that arise in such cases are discussed
further in the section on “Communications data involving certain professions”.

N
N
>
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3 General rules on the granting of
Authorisations and giving of Notices

3.1  Acquisition of communications data under RIPA involves four roles within a relevant
public authority:

e the applicant;
e the designated person,;
e the single point of contact; and

e the senior responsible officer

3.2  RIPA provides two alternative means for acquiring com icati ay of:
e an authorisation under section 22(3); or

e anotice under section 22(4).
at person to

engage in conduct relating to the acquisition and d mmunications data
under Part | Chapter Il of RIPA. A tal or telecommunications
operator requires it to disclose the rel ications data held by it to a
public authority, or to obtain and disclo it is reasonably practicable

for them to do so. Both authoris jces are explained in more detail
within this chapter.

The applicant

3.3 The applicantis a
relevant publi
acquisition
setting ou

es an application in writing or electronically for the
ta. The applicant completes an application form,
he designated person, the necessity and

3.4 i e made orally in exceptional circumstances, but a record of
e made in writing or electronically as soon as possible, and
pe working day (paragraphs 3.65 - 3.71 provide more detail on

ation*® — the original or a copy of which must be retained by the SPoC
within the public authority — must:

3.5

e include the name (or designation®®) and the office, rank or position held by the
person making the application;

9 Public authorities should ensure their application processes are efficient and do not impose unnecessary
bureaucracy on their operational staff which goes beyond the requirements of RIPA and this code. To
assist public authorities the Home Office publishes specimen forms, available at
https://www.gov.uk/government/collections/ripa-forms--2 .
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e include a unique reference number;

e include the operation name (if applicable) to which the application relates;

specify the purpose for which the data is required, by reference to a statutory
purpose under 22(2) of RIPA,;

e describe the communications data required, specifying, where relevant, any
historic or future date(s) and, where appropriate, time period(s);

e describe whether the communications data relates to a victim, a witness, a
complainant, a suspect, next of kin, vulnerable person or other gerson relevant
to the investigation or operation;

e explain why the acquisition of that data is considered necessary aQ
proportionate to what is sought to be achieved by acquiring it;

e consider and, where appropriate, describe any meaningful cc [ -
the extent to which the rights of any individual not under inve i >

e consider and, where appropriate, describe any pos
consequences of the application; and

e identify and explain the time scale within whi

The application should record su ue

designated person, by whom and when tha i s made. If approved, the
application form should, to the extent
authorisation granted®® or notice given.

50

51

52

53
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The use of a desig
and intellige

appropriate ti

rather than a name will be appropriate only for applicants in one of the security

lets on collateral intrusion and unintended consequences.
gpamunications Industry (NPCI) Communications Data Strategy Group (CDSG),

eliness of the response to requirements for disclosure of communications data. There are

three grades:

e Grade 1 — an immediate threat to life;
e Grade 2 — an exceptionally urgent operational requirement for the prevention or detection of serious
crime or a credible and immediate threat to national security; and
e Grade 3 — matters that are routine but, where appropriate, will include specific or time critical issues
such as bail dates, court dates, or where persons are in custody or where a specific line of

investigation into a serious crime and early disclosure by the CSP will directly assist in the prevention

or detection of that crime.

The emphasis within Grade 1 and 2 is that the urgent provision of the communications data will have an

immediate and positive impact on the investigation or operation.

Cross-referencing will be unnecessary in circumstances where the grant of an authorisation is recorded in

the same document as the relevant application.
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The designated person

3.7

3.8

3.9

3.10

3.11

3.12

3.13

The designated person is a person holding a prescribed office in a relevant public
authority.®* It is the designated person’s responsibility to consider the application
and record their considerations at the time (or as soon as is reasonably practicable)
in writing or electronically. If the designated person believes the acquisition of
communications data is necessary and proportionate in the specific circumstances,
an authorisation is granted or a notice is given.*

Individuals who undertake the role of a designated person must haye current
working knowledge of human rights principles and legislation, spe
necessity and proportionality, and how they apply to the acquisition 0

communications data under Chapter Il and this code.

When considering proportionality, the designated person should ¢
consideration to unintended consequences. The seniority, experi

possible unintended consequences.

Designated persons must ensure that they grant
for purposes and only in respect of types of com
person of their office, rank or position in the releva

give. ‘

The designated person shall assess t
obtain communications data taking acc
point of contact (SPoC

Except where it is
authority is not abl
independent
must inform

rvices of a designated person who is
n or operation, the Senior Responsible Officer
ommunications Commissioner of the

enforcement or intelligence agencies; and

ies which have ongoing operations or investigations immediately
on national security issues and are therefore not able to a call upon a
ed person who is independent from their operations and investigations.

* See article 4, SI 2010/480.

% Details on necessity and proportionality are included in section 2 and further information is in the
‘Guidance note for Chapter Il application’, available at https://www.gov.uk/government/collections/ripa-
forms--2.
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3.14 In all circumstances where public authorities use designated persons who are not
independent from an operation or investigation this must be notified to the
Commissioner at the next inspection. The details of the public authorities and the
reasons such measures are being undertaken may be published and included in the
Commissioner’s report.

3.15 Where a designated person is not independent from the investigation or operation
their involvement and their justification for undertaking the role of the designated
person must be explicit in their recorded considerations.

3.16 Particular care must be taken by designated persons when consid€fimg any
application to obtain communications data to identify apparatus (suc
telephone) at or within a location or locations and at or between timgsgé
date or dates where the identity of the apparatus is unknown.®
application is based on information that the apparatus was used
have been used in a particular location or locations at a partlcula
will, in practice, be rare that any conduct to obtain commuai
proportionate or the collateral intrusion justified.

3.17 In situations where there is an immediate threat t pl
threatening to take their own or someone else’s | e thre

person

are made to a
s beyond the

le to assist the police in

be proportionate, and any
of any investigation or

requirements of their normal busi
preserving life. The use of such be
collateral intrusion justified, to the sp

operation.
3.18 Where there is no im iie i vestigation or operation, any
conduct to obtain comm i other bespoke systems (for

example, those used to tra
reliant upon both the nd technical capability of the CSP to provide

business practice.

3.19 The single p f contact (SPoC) is an accredited individual trained to facilitate
[ communications data and effective co-operation between a

requirements. Details of all accredited individuals are available to CSPs for
authentication purposes.

°® Communications Data Strategy Group is able to offer additional advice to SPoCs where investigations or

operations in their public authority are considering the acquisition of such data.

" At the time of writing, the authentication identifier is a SPoC Personal Identification Number (‘SPoC PIN’).

20
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3.20 Communications data should be treated as information with a classification of

3.21 An accredited SPoC promotes efficiency and good practice in ens

3.22 The SPoC® should be in a positi

OFFICIAL and a caveat of SENSITIVE, though it may be classified higher if
appropriate.®® When handling, processing, and distributing such information, SPoCs
must comply with local security policies and operating procedures. The SENSITIVE
caveat is for OFFICIAL information that is subject to ‘need to know’ controls so that
only authorised personnel can have access to the material. This does not preclude,
for example, the disclosure of material or the use of this material as evidence in
open court when required. Rather, the classification and caveat of OFFICIAL -
SENSITIVE makes clear that communications data must be treated with care,
noting the impact on the rights to privacy and, where appropriate, freedom of
expression of the subjects of interest and, depending on the data, P@8sibly some of
their communications contacts. Communications data acquired by pulgie,authorities
must also by stored and handled in accordance with duties under tj
Protection Act.

practical and lawful requirements for communications da
encourages the public authority to regulate itself. The 3
judgement and advice to both the applicant and the de
the SPoC provides a ‘guardian and gatekeeper’ fucti
authorities act in an informed and lawful manner.

ies to obtain
of operations or

e engage proactively with applicant
communications data and use it e

investigations;
e assess whether th i ifi munications data from a CSP is
reasonably practical cific data required is inextricably linked

to other data;®*

e advise applica ropriate methodology for acquisition of data
where the dat umber of CSPs;

ated persons on the interpretation of RIPA,
risation or notice is appropriate;

58

59

60

61

For those authorities that do not use the Government Security Classifications, details can be found at
https://www.gov.uk/government/publications/government-security-classifications. Those who do not use
these classifications should treat information in the appropriately equivalent manner under their data
security rules.

Please see Chapter 7 for further details of data protection safeguards.

Advice and consideration given by the SPoC in respect of any application may be recorded in the same
document as the application and/or authorisation.

In the event that the required data is inextricably linked to, or inseparable from, other traffic data or
service use data, the designated person must take that into account in their consideration of necessity,
proportionality, collateral intrusion and unintended consequences.
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assess whether communications data disclosed by a CSP in response to a
notice fulfils the requirement of the notice;

assess whether communications data obtained by means of an authorisation
fulfils the requirement of the authorisation; and

e assess any cost and resource implications to both the public authority and the
CSP of data requirements.

3.23 The SPoC would normally be the person who takes receipt of any communications
data acquired from a CSP (see paragraphs 3.33 and 3.49) and would normally be
responsible for its dissemination to the applicant.

3.24 Public authorities unable to call upon the services of an accredited ould not
undertake the acquisition of communications data. Nonetheless, i e of a
joint investigation between authority A with no SPoC and authorit ;
communications data acquisition powers, authority B may, where
proportionate, acquire communications data under RIPA
investigation.

3.25 In circumstances where a CSP is approached by a pe
authenticated as an accredited individual and wh
provisions of RIPA, the CSP may refuse to compl
for disclosure of data until confirmation of
SPoC authentication identifier is obtain

on’s accreditation and their
e Office.

3.26 For each individual application, the role
normally be carried out
covered under the urg
both roles may be carrie

signated persons will
ptional cases,®” such as those

re occasions, for security reasons,
erson. One person may, in separate
PoC or the designated person.

3.27 indivi i les of SPOC and Applicant will also normally

3.28 ust never be both the applicant and the designated person.
same person should never be an applicant, a designated
3.29 authority seeks to obtain communications data using provisions

o RIPA) or using statutory powers conferred by a warrant or order issued
by the Secretary of State or a person holding judicial office, the SPoC should be
engaged in the process of obtaining the data to ensure effective co-operation
between the public authority and the CSP.

%2 Where specific, specialist units, particularly those involved in sensitive work, have undertaken

streamlining to ensure better application of the principles of this code, these will generally be considered
to be exceptional cases.

% See previous footnote.
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3.30 Occasionally public authorities will wish to request data from CSPs that is neither
communications data nor the content of communications. Given the training
undertaken by a SPoC and the on-going nature of a SPoC’s engagement with
CSPs, it is good practice to engage the SPoC to liaise with the CSP on such
requests.

The senior responsible officer

3.31 Within every relevant public authority a senior responsible officer® must be
responsible for:

e the integrity of the process in place within the public authority to 3
communications data;

e compliance with Chapter Il of Part | of RIPA and with this cod

e oversight of the reporting of errors to IOCCO and the i i
cause(s) of errors and the implementation of proce ' ion of
errors;

e engagement with the IOCCO inspectors whepgthe
and

e where necessary, oversight of
plans approved by the Commi

Authorisations

3.32 An authorisation provide in a
conduct, relating to a posta

communications dat

lic authority to engage in specific
munications system, to obtain

3.33 Any designated p
the same publie a i ge in specific conduct, such as requesting the data
via secure a igations data acquisition systems.®® This will normally
be the pu i though local authorities must now use the National
Anti-Fraud ork (see later in this chapter for more details).

334 T e ignated person whether to grant an authorisation shall be
ed ormation presented to them in an application.

®  The senior responsible officer should be a person holding the office, rank or position of a designated
person within the public authority who may authorise communications falling within section 21(4)(a) and
or 21(4)(b).

If there is a collaboration agreement between police forces under the Police Act 1996, as amended by the

Policing and Crime Act 2009, a designated person from another force under the agreement may
authorise the relevant conduct.

65
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3.35 An authorisation may be appropriate where:
e a CSPis not capable of obtaining or disclosing the communications data;®

e there is an agreement in place between a public authority and a CSP relating to
appropriate mechanisms for disclosure of communications data;®’ or

e adesignated person considers there is a requirement to identify a person to
whom a service is provided but a CSP has yet to be conclusively determined as
the holder of the communications data.

authorisation or the authorisation itself.

3.37 An authorisation® — the original or a copy of which must be retai
within the public authority — must:

e be granted in writing or, if not, in a manner that prog
been granted;

e describe the conduct which is authorised an : nications data

e specify the purpose for Whichg ised, by reference to a
statutory purpose under section 2

e specify the office, rank or positi the designated person granting the
authorisation. The ign also record their name (or

3.38 SPoCs should be g authorisations within the meaning of

he description of the required data corresponds
ocesses, retains and retrieves its data for lawful
sarily or reasonably edit or adapt their systems to
very possible variation of what may be specified in authorisations,

unications data acquisition systems.’®

% Where possible, this assessment will be based upon information provided by the CSP.

In order to facilitate the secure and swift disclosure of communications data many CSPs have systems in
place to ensure accurate and timely acquisition to communications data, while maintaining security and
an audit trail. Increasing the speed of communications data responses is a key objective of the Home
Office.

Where the grant of an authorisation is recorded separately from the relevant application they should be
cross-referenced to each other.

Recording of the time an authorisation is granted (or a notice is given) will be appropriate in urgent and
time critical circumstances.

The College of Policing Knowledge and Engagement Team (KET) can provide advice to SPoCs on how
best to ensure up-to-date knowledge of data types. Contact details for the KET are in Chapter 9.
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3.39 Requirements to identify a person to whom a service is, or has been, provided — for
example telephone number subscriber checks — account for the vast majority of
disclosures under RIPA. As a consequence of these requirements, some CSPs
permit the lawful acquisition of this data by SPoCs, via secure auditable
communications data acquisition systems. Where a SPoC has been authorised to
engage in conduct to obtain details of a person to whom a service has been
provided and concludes that data is held by a CSP from which it cannot be acquired
directly, the SPoC may provide the CSP with details of the authorisation granted by
the designated person in order to seek disclosure of the required data.”*

3.40 At the time of giving a notice or granting an authorisation to obtain‘§pecific traffic
data or service use data, a designated person may also authorise, ta
necessary and proportionate at that time, the consequential acquisiti
subscriber information relating to the traffic data or service use dater't
This is relevant where there is a necessary and proportionate reg

identify with whom a person has been in communication, for exa

their murder;

to identify, where the target of an investigatio een observed

nds (as in the case

of kidnap, extortion and black de eats of violence); and

jed a s ommunication or
s may reveal a potential offender or

e where a victim or a witness has i
communications and corroboration o
other witness.

3.41 At the time of giving a no i authorisation to obtain specific traffic
data, a designated person , to the extent necessary and

the traffic data to be acquired, and the means
her CSP to query their traffic data or service use

munication and there is a requirement to establish the recipient of
unication.

"t Where details of an authorisation are provided to a CSP in writing, electronically or orally, those details

must additionally specify the manner in which the data should be disclosed and, where appropriate,
provide an indication of any urgency or time within which the data need to be obtained.

25



AC(;IL;QIiOSn and(Bi(s:cHsureeofqgmwgétiéﬁéiggaqggwae anacéeApril 20 1 6 '

3.42 ltis the duty of the senior responsible officer to ensure that the designated person,
applicant or other person makes available to the SPoC such information as the
senior responsible officer thinks necessary to ensure the integrity of any
requirements for the acquisition of subscriber information to be obtained directly
upon the acquisition or disclosure of any traffic data or service use data, and their
compliance with Chapter Il and with this code.’

Notices

3.43 The giving of a notice is appropriate where a CSP is able to retrie
specific data, and to disclose that data, unless the grant of an author
appropriate. A notice may require a CSP to obtain any communicati
data is not already in its possession. "

obtain
ion is more

3.44 The decision of a designated person whether to give a notice sha
information presented to them in an application.

3.45 The ‘giving of a notice’ means the point at which a des

determined that a notice should be given, it will b : C8P in writing™
or, in an urgent situation, communicated to the C

3.46 The notice should contain enoughﬁorm he CSP to comply with the
requirements of the notice.

3.47 A notice — the original or a cop ich be retained by the SPoC within the
public authority — must¢

e be given in writing’® o

e include a unig r and also identify the public authority;””’

specify the pu the notice has been given, by reference to a

of RIPA,;

Ordinarily
data, for exe lephone numbers, to enable the SPoC to undertake the acquisition of subscriber
information. The schedule will include details of the person who prepared it, cross reference it to the
relevant notice or authorisation and specify the traffic data or service use information from which the data
are derived.

Please see also paragraphs 3.46-3.48 below that provide further detail on what is entailed here.

‘In writing’ can include, but is not limited to, letter, fax, email, and via a secure portal operated by the
CSP.

Further detail on ‘Urgent oral giving of notice or grant of authorisation’ begins at paragraph 3.65.

The preparation and format of a notice must take into account that, when served on a CSP by the use of
a facsimile machine or other means, the notice must remain legible.

This can be a code or an abbreviation. It could be that part of a public authority’s name which appears in
its e-mail address. For police services it will be appropriate to use the Police National Computer (PNC)
force coding.
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e specify the office, rank or position held by the designated person giving the
notice. The name (or designation) of the designated person giving the notice
should also be recorded;

e specify the manner in which the data should be disclosed. The notice should
contain sufficient information including the contact details of the SPoC to enable
a CSP to confirm the notice is authentic and lawful;

e record the date and, when appropriate to do so, the time when the notice was
given by the designated person; and

e where appropriate, provide an indication of any urgency or ti ithin which the

3.48 A notice must not place a CSP under a duty to do anything which j
reasonably practicable for the CSP to do.”® SPoCs should be mi ed to
draft notices to ensure the description of the required data corres
ways in which the CSP processes, retains and retrieves it
disclosure. CSPs cannot necessarily or reasonably edi
take account of every possible variation of what may b

3.49 In giving notice a designated person may only re
communications data to the designated person o
within the same public authority. T& will normally

3.50 Ordinarily the CSP should disclose, initin ically, the communications

period of ten working

3.51 An authorisation or valid on the date upon which authorisation is
granted or notice i for a maximum of one month.?® This means
the conduct autho ve been commenced or the notice served within
that month.

8 See footnote 52.

See section 22(7) of RIPA. SPoCs, Designated Persons or CSPs may contact the KET if they require
further advice on what is reasonably practicable in a particular circumstance.

80 Throughout this code, a month means a period of time extending from a date in one calendar month to
the date one day before the corresponding or nearest date in the following month. For example, a month
beginning on 7 June ends on 6 July; a month beginning on 30 January ends on 28 February or 29
February in a leap year.
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3.52

3.53

3.54

Renewal of authorisations and notices

3.55

3.56

3.57

gllosn and(Bi(s:cHsureeofqgmwgétiéﬁéiggaqggwae anacéeApril 20 1 6 '

All authorisations and notices should refer to the acquisition or disclosure of data
relating to a specific date(s) or period(s).2* Any period should be clearly indicated in
the authorisation or notice. The start date and end date should be given, and where
a precise start and end time are relevant these must be specified.®* Where the data
to be acquired or disclosed is specified as ‘current’, the relevant date should be
taken to be the date on which the authorisation was granted or the notice given by
the designated person. There can be circumstances when the relevant date or
period cannot be specified other than ‘the last transaction’ or ‘the most recent use of
the service'.

Where an authorisation or a notice relates to the acquisition or obtg
data that will or may be generated in the future, the future period is ré
more than one month from the date upon which the authorisation
the notice given.

g of specific

Designated persons should specify the shortest possible period o
authorisation or notice. To do otherwise would impact on th

authorisation or notice and impose an unnecessary bu
CSP(s).

Any valid authorisation or notice r&b eriod of up to one month by
er notice. A renewed
authorisation or notice takes effect upon i e authorisation or notice it is

renewing.

Renewal may be approp a continuing requirement to acquire or
obtain data that will or may e future. The reasoning for seeking
renewal should be s licant in an addendum to the application upon

which the authoris renewed was granted or given.

Where a desi i nting a further authorisation or giving a further
notice to re i sation or notice,®® the designated person should:

ons why it is necessary and proportionate to continue
isition of the data being generated; and

81

For example, details of traffic data or service use on a specific date or for a specific period or the details

of a subscriber on a specific date or for a specific period.

82

In the case of Internet Protocol data, any timings should include an explicit indication of which time zone

applies to those timings.

83
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Cancellation of notices and withdrawal of authorisations

3.58

3.59

3.60

3.61

3.62

A designated person who has given notice to a CSP under section 22(4) of RIPA
shall cancel the notice if, at any time after giving the notice,®* it is no longer
necessary for the CSP to comply with the notice or the conduct required by the
notice is no longer proportionate to what was sought to be achieved.

Reporting the cancellation of a notice to a CSP shall be undertaken by the
designated person directly or, on that person’s behalf, by the public authority’s
SPoC. Where human rights considerations are such that a notice should be
canc%ged with immediate effect the designated person or the SPoCMill notify the
CSP.

Cancellation of a notice reported to a CSP must:

e be undertaken in writing or, if not, in a manner that produces
notice having been cancelled,;

e identify, by reference to its unique reference numbg
cancelled; and

e record the date and, when appropriate to do
cancelled.

In cases where the SPoC has initi’d th
cancellation to the CSP, the designat
for the SPoC or, if not, in a manner tha
been cancelled by the designat
the notice to the CSP i
has temporarily or perm e of the designated person.

firm the decision in writing
d of the notice having
ere the designated person who gave

Similarly where a desi
have effect, becau horised becomes unnecessary or no longer
proportionate to w
withdrawn. It t it is the SPoC or the applicant who is first aware
that the aut [ necessary or proportionate. In such cases the

authorised
aut ion.

uct, and then inform the designated person who granted the

8 This can include a renewed notice.

85

If the notice being cancelled relates to an urgent operational situation that has been resolved, or has

changed, it may be appropriate for the senior officer dealing with the situation, on the ground or in a
control room, to notify the CSP that the notice is cancelled where that person has the earliest opportunity
to do so.

86

This can include a renewed authorisation.

29



AC;IL;ELIOSn agiglcs:cHerr]e f@(!:m munica tié@éiggaqggwae ngacéeApril 201 6

3.63 Withdrawal of an authorisation should:

e be undertaken in writing or, if not, in a manner that produces a record of it
having been withdrawn;

e identify, by reference to its unique reference number, the authorisation being
withdrawn;

e record the date and, when appropriate to do so, the time when the authorisation
was cancelled; and

e record the name and the office, rank or position held by the de
informed of the withdrawal of the authorisation.

ignated person

authorisation, for example where details of an authorisation have ed to
a CSP.

Urgent oral giving of notice or grant of aut

3.65 In exceptionally urgent circumstances,®” an applicati ivingyof a notice or
the grant of an authorisation may be made by an '
designated person and either notice givento a C ation granted
orally. Circumstances in which an | noti isation may be appropriate
include:

° i i [ rotection of human life,

e an exceptionally urge [ irement where, within no more than 48
hours of the notice bein orisation being granted orally, the

detection of th [ erious crime® and the making of arrests or
[ here that operational opportunity will be lost if
ndertaken in writing from the outset; or

Where that threat might be reallsed or that opportunity lost, if
cedure were undertaken in writing from the outset.

3.66

ations data in connection with that investigation or operation be
undertaken using the urgent oral process. It must be clear in each case why it was
not possible, in the circumstances, to use the standard, written process.

8 Thereisa general undertaking by CSPs to respond outside of normal office hours where there is an

immediate threat to life.

This may include safeguarding the welfare of vulnerable people, including children at imminent risk of
being abused or otherwise harmed.

8 See section 81(2) of RIPA.
30
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3.67

3.68

3.69

3.70

3.71

When, in a matter of urgency, a designated person decides, having consulted the
SPoC, that the oral giving of a notice or grant of an authorisation is appropriate, that
notice should be given or the authorised conduct undertaken as soon as practicable
after the making of that decision.

Particular care must be given to the use of the urgent oral process. When notice or
authorisation is given orally, the SPoC, when relaying service of the oral notice or
authorisation to the CSP, must make a note of the time, provide a unique reference
number for the notice, provide the name (or designation) of the designated person
and the name and contact details of the SPoC and, if required by the CSP, their
authentication identifier.”® Where telephone numbers (or other idefififiers) are being
relayed, the relevant number must be read twice and repeated back &
confirm the correct details have been taken.

Written notice®® must be given to the CSP retrospectively within d
of the oral notice being given. Failure to do so will constitute an e
reported to the Commissioner by the CSP and must be reg

taken. The applicant or the SPoC Il co r copies of control room or

other operational logs which provid€ cont records of the consideration
given to the acquisition of data, decisi designated person and the
actions taken in respect of the decision

uthorisation granted, an
undertaken must be recorded.

90

91

At the time of writing, this is the SPoC PIN.
Likewise where details of an authorisation are provided to a CSP orally in a matter of urgency, they

should be confirmed in writing within one working day.

92

Working day means any day other than a Saturday, a Sunday, Christmas Day, Good Friday or a day

which is a bank holiday under the Banking and Financial Dealings Act 1971 in that part of the United
Kingdom where the relevant public authority is located.

93

In some instances where life is at risk, for example in kidnap investigations, the period of urgency may be

prolonged.
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Communications data involving certain professions

3.72 Communications data is not subject to any form of professional privilege — the fact a
communication took place does not disclose what was discussed, considered or
advised.

3.73 However the degree of interference with an individual’s rights and freedoms may be
higher where the communications data being sought relates to a person who is a
member of a profession that handles privileged or otherwise confidential information
(including medical doctors, lawyers, journalists, Members of Parliagent,** or
ministers of religion). It may also be possible to infer an issue of sefSiiivity from the
fact someone has regular contact with, for example, a lawyer or journe

3.74 Such situations do not preclude an application being made. Howe
giving special consideration to necessity and proportionality, mus
any such circumstances that might lead to an unusual degree of i

designated persons when considering such applicatio
consideration of whether there might be uninten
applications and whether the public interest is be

3.75 Applicants must clearly note in all es
communications data of those known tg be
doctors, lawyers, journalists, Member
such an application has been made mu

ssions, including medical
inisters of religion. That
ee section 6 on keeping of

3.76 Issues surrounding ' t of the right to freedom of expression may arise

where a request is
aYree press and freedom of expression in a
willingness of sources to provide information to
an application is intended to determine the source
e must therefore be an overriding requirement in the
d the guidance at paragraphs 3.78-3.84 should be followed.

3.77

e or is suspected of committing a crime unrelated to their
ere is nevertheless a risk of collateral intrusion into legitimate

ensure that the application considers whether the intrusion is justified, giving proper
consideration to the public interest. The necessity and proportionality assessment
also needs to consider whether alternative evidence exists, or whether there are
alternative means for obtaining the information being sought. The application should
draw attention to these matters.

% References to a Member of Parliament include references to a Member of the UK Parliament, the

European Parliament, the Scottish Parliament, the Welsh Assembly and the Northern Ireland Assembly.
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3.78

3.79

3.80

3.81

3.82

3.83

3.84

Applications to determine the source of journalistic information

In the specific case of an application for communications data, which is made in
order to identify a journalist’s source, and until such time as there is specific
legislation to provide judicial authorisation for such applications, those law
enforcement agencies, including the police, National Crime Agency and Her
Majesty’s Revenue and Customs, in England and Wales with powers under the
Police and Criminal Evidence Act 1984 (PACE) must use the procedures of PACE
to apply to a court for a production order to obtain this data. Relevant law
enforcement agencies in Northern Ireland must apply for a productlon order under
the PACE (Northern Ireland Order) 1989. Law enforcement agen
must use the appropriate legislation or common law powers to ensu
authorisation for communications data applications to determine jours
sources.

Communications data that may be considered to determine journg
includes data relating to:

e journalists’ communications addresses;

e the communications addresses of those persons to B8 a source; and

e communications addresses of persons suspe cti intermediaries
Each authority must keep a centralYecard ns when such an application

This includes that, whe ng-doing that includes

ust consider properly whether
that conduct is criminal a ici serious nature for rights to freedom of
expression to be interfered nications data is to be acquired for

As described in p . , the SPoC should be engaged in this
i gagement with the CSPs.

e Commissioner. If additional communications data is later sought
ame investigation, but where a threat to life no longer exists, judicial
must be sought.

The requirement for judicial oversight does not apply where applications are made
for the communications data of those known to be journalists but where the
application is not to determine the source of journalistic information. This includes,
for example, where the journalist is a victim of crime or is suspected of committing a
crime unrelated to their occupation.
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Local authority authorisation procedure

3.85 Local authorities must fulfil two additional requirements when acquiring
communications data that differ from other public authorities. Firstly, the request
must be made through a SPoC at the National Anti-Fraud Network (‘NAFN’).
Secondly, the request must receive prior judicial approval.

3.86 NAFN provides shared SPoC services to local authorities. Local government
legislation allows for NAFN to act on behalf of local authorities within England and
Wales, Scotland and Northern Ireland for certain functions.®® From4 December
2014 all local authorities who wish to acquire communications datahder RIPA are

means that applicants within local authorities are required to cons N SPoC
throughout the authorisation process, including before referring t
designated person for approval. The accredited SPoCs at NAFN

3.87 Under sections 23A and 23B of RIPA judicial approva

requested once all the internal authorisation proc
including consultation with a NAFN SPoC, but bef
from the CSP. In England, Wales

Sguests the data
provided by a magistrate; in Scotl:%I

the authorisation must be
| authority, rather than

RIPA application to th I judicial application must include
i A authorisation or notice. Once
the case has been heard, [ heriff will complete a judicial order

outlining their decision. Sho
provide the judicial

% The Local Government Act 1972; Local Government Act (Scotland) 1973; and Local Government Act

(Northern Ireland) 2014.

% RIPA as amended by the Protection of Freedoms Act 2012.
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A4

4.1

4.2

4.3

4.4

4.5

4.6

4.7

Making of contributions towards the
costs incurred by communications
service providers

RIPAY recognlses that CSPs incur costs in complying with notlces 0 dlsclose

where a CSP incurs costs in making provision for the acquisition
data upon the grant of an authorisation under RIPA.

Significant public funding is made available to CSPs tg
provide, outside of their normal business practlces a
response to public authorities’ necessary, propor
the disclosure and acquisition of communications
investigations and operations to protect the public @'Justice those who
commit crime.

It is legitimate for a CSP to seek cont

to comply with notices isition and timely disclosure of
communications data.

riate towards costs incurred by a CSP which
aintain, or make more efficient, its disclosure

appropriate contribution to the costs incurred by the CSP.

As costs are reimbursed from public funds, CSPs should take into account value for
money when procuring, operating and maintaining the infrastructure.

9 Section 24 of RIPA.
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5 Special rules on the granting of
Authorisations and giving of Notices In
specific matters of public interest

Sudden deaths, serious injuries, vulnerable and mig
persons

5.1  There are circumstances when the police undertake enquiries in r,
matters of public interest where the disclosure of communications
necessary and proportionate. Section 22 (2)(g) of RIPA and articl
Regulation of Investigatory Powers (Communications Datajs@

may be necessary. These purposes assist the police i
For example:

e identifying any person who has died or who i
because of a physical or mentii condition, oth ulting from crime

(such as a natural disaster or
e obtaining information about the re

e locating and notifying next of ki a sudden or unexpected death;
e locating and notifyi

e locating and notifying t i sponsible adult of a child or other
vulnerable person is a con€ern for the child’s or the vulnerable

5.2 ber or other communications details may be the
tify a person or to identify their next of kin or a
5.3 . ications data can help establish the facts relevant to a person’s

, Wwhere no crime has occurred. For example, where the
vestigation to assist Her Majesty’s Coroner, communications
g the activity of a deceased person prior to their death, such as in a

5.4  Under RIPA communications data may also be obtained and disclosed in serious
and urgent welfare cases where it is necessary within the meaning of section
22(2)(g) and the conduct authorised or required is proportionate to what is sought to
be achieved by obtaining the data.
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Public Emergency Call Service (999/112 calls)

5.5

5.6

5.7

5.8

5.9

5.10

5.11

RIPA regulates the acquisition and disclosure of communications data for the
statutory purposes in that Act, whereas, the Communications Act 2003 requires
certain CSPs to provide communications data to the emergency services following
an emergency call made to 999 and 112 emergency numbers.

The Communications Act 2003 requires CSPs to comply with obligations contained
within the General Conditions of Entitlement, specifically, in the case of calls to 999
and 112 numbers, the General Condition 4 (GC4). To assist the e
services and emergency operator further details in relation to han 999 and 112
calls are contained within the Public Emergency Communications Se
Practice.

Handling of an emergency call involves four phases:
e connection of the caller to the Emergency Operator using
e selection by the emergency operator of the require

e listening by the Emergency Operator for a sho
connected to the correct eme provide further assistance to

This code is not intended to regulate tho iviti to ensure the boundary
between this code and the Pu ommunications Services Code of
Practice is clear. In so an emergency period of one hour
after the termination of th in which disclosure of communications
data to emergency services tside the provisions of RIPA.

CSPs must ensure, er can access the emergency authorities by
using the emerge the extent technically feasible, make caller
location infor i he emergency authorities for all 999/112 calls. In

ail to identify the origin of the emergency call and,

o facilitate a rapid response to the emergency call. Caller location
thich provides the geographic position of the apparatus being used by
aking the emergency call, facilitates a fast response in emergency
S|tuat|ons where the caller is unable to give their position (for example because the
caller does not know, is panicking or is incapacitated).

For the purposes of GC4, ‘caller location information’ also means any data or
information processed in an electronic communications network indicating the
geographic position of the terminal apparatus of a person initiating a call.

98

This can also include silent emergency calls where the call is connected but the caller, for whatever

reason, is unable to speak to the emergency operator or the emergency service.
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5.12 Where a CSP provides an electronic communication service at a fixed location, the
caller location information must, at least, accurately reflect the fixed location of the
end-user’s terminal apparatus including the full postal address. In relation to the
emergency calls made using a mobile network, the caller location information must
include, at least, the cell identification of the cell from which the call is being made,
or in exceptional circumstances the zone code.

5.13 CSPs should take steps to assure themselves of the accuracy of the information
they may be called upon to disclose. Any known limitations in this accuracy,
particularly for location, should be proactively disclosed to the emergency services.

5.14 The caller identity and location data information provided automaticaliyiat the start

of the call might not be sufficient to enable the emergency services jagf

e the emergency service considers that safety
be put at risk if the Emergency Operator seeks
in cases where a crime is in pf@gres
robbery; and

g the call may
e call, particularly
domestic violence or a

e the Emergency Operator diagnoses blem witi*the call or the strength of a
mobile phone sign

5.15 The emergency service C ergency Operator or relevant service
provider to disclose data ab n emergency call within the
emergency period witdi

5.16 It is appropriate fo
CSP to discl
location of

vice or emergency operator to require the
location information that might indicate the
f the emergency call. Within one hour of the

5.17 e emergency service might require additional assistance in locating

location. Tn some emergency situations the location of the caller might change
before the emergency services can provide assistance. This might occur where a
crime is in progress, for example, an assault where the caller is fleeing from violent
pursuer, or during a flood where the caller is moving to avoid rising water. It is also
appropriate for the emergency services to request updated caller location
information from the CSP and for this information to have been generated after and
be unrelated to the original emergency call.

% For the sake of clarity, it is not intended that this emergency call related activity is regulated by RIPA.
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5.18

5.19

5.20

5.21

5.22

If an emergency call is disconnected prematurely for any reason, technical or
otherwise, and the Emergency Operator is aware or is made aware of this, then the
Emergency Operator can elect to represent the data disclosed when the call was
put to the emergency service initially. This voluntary disclosure would fall outside
the scope of RIPA.

There are circumstances where the Emergency Operator cannot automatically
present the emergency service with communications data about the maker of an
emergency call. For example, because the emergency service does not have
apparatus to receive the data automatically or the data is held by a third party
service provider and not readily available to the Emergency Operd
circumstances, and in order to provide an effective emergency servi
Emergency Operator may disclose the data it has orally.

Some CSPs have provided secure auditable communications da
systems for the disclosure of communication data under RIPA.
is appropriate for emergency services to be provided withg

should ensure:

e each emergency service operator using an se
appropriately trained and has gwled e of th

e the accreditation details provid

e the emergency service operator pr ference number for each
emergency call;

e the emergency ser j ame of the designated person
and sufficient detail to i to the originator of the request; and

e records of compli ined and*are available for inspection by the

e these i unications data acquisition system is capable of
ctions performed by an individual using the system; and

jance are retained and are available for inspection by the
t bodies as appropriate. Records should be retained for two
erwise notified.

Public Emergency Communications SerV|ce Code of Practice contains
the process to be followed.*

1% T4 be used with the Public Emergency Communications Service Code of Practice, there is a guide
specifically for Emergency Operators and Emergency Authority Control Room staff about when it is
appropriate to contact CSPs.
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5.23 If the emergency call is clearly a hoax, there is no emergency. Where an
emergency service concludes that an emergency call is a hoax and the reason for
acquiring data in relation to that call is to detect the crime of making a hoax call —
and not to provide an emergency service — then the application process under RIPA
must be undertaken.

5.24 Should an emergency service require communications data relating to the making
of any emergency call after the expiry of the emergency period of one hour from the
termination of the call, that data must be acquired or obtained under the provisions
of RIPA.

5.25 Where communications data about a third party (other than the maka
emergency call) is required to deal effectively with an emergency ca
emergency service may make an urgent oral application for the d re of
that data would also fall within under the provisions of RIPA.

5.26 The Privacy and Electronic Communications (EC Directive

further assistance which
provision is available
necessary. This provision
ng as the contact

rgency services in advance.

5.27 In view of the obligations containe
might be necessary, CSPs shoul
around the clock to liaise with the em
can be satisfactorily achieved through
information and proces

5.28 Increasingly, members o
assistance. Non emergenc
services) have been i
authorities for routi
general health ad
the relevant sgwvic

emergency numbers to request
101 (for the police) and 111 (for NHS
enable the public to contact the relevant

might be to report a stolen car or to seek
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5.29

5.30

Malicious and nuisance communications

5.32

5.33

5.34

A caller might dial either 101 or 111 to seek non emergency assistance (or
Crimestoppers on 0800 555 111 should they wish to report crime anonymously). In
the case of calls to 101, 111 and other relevant non emergency assistance
services, the call handler might believe it is more appropriate that an emergency
response is made.*®* If insufficient details are available to provide an emergency
response it is appropriate for the call handler to seek assistance using the 999/112
numbers if that act would speed up the provision of emergency assistance. If
necessary, it is also appropriate for the call handler to contact a CSP to seek
sufficient subscriber or other communications data, as are necessary and
appropriate to assist with the provision of an emergency response.

RIPA does not seek to regulate either the actions of the call handler e provision
of data by the CSP.

malicious and nuisance communications. Although th
believe that such calls can be very distressing forhei
effort should be made to resolve such situations
possible.

without delay to the polic

Additionally the CSP tical advice on how to deal with nuisance
communications a
The advice given cate that the circumstances could constitute a
criminal offe
the source 0 i iIsance communications, but must ensure that

Regulations.

101

For example, when the health of the enquirer suddenly deteriorates or a suspect returns unexpectedly to

the scene of a crime. A guide has been produced to ensure the request and disclosure of
communications data between the CSP and the 101/111 call handlers in emergency situations is effective
and efficient. This guide has been agreed between participating CSPs and has been distributed to the
101 and 111 call handlers — if operators of other non emergency numbers feel this guide would be
relevant to them, they should contact the KET (ketadmin@college.pnn.police.uk). It sets out what records
need to be retained in order that audit and oversight activities can take place. This emergency process is
not to be used in support of activity to investigate hoax or malicious callers or for other situations where
the call handler does not have a belief that an emergency situation has arisen. Where a call starts as a
non-emergency but develops into an emergency call then paragraphs 5.16 and 5.17 would apply.
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5.35 Upon receipt of a complaint a CSP may retrieve and retain relevant specific data
that, if appropriate, can be disclosed to the police later. If the complainant wishes
the matter to be investigated, it is essential for the CSP and the police'®? to liaise
with one another to ensure the lawful disclosure of data to enable any offence to be
effectively investigated.

5.36 Where the complainant reports a matter to the police that has been previously
raised with the CSP, any data already collated by the CSP may be disclosed to the
police SPoC under the provisions of the DPA or the Privacy Regulations.'®
Subsequent police investigation may require the acquisition or disclosure of
additional communications data from the complainant’s CSP or ot SPs under
the provisions of RIPA.

5.37 Whether the initial complaint is reported to the CSP or directly to
consideration should be given to whether the occurrence of malic
communications are, or may be, related to other incidents or eve
this could be Where the complalnant isa V|ct|m of anothe g

192 Ordinarily this will be overseen and coordinated by the police force’s SPoC.

103 Regulation 15 concerns tracing of malicious or nuisance calls.
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6

Keeping of records

Records to be kept by a relevant public authority

6.1

6.2

6.3

6.4

6.5

Applications, authorisations, copies of notices, and records of the withdrawal of
authorisations and the cancellation of notices, must be retained by the relevant
public authority in written or electronic form, and physically attached or cross-
referenced where they are associated with each other. The public ‘@utRority should
also keep a record of the date and, when appropriate to do so, the ti ‘
notice or authorisation is given or granted, renewed or cancelled. Re
the public authority must be held centrally by the SPoC or in accq
arrangements previously agreed with the Commissioner.

These records must be available for inspection by the Coa
to allow the Investigatory Powers Tribunal, established
carry out its functions.***

Where the records contain, or relate to, material
of the execution of an interception warrant, those
accordance with the safeguards
accordance with section 15 of RIPA.

This code does not affect any other sta i placed on public

authorities to keep recogds und ctment. For example, where
applicable in England
and Investigations Act 1 amended and the code of practice
under that Act. This require [ ich is obtained in the course of an
investigation and whj vant to the investigation must be recorded,

ions data (including orally);
pplications submitted by an applicant to a SPoC requesting the

ommunications data (including orally), which were approved after due
consideration;

D. the number of applications submitted to a designated person for a decision to
obtain communications data (including orally), which were referred back to the
applicant or rejected after due consideration, including the reason for doing so;

104

The Tribunal will consider complaints made up to one year after the conduct to which the complaint

relates and, where it is satisfied it is equitable to do so, may consider complaints made more than one
year after the conduct to which the complaint relates. See section 67(5) of RIPA.

105

Under section 15 of RIPA and the statutory code of practice on Interception of Communications.
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E. the number of notices requiring disclosure of communications data (not
including urgent oral applications);

F. the number of authorisations for conduct to acquire communications data (not
including urgent oral applications);

G. the number of times an urgent application is approved orally;

H. the number of times an urgent notice is given orally, or an urgent authorisation
granted orally, requiring disclosure of communications data;

I. the priority grading of the application for communications data, as set out at

paragraph 3.5 and footnote 52 of this code;

a medical doctor, lawyer, journalist, Member of Parliament, o
religion) (and if so, which profession);*°® and

K. the number of items of communications data sought,
authorisation granted (including orally).**’

6.6  For each item of communications data included wjthi horisation, the
relevant public authority must also keep a record [

A. the Unique Reference Number (URN) allocate lon, notice and/or
authorisation;

B. the statutory purpose for which th ations data is being
requested, as set out at section 22

C. where the item of c eing requested for the purpose of
preventing or detec disorder, as set out at section 22

(2) (b) of RIPA, the cr

D. whether the item ations data is traffic data, service use information,
or subscriber in cribed at section 21 (4) of RIPA, and Chapter 2

E. a descripii ch item of communications data included in the
notice ;

munications data relates to a victim, a witness, a
r a suspect, next of kin, vulnerable person or other person

ecorded age of data should be the oldest date of the data sought;

item of data is service use information or traffic data retained by the

indication of the total number of days of data being sought by means of

notice or authorisation;1*® and

1% See paragraphs 3.72 — 3.74 on communications data involving certain professions for more information.

One item of communications data is a single communications address or other descriptor included in a
notice or authorisation. For example, one communications address that relates to 30 days of incoming
and outgoing call data is one item of communications data.

1% The data type is to include whether the data is telephone data, whether fixed line or mobile, or Internet
data. It will also include a further breakdown of the data type, such as, in the case of fixed line telephone
data, whether the item of communications data relates to incoming call data, outgoing call data, or both.
Guidance on specific data types to be collected may be issued by, or sought from, IOCCO.
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[. the CSP from whom the data is being acquired.

6.7  These records must be sent in written or electronic form to the Commissioner, as
determined by him. Guidance on record keeping will be issued by IOCCO.
Guidance may also be sought by relevant public authorities, CSPs or persons
contracted by them to develop or maintain their information technology systems.

6.8  The Interception of Communications Commissioner will not seek to publish
statistical information where it appears to him that doing so would be contrary to the
public interest, or would be prejudicial to national security.

6.9 To assist the Commissioner to carry out his statutory function in

6.10 The records to be kept by a CSP, in respect of e
include:

e the name of the public authori‘
e the URN of the notice or authoris

e the date the notice was serve SP or the authorisation disclosed to

the CSP;

e adescription of any ta réquired where no disclosure took
place or could have tak

e the date whent ns data was made available to the public
authority or, w are provided by the CSP, the date when the

acquisition_ andigli communications data was undertaken; and

¥h of RIPA and thorough procedures for operating its provisions,
areful preparation and checking of applications, notices and

S, should reduce the scope for making errors whether by public
authorities or by CSPs.

199 |n the case of a forward facing notice or authorisation, the number of days of data sought will often differ

from the number of days of data disclosed or acquired. This is because a forward facing notice or
authorisation will often be withdrawn or cancelled at the point it has served its purpose. For example, if
the purpose is to identify an anticipated communication between two suspects, the notice or authorisation
may be withdrawn subsequent to that communication being made.

A digital signature would assist the court in verification of the origin and integrity of the data throughout
the acquisition, investigation and prosecution process and would streamline record keeping.
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6.12 An error can only occur after a designated person:
e has granted an authorisation and the acquisition of data has been initiated; or

e has given notice and the notice has been served on a CSP in writing,
electronically or orally.

6.13 Any failure by a public authority to apply correctly the process of acquiring or
obtaining communications data set out in this code will increase the likelihood of an
error occurring.

6.14 Where any error occurs in the grant of an authorisation, the giving@ha notice or as
a consequence of any authorised conduct, or any conduct undertake

with a notice, a record should be kept.

6.15 Where an error results in communications data being acquired o]

result of that error.

6.16 In cases where an error has occurred but is identi authority or the
CSP without data being acquired gidisclosed wro will be maintained
by the public authority of such oc&
be available for inspection by the Co

6.17 This section of the code cannot | austlve list of possible causes of
reportable or recordab

Reportable errors

e an authorisation
relevant public

for a purpose, or for a type of data, which the
[l'upon, or seek, under RIPA,

e failure to review information already held, for example unnecessarily seeking
the acquisition or disclosure of data already acquired or obtained for the same
investigation or operation;***

11| this context seeking the disclosure of communications data unnecessarily means any failure to collate

or record information already obtained which results in repeatedly obtaining the same data within the
same investigation or operation. This does not restrict a relevant public authority undertaking the
acquisition of communications data where necessary and proportionate, for example to extend the time
frame of communications data already obtained, which may include elements of data previously obtained,
or as a consequence of new evidence.
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6.18

6.19

6.20

6.21

6.22

e the requirement to acquire or obtain the data is known to be no longer valid;

e failure to serve written notice (or where appropriate an authorisation) upon a
CSP within one working day of urgent oral notice being given or an urgent oral
authorisation granted; and

e human error, such as incorrect transposition of information from an application
to an authorisation or notice where communications data is not acquired or
disclosed.

Reporting and recording of errors will draw attention to those aspects of the process
of acquisition and disclosure of communications data that require fafth
improvement to eliminate errors and the risk of undue interference
individual’s rights.

When a reportable error has been made, the public authority whi
or established that the error had been made, must establish the f
error to the authority’s senior responsible officer and thendt
more than five working days of the error being discovepée
reported as they arise. If the report relates to an error ma 1 C8P, the public
authority should also inform the CSP and IOCCO gf t : [ en or

electronic form. This will enable the CSP and 10 [ e cause or
causes of the reported error.

The report sent to the IOCCO by aﬁjb ic ity irffelation to a reportable error
must include details of the error, iden uthority’s unique reference

number of the relevant authorlsatlon or ow the error occurred
indicate whether any u sion has taken place and provide an
indication of what step I n to ensure that a similar error

ications data in error, it must report each error to
ive working days of the error being discovered. It is

Comm|55|oner may investigate the circumstances that led to the error and assess
the impact of the interference on the affected individual’s rights. The Commissioner
may inform the affected individual, who may make a complaint to the Investigatory
Powers Tribunal (see section 9).

112

This does not affect a CSP’s statutory duty under regulation 5A of the Privacy and Electronic

Communications (EC Directive) Regulations 2003 to notify the Information Commissioner of a personal
data breach. Further guidance is available from the Information Commissioner’s website, ico.org.uk
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6.23 The records kept by a public authority accounting for recordable errors must include
details of the error, explain how the error occurred and provide an indication of what
steps have been, or will be, taken to ensure that a similar error does not reoccur.
The authority’s senior responsible officer must undertake a regular review of the
recording of such errors.

6.24 Where material which has no connection or relevance to any investigation or
operation undertaken by the public authority receiving it is disclosed in error by a
CSP, that material and any copy of it (including copies contained in or as
attachments in electronic mail) should be destroyed as soon as the yeport to the
Commissioner has been made.

6.25 Communications identifiers can be readily transferred, or ‘ported’, bg

CSP, that authorisation or notice will not constitute an error — unle
porting was already known to the public authority.

Excess Data
sition of excess

the requirement of a notice,
the public authority.

6.26 Where authorised conduct by a public authority re
data, or its disclosure by a CSP ingxder t
all the data acquired or disclosed s

6.27 Where a public authority is bound by th
a requirement to record and retai
even if that data was

de of practice, there will be
is relevant to a criminal investigation,
d the scope of a valid notice or
authorisation. If a crimina proceedings being instituted all
material that may be releva d at least until the accused is
acquitted or convicte utor decides not to proceed.

6.28 If, having reviewe
the course of [ operation, an applicant must set out the reason(s)

an addendum to the application upon which the

reason(s) and review all the data and consider whether it is
ortionate for the excess data to be used in the investigation or
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/ Data Protection Safeguards

7.1  Communications data acquired or obtained under the provisions of RIPA, and all
copies, extracts and summaries of it, must be handled and stored securely. In
addition, the requirements of the DPA™'® and its data protection principles must be
adhered to.

7.2  Communications data that is obtained directly as a consequence affthe execution of
an interception warrant must be treated in accordance with the safeguakds which
the Secretary of State has approved in accordance with section 15 Q

7.3  This section of the code provides guidance on the relati
of communications data under RIPA and the provisio cess requests
under the DPA, and the balance between CSPs’ gblig: with a notice
to disclose data and individuals’ right of access e DPA to
personal data held about them.

7.4  There is no provision in RIPA pre\&ing orming individuals about
whom they have been required by notg munications data in
response to a Subject Access Request ction 7 of the DPA.**°
However a CSP may exercise i fons to the right of subject access
under Part IV of the D

7.5  Section 28!’ of the DPA p re always exempt from section 7
where such an exempti@il ired for the purposes of safeguarding national
security.

7.6  Section 29 of

the preventi

offenders;

similar natu

proyi for
rs.

at personal data processed for the purposes of
rime, the apprehension or prosecution of

collection of any tax or duty or other imposition of a
e exempt from section 7 to the extent to which the application of the
of data subjects would be likely to prejudice any of those

3 Guidance is available from www.justice.gov.uk/information-access-rights/data-protection or

WwWWw.ico.org.uk.
The Information Commissioner has produced a Subject Access Code of Practice to assist organisations

adopt good practice when handling subject access requests, which is available at: ico.org.uk/media/for-
organisations/documents/1065/subject-access-code-of-practice.pdf

1% This also applies to data retained under the Data Retention and Investigatory Powers Act 2014 and the
Data Retention Regulations 2014 — see the Data Retention Code of Practice for more information.
There may be other bars to disclosure in other legislation, for example regarding impeding an
investigation.

Section 28(2) makes clear that a certificate from a Minister of the Crown is conclusive evidence, though
this can be challenged through appeal to a Tribunal.

114

116
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7.7  The exemption to subject access rights possible under section 29 does not
automatically apply to the disclosure of the existence of notices given under RIPA.
In the event that a CSP receives a subject access request where the fact of a
disclosure under RIPA might itself be disclosed, the CSP concerned must carefully
consider whether in the particular case disclosure of the fact of the notice would be
likely to prejudice the prevention or detection of crime.

7.8  Where a CSP is uncertain whether disclosure of the fact of a notice would be likely
to prejudice an investigation or operation, it should approach the SPoC of the public
authority which gave the notice — and do so in good time to respond to the subject
access request. The SPoC can make enquiries within the public at i
determine whether disclosure of the fact of the notice would likely be

the matters in section 29.1*®

7.9 Where a CSP withholds a piece of information in reliance on the
section 28 or 29 of the DPA, it is not obliged to inform an |nd|V|du
information has been withheld. It can simply leave out tha [
make no reference to it when responding to the individ
subject access request.

7.10 CSPs should keep a record of the steps they ha
disclosure of the fact of a notice would prejudice t » or detection of
offenders. This might be useful in controller having to respond
to enquiries made subsequently b missioner, the courts and,
in the event of prejudice, the police. the DPA an individual may

authorities

7.11 While the majority [ riti€s which obtain communications data under
RIPA have [ at data to any authority outside the United
Kingdom, s when it is necessary, appropriate and lawful to do

7.12 ‘ ds by which communications data, whether obtained under

ethod compels United Kingdom public authorities to disclose data to
overseas authorities. Data can only be disclosed when a United Kingdom public
authority is satisfied that it is in the public interest to do so and all relevant
conditions imposed by domestic legislation have been fulfilled.

18 The SPoC must provide a response which will enable the CSP to comply with its obligations to respond to

the subject access request within 40 days.

119 This includes public authorities within the Crown Dependencies and the British Overseas Territories.
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7.13

7.14

7.15

7.16

7.17

7.18

Judicial co-operation

A central authority in the United Kingdom may receive a request for mutual legal
assistance (MLA) which includes a request for communications data from an
overseas court exercising criminal jurisdiction, an overseas prosecuting authority, or
any other overseas authority that appears to have a function of making requests for
MLA. This MLA request must be made in connection with criminal proceedings or a
criminal investigation being carried on outside the United Kingdom, and the request
for communications data included must be capable of satisfying the requirements of
Part | Chapter Il of RIPA.

If such an MLA request is accepted by the central authority, it will b
consideration by the appropriate public authority in the UK. The appli
then be considered and, if appropriate, executed by that public aug
section 22 of RIPA and in line with the guidance in this code of pf

Non-judicial co-operation

Public authorities in the United Kingdom can recei
from their counterparts in other c ries.,
acquisition and disclosure of communicati

s for assistance
clude requests for the

e purpose of preventing or
Kingdom public authority

The United Kingdom pub i e satisfied that the request complies
with United Kingdom obliga
proportionality of ea e considered before the authority processes the
authorisation or ng

129 The eighth data protection principle is: ‘Personal data shall not be transferred to a country or territory
outside the European Economic Area unless that country or territory ensures an adequate level of
protection for the rights and freedoms of data subjects in relation to the processing of personal data.’
(Paragraph 8, Schedule 1, DPA 1998). The Information Commissioner has produced guidance on
sending personal data outside the European Economic Area in compliance with the Eighth Data
Protection Principle, available at: https://ico.org.uk/for-organisations/guide-to-data-protection/principle-8-
international/
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If the proposed transfer of data is to an authority within the European Union, that

authority will be bound by the European Data Protection Directive (95/46/EC) and
its national data protection legislation. Any data disclosed will be protected there

without need for additional safeguards.

If the proposed transfer is to an authority outside of the European Union and the
European Economic Area (Iceland, Liechtenstein and Norway), then it must not be
disclosed unless the overseas authority can ensure an adequate level of data
protection. The European Commission has determined that certain countries, for
example Switzerland, have laws providing an adequate level of protection where
data can be transferred without need for further safeguards.**

In all other circumstances, the United Kingdom public authority mu
case, before transferring any data overseas, whether the data wil
protected there. The Information Commissioner has published g
personal data outside the European Economic Area in compliancé
Data Protection Principle,?* and, if necessary, his office i

necessary for reasons of ‘substantial public intere «
circumstances when it is necessapg, for e ple in interests of national security,
for communications data to be disclosed ' country, even though that
country does not have adequate safe rotect the data. Thatis a
decision that can only be taken by the p Iding the data on a case by
case basis.

121

The relevant Commission webpage is at: http://ec.europa.eul/justice/data-

protection/document/international-transfers/adequacy/index_en.htm.

122

See footnote 120.

123 paragraph 4, Schedule 4, DPA.
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8.1

8.2

8.3

8.4

8.5

Oversight

RIPA provides for an Interception of Communications Commissioner (‘the
Commissioner’) whose remit is to provide independent oversight of the exercise and
performance of the powers and duties contained under Chapter Il of Part | of RIPA.
The Commissioner is supported by his inspectors who work from the Interception of
Communications Commissioner’s Office (I0OCCO).***

functions.

Should the Commissioner establish that an individual h
by any wilful or reckless failure by any person within a blic authorit
exercising or complying with the powers and duties u i ation to the
acquisition or disclosure of communications data [ safeguarding
national security, inform the affected individual of e Tribunal and
its role. The Commissioner should disclos formation to the affected
individual to enable them to enga vely.

Reports made by the Commissioner co [ ection of public authorities
and their exercise and perform under Chapter Il may be made

available by the Com ion
help identify training req

Subject to the approv
Inspection reports, j
they are subject a

, public authorities may publish their
ry, to demonstrate both the oversight to which
ith Chapter Il of RIPA and this code.

ase by case basis at least ten working days prior
hether the report is to be published in full, and, if

124

The IOCCO website is http://www.iocco-uk.info.
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9 Contacts / Complaints

General enquiries relating to Communications Data Retention
& Acquisition

9.1 The Home Office is responsible for policy and legislation regarding communications
data acquisition and disclosure. Any queries should be raised by acting:

Communications Data Policy Team
Home Office

2 Marsham Street

London

SW1P 4DF

commsdata@homeoffice.x.gsi.gov.uk
9.2 The Knowledge Engagement Team within the Colleg provide
advice and guidance to police and other public a igAsto their

obligations under communications data legislatio ge’Engagement
Team can be contacted at:

ketadmin@college.pnn.police.uk ‘

Complaints

9.3 RIPA established an ind i ‘ nvestigatory Powers Tribunal’).
The Tribunal is made up of ' f the judiciary and the legal profession
and is independent o ent. The Tribunal has full powers to investigate
and decide any ca: its | iction which includes the acquisition and

disclosure of com icati er RIPA.

94 i rcise of the Tribunal's functions. Details of the
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This document was withdrawn on 5 April 2016.
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