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1 Executive Summary

1.1 Introduction and background

Smart DCC Lid (DCC) was granted the Smart Meter Communication Licence and
acceded to the Smart Energy Code (SEC) on 237 September 2013,

DCC provides the shared communications infrastructure allowing energy suppliers,
network eperators and other autherised users 1o operate Smart Meters. The Smart
Meter communication service will enable consumers fo manage thelr energy usage
with near to real-time infermation of their energy consumption. Consumers will
benefit from encrgy savings and reduced emissions as a result of more accurale
infermation, bringing an end o estimated billing.

1.2 DCC’s response

This document sels out DCC's response to the consultation on additional SEC
content published on 17" November 2014 for:

= Additional Public Key Infrastructures and SMKI-related changes

» Security-Relaled requirements & Post-Commissioning Obligations legal
drafting

= Movement of some Technical Arrangements into Subsidiary Documents and
Providing for Some SEC Milestones to be Turned into Dates

= Test Services to Support System Providers and Shared Systemns, and
Possible DCC Gatleway Connection Requirements for Remote Testing.

Ve broadly agree with the proposals set eut in the consultation, subject to specific
areas for further consideration which we set out in the main body of this response.

DCC looks forward to continuing te work with DECC and stakeholders to build a
fit for purpose regulatory framework within which the benefits of Smart Metering
can be realised.

If you have any auestions regarding ary =~ ~f this response please address
them t= | = e A

i S 10 publish this response on its
websie,
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2 Additional Public Key Infrastructures and SMKI-
related changes

e, T T r"ﬂ--:«f_. : s:ﬂ* 5
tm' _,-El:m you. ngmu w‘ilh the _F‘ gn gppmal.".l:l a‘nd [egal d{gfhngrln relation *m to, |
i3 InF‘rhahu:Iuru Key. In}frasﬁumtur&?f LR O .,,;1..,:?3.. SR
'-' --'!- = mbw i1 1 wem _-.,..._._._..'., L_.._..._.l,, i Tl "n-..'-.-..l'..-..'.........]
Al DCC hmal:ll'_.r agrees with the prupusad approach and Iegal n'raﬁln»g related to
Infrastructure Key Infrastruciure subject tn the fnlrnwing nbse.nratmns i

SMKI RAPP ! TRt
The Infrastructure Key Infrastructure (IKI) will be resp-ms:‘bla fnr m::ul-u-lng and
processing Certficate Signing Requests, which is a function of the - =5
Registrabion Authority. DCC will be required to make changes fo the SMHI e
Registration Authority Palicles and Procedures (SMKI RAPP) to reﬁgultrm
. Issuing of Certificates in accordance with the IKI Certificate Policy. 320
| states ‘Any party or RDP which is an Autharised Subscriber in ancurdanm Arf
- with the |KI Certificate Policy will be an Eligible Subscribér for an Kl :
Certificate’. DCC are currently making arrmndrnnn'ls 1o lha EHI{I H.ﬂ.F‘P tu
amnmudnlu the proposed changﬂ-x- _ R 3 _’

fﬂqﬂunﬁhares : ST T R
- 13,23 of the SMKI Repository hcluues both the anl I!GA Genrﬂna!.e nm:l thﬂ"’ .
| Issuing ICA Certificate and L5.1 (f) refers to all ICA Cerlificales™ as part nlthu £
| SMKI Repository, However L3.21 states that the DCC is the only Eligible™
| Subscnber of an ICA Certificate according to the IKI Certificate Policy. i

' Therefore the only Rnlylnu Party' of an ICA Cerlificale s the (vedes [olelellt

. considers améndments should be mada to L3, z.a and Ls 1001 tn m:c]udu
s 'IﬂAGmﬂﬂt;ates&s pMuEﬂmSMKI Hup-n«ﬁl:nrr T dmige L

ln ﬂﬂﬂ HE}' rrlfrasmlr:turﬂ mhjm:;uu the fo w"ﬂ uhSEnrnhm 3k 07

| YTE T i et B e b S e o e T A e h: s 'u-'-'L'" 3
; :Tpa content within the DCCKI lnlerfaae nengn Spm:lﬁmﬂun and the DCX
. Repository Interface Design Specification are relatively small SEC SuEs’idiw ‘ﬁ
- documents, Therefore both documents have been produced as a single %Eﬂ
‘Subsidiary document. All DECKI SEC Subsidiary. dnmmanlsm pubhs

. for consulation 22 December 2!::14 on the DCC. wuhs’lla, Bhret: ﬁ'&#
ak S e, : -t ah

A2 ﬂﬂﬂ brnadhr aﬂreanﬂth the pmpu&ed ap-proam and legal drafting i i g IIELnJ
: '5 Ir

rfgié

L v i e s F gl
up i e o o
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' Q344 Do 1,.'::-u agrau with the proposed approach and legal d ra’rtmg in rulatmn tn
‘allowing ROPs to become Authorised Subscnhms fur Elrgamsahnn
‘Certif| cales'? ' .

Al DCC agrees with tha pmp-nsed prrmch and Iugal draﬂlng to allow RDPs tn

become Authorised Subscribers for Organisation Certificates.

L'J.H I:H:r yuu agraeo '.r-uth the pmpu.sed ﬂppmal:h and Ie-gar drﬁﬂmg in mlalmn o the

L checks the DEE mu&t apply. when decldlng r;l' a Eubsuhnr 15 an Eraml:ﬂe
$ubsnn‘her? e e e e ey ‘

'L

A4 DCC agrees with the proposed npprnac.h and :-ega! dmmng in rnlauun o

Devico checks when deciding if a Subscriber is an Eligible Subscriber. The!

SMEI Device Certificate Policy Appendix A 1.4.1 (b) states that “the DCA may

treat either a Supplier or the DCC for Devices that are either 'Gumrrﬂsslnrred‘

or 'Installed not Commissioned’.” as an Eligible Subscriber. This aligns the

policy intent that although DCC has no provislons to check Device Types,

DCC will now be required lo underake additional checks in accordance with |
Appendix A 1.4.1 (b) when drecldlng i @ Subscriber is an Elrgable Suhm:nber

ﬂE ] [:n;_.'nu agree mlh thu n:: ed a:h an:F leqal draftmg in Iaﬂ nJ.tr hé“. §
' ’E-IIE r&m:hun:. on a'ht‘lrnh-ernf nids irl Dﬂhﬁﬂnﬂ ﬂmanhaﬂg: Carlific: /@%@?ﬂ
A5 DCC broadly agrees with the proposed approach to p{a»::-a an explicit value crn
size restnction In the Issuer and Subject fields in Device and Organisation
Certificates, In fulure, further changes to the field size specification in a Device
‘and Organisation Certificate will require a Change Request to the Trusled
‘Service Provider (BT). This would be farlmmd by an impact assassrrmnw.'il:h

potential time and cost implications. : i o o
Cerlificate Issuanco i} 7

T -i——-—'!'

SRR -;F--.L

Appandix B431E {ruJ slates that the. D-CA shall not issua “any {:eﬂrﬁ:;atﬂ
tontaining a Public Key if that Public Key Is the same as that contained in any
other Certificate that was previously. Issued by the OCA". The pmhabi't:.r lhal
_.bwo separate Service Providers generate the same Fublic Kay| palr !’ol' l.hen‘
ﬂrganls.almn Certificates s relatively low due to the aannlhms used, to/
- generate Crganisation Certificates as well as tha hlgh volume of Drgnn'l.-miiun |
- Certificates roquired. DCC has explained the need to have this check in place
i i5 significantly low and s not supported by the TSP's solution. Should, H'ﬁs fext’
‘be conciuded a Change Request wolld have o be issied to the TEF‘.’-T"IIE
wolld delay the delivery of the SMH:I &ar-r]r.u and have tlme and. cost,
implications. _ kAR i e i)

ﬂ:pamsahi:rnﬂm.ﬂ’n:nm.ﬂmma" ARAEIE: e b g YRR

Annex B of Drgamsaﬂnn Certificale Profile states that the sub:eﬂtt.l'nn:ruell] B

field should contain 64 bit Entity Identifier for the Organisation that Is the:! i+
. subject of the Certificate”. DCC has interpreted this as a requirement for'a -
stand-alone field outskle of the normal Distinglished Name (DN fields ig

. ‘are used to identify the 5uhjacturl.he Certificate. This requirementis. ,
"%, 'supporied by the TSP solution &s it is contrary {0 REC Typa RFG5280,. DG ==§I |
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Do you agree with the proposed approach and legal drafting in relation othe
‘clarified Independent SMK| Assurance Scheme?. ~
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Company

suggest the subjectUniquelD should be amended 1o Unique Identifier and the
value column amended to “This attribute within the subject shall be populated
with the 64 bit Entity Identifier (compliant with EUI-64 standard — see Groal
Britain Companion Specification) of the subject of the Certificate” this is _
because the RFC recommendation does not support subjectiUniquelD which is
aligned with the TSP solution reflected in the SMKI contract. ;

a
=
i

ki )
AR LnE, el G )
DCC broadly agrees with the palicy intent to clarify who can be a member of
the Independont SMKI Assurance Scheme subject to the following '
observation.

In the marked up track changes of SEC4A, the legal drafting appears to have,
reversed the intended position back to the previous legal drafting in SEC4.
SEC4A Appendix C 2 4 stales "no dircctor of the DCC (or of any such DCC
Service Provider) is or becomes a director or employeo....the provider, of the -
scheme”, The proposed legal drafting does not reflect the policy intent set out
in Paragraph 263 of the SEC4A consultation. DCC consider the legal drafting
position is reversed back to the tracked changes this reflects and the policy

Intent as set out in Paragraph 263 of the SEC4A consultation,
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3 Security-Related requirements & Post-
Commissioning Obligations legal drafting

‘Saeltity.Aolatad

e e

Q7 Do you agree that the proposed changes are necessary and proportionale
A L e Al Y, P A o e
A7 DCC broadly agrees that the proposed ehanges and legal drafting are
proportionate to protect the DCC Systems. :
DCC may be exposed to security risks as a result of Partios connected to the
LCC systoms. The proposed security controls not only provent imminent’ &
threat to the DCC systems but polentially mitigates the impact of further risks |
to all other connected Parties. Therefore implementing additional security
controls to detect and prevent such security risks is supporied by DCC. This
agreement is subject to the following observations: | L

Securily obligation for Testing FRl il

- [HT sl e e Ly
There are currently no SEC arrangements for DCC to apply secunty conlrols
to tha Test Participants within a testing environment. DEC suggests thatthe
SEC permit the scope of a new Subsidiary document to include obligations on f
Parties, ROPs and DCC relating to the Issuing and use of Test Certificales for
the purposes of Testing over a DCC Gateway Con nection, This would place |
obbgations on Parties and RDPs in refation to the security that they must ™ Es
adopt on their systems as part of such testing. S

Systems vulnerability assessments : H 0 ,

The policy intent in Paragraph 271 of the SECAA consultation propo ses ‘:3'0" .
-obligation on Network Parties and Other Users lo complela system
vulnerability assessments in accordance with their organisation risk

assessment. The legal drafting in Section G3.8 excludes Network Parties and.

 Other Users from carmying out system vulnerability assessments, Ifthe * 0
| proposed changes are concluded they will not align with the DSP contractand -
. will therefore have ime and cos! implications, DCC suggest the legal drafting |
Is amended to refiect the policy intent set out in Paragraph 271 of the SEC4A
Consultation. - : e G AR el P e
Party Signifier T e p el T
DCC is required to provide an Interim Incident Management p;d{asé{ﬁ:i;ﬁ;i‘:!:’irij

A7 of SECAA Including a live Service Desk once SEC4A s designaled. Once.
 Section H15 s effectiva in January, Parties will be able lo order DCC Gateway
*\Connections, . This process s intended to use the Party ID (now changed 1o |
Party. Signifier) to Identify SEC Parties that request ~a DCC. Gateway
‘Cannection. The obligation on the Panel to previde Party Signifiers wa f,gp{":
included in the SEC4A conclusions, which means that D;_:G,ﬁ;ill_._'nﬁ'n;ﬂj_r,n.unh__-;

an Ineim_plachoder {or 1 normatn. DCC e pefar i s
obligation s concluded and designated as soon as possible to'faciitate tha -

lransition to the enduring arrangements, D el
; : : R
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A8

- DCC is in the process of implementing which would give rise to'additional . |

- changes DCC are currently implementing. = T

Company

eee—

Do you agree with the proposed changes to the post commissloning’ =~

abligations and assoclated limitation of labiliies?

DCC disagrees with the proposed approach to the post com missioning
obligations H5.33-30 and associated Imitations of liabilities subject to the
following observations:

DCC are currently progressing the proposed changes to the post
commissioning obligations set out in the SEC4 consultation aigned to GECS
v0.8.1 as the agreed solution design. DCC has no provisions in Mace to
process the additional obligations set out in H5.33-39 of SEC4A as this
functionality was not considered when proposing changes to the DGC Plan in
the consultation published on 17" November 2014, DCC considers that the.
number of meters that will process a Device suspension would be very low
immediately aftor DCC Live, In order to avoid further delays to the delwvery of
the programme, DCC suggest that the new obligations set out in H5.33-38 are
implemented in a later release as part of our proposed Release Management
Strategy. ! : PRI

SECA4 post commissioning obligations changes

H5.33 proposes thal where a Communication Hub Function (CHF) fails to re-
generale its Privale Keys or one of the Organisation Cerificates is L b
compromised within 7 days of the event, Users must notify DCC In_m;dgrilq_q&t
the Smart Metering Inventory (SMI) Status to ‘Suspended’ until the GHE. ~ ©
Devicn s replaced, H5.37 proposes that where a Smart Meler or a Gas Proxy
Function (GPF) fails ta re-generate its Private Keys or one of the Organisation
Certificates is compromised within 7 days of the event Users must natify DCC

in order to set the Smart Metaring Inventory Status (SMI) fo 'suspended” until -
the Device s replaced, Suspending Devices impacts all Users, Including the
User that has failed to complete their obligation. The User that fails to comply
with their obiigation is also obliged to replace the Device. The curent design.
does not enable Users to initialo a Device suspension to DCC, Thereforo OCC
has no provisions to govemn the process to fulfil a Dévine'suspﬂns_hn_reiqﬁﬁlli' -
by Users. In order to meet such obligations a Change Request would need to
be issued to the CSPs and the DSP. This would invalidate the cumrent change

058 810 deley cebveny imescalest N A5 21 e
(Secton M Linkatins of Catlty it 51 A o e
\M2.7 states that where the DCC or a Supplier Party breaches obiigations set.

. [outin H5.34 - H5:35 (DCC) and H5.37 (c) and (e) (Supplier Party), a Party.

may recover costs as set out in M2.8, As outlined above DCC hasno, |
provisions in place to govem this process. DCC or a Supplier Party could not.

be in breach of such obligations if the current solution design does not support |
this, and as such the proposed legal drafting would need to align with the 1~

e ..‘ iR

e s s S
DCC s currently working with Parties to consider DCC providing @ number/of
operational reports to support all Parties, and discussing with DECC the need |
for the inclusion of a DCC reporting service within the SEC (to provide reports.

Parn A nf 1/
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to Partios as agreed with Parties from time to tima).

Une of the reports being considered fs to identify a list of Devicos where no
atternpt to change any of the credentials has been received within 7'days of |
installation {noting that this repont could be run within a shorter elapsed timao

pencd o.0. a report could also be generated identifying Davices where no

sitempt had been made within ‘5 days to allow Suppliers to update their

credentials in time), This propasal could be of value in this case as it may

provide support to enable Users to identify or track meters where thoy may

have nal met their obligations. :

However, in order lo manage the volume of data and costs, tha emerging
design proposals mean: ; A
g L 1wl

= the reports are currently Intended for early life support only (Le. DCC
would extract data only for new Users to constrain the volume of data)

* Ihe reporting process will be subject to a 24 hour delay as it will be
based on an overnight extract of the OSP Service Audit Log ¥

= the scheduled time taken to run these extracts and reports has yetto |
be agreed . ey

* the reports will not be linked to any Service Management natification
mechanism, it will therefore be the responsibility of Users lo actively .
check the 551 to see what reporis are available A e

*  the reparts will only reflect the metor status and will not provide any.
Infarmation relating to Communications Hub security credentials -~ |

+the reports are based on a limited perlod of data (currently intended to
be 2-3 months), so melers left with unchanged certificates longer than .
this period would not be dentified . - teantyep g

*  the reports will idanlify where no attempt has been made to change
credentials. Where a request has been attempted DCCwouldnot
correlate the request with the response message, nor would DCC-

validate which credentials have been changed. As a result, this |~ |

approach may not identify all meters that have not galu:qsgl.tul_}j:h?iﬂ_h1r: :

their required credentials g:hang&d'.__

B e i Nl T e T oy iy G e B i e bt LRl ol A
T T I By

DCC proposes e poit at whih a Recovery Key on 3 mate shoud be!
validated is 'as soon as reasonably practicable (and in a y event within 7,

* days) following the Commissioning on a ‘meter:, The Recovery Key is an,
- Organisation Key associated with a Public Certificate stored on Devicos and |

. (Could not be used ta recover other credentials stored on the

should therefore align with the 7 day period the .EEi_:'-_réﬁuft_p_a_.:;rdfq;g;j;quﬁﬁ

Device Certificates to be validated within. There s a risk thal.a Recovery Key.
that is not validated within this period may be compromised and mhrﬂﬂ_‘u‘_g

ARSI ST I

Arriy TS

Sha iz :i' {_l" ..l "I'::'.'-
AL S b s L,

A. Fl
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4 Movement of some Technical Arrangements into
Subsidiary Documents and Providing for Some
SEC Milestones to be turned into Dates

e

}Mﬂ\remantfﬂﬂmm ) Technical Arrangomonts nto subsmra'r}
qunviding far Eume SEI.'."- Mnustunes tabe tumad into: I:laf.ns

mu Du ;fm:r.-ﬂhma with the prupﬁshi-tu mn'.ra fnuhsedmn ; of. lha SEG {
_E,and 03) from the SEC Into SEC: suhaidfnry ﬂ-l:l-!:LIl'nEnlE am:lthe pmpu-.'a-ed

r.-: e -t:harhg-es to tha lﬂgal dral"t[ng an::nmr:mdalu ’thls? I
A10  DCC broadly agrees with the proposed approach sub]er.*.l to thre fu-llnvdng
observations,
Seclion O3

DCC agrees with the rationale to move Section 03 frnm the SEC mta:r a SEG
Subsidiary document. For the avoidance of doubt, DCC assumes Section: na
will move into the Non-Gateway Interfaco Sp-avl:l!‘mam that DCC are nhl:ged
to produce in anmrdannem"lh Section X0 of the SEC. L1is afeneh

Section H

'DCC agrees with the rationalo to maove confent frnrn H4, H5 and HE in!n EEG
Subsidiary documents, on the basis that the I'nIaning are mr:sTdered :

Changes to Obligations

a) The DCC solution dosign currently aligns to the drafhng in, Hf, H5 and
M0 set out in the SEC4 consultation. Any. Eurl,har changes. made, to thu
current drafting » may have significant impact on the DCC dawaﬂ.* pf.an
~ This has not been factored into the DCC plan recently n:nsulte-cl -:u;L
- accordance with Enmitlnn 13 whlm wnnuld ha'm rurH'ner lrrna Emd nnst h :;
implications. ' Zid : AL 5
b} There are currently no indicative tlmus::alas as tuwhen lhu pmp-u'se-d
content in H4, HS and HE will be maved from the SEC and dwergped
into SEC Euhcs-'h:llar].! documents. This may introduce. nnw'l:halll!nhu tl:l-
DCC being able to finaliso related dE51gn5 and d-n-m.rrnenlauau Fur~
_example the DCC User Interface Specification {DUJE] dn:umen!s a.rm i
mmmmtuha concluded by March 2015. - il

F'.%

e oy r., e b PR
= 1"#---'_‘; \-"' -
.

l"al

A11 DCC hmadh.r ngreu-s with the prnpns&d apmuach furtl'le Eeunlarf -:n\‘ Sfal&i
- _direct that an activity mll‘-eatnna can be raprar:ed -mm a sp-a-cll'red :i||e EHBIHR-\‘{ 1'{

to the following observation. £ ";'L, 1§ H""' g

| DCC published a consutation on the 5CC plan in a‘é&dﬂhﬁ:ﬁ}ﬂ- é ﬁm%
. 13 in November 2014, Following the consultation DCC are el to submit :
mﬂanmmsnumwnfﬂhlninwiui&mﬂis' ;
to the approval of the new plan, if all activity milestones are

'.H.’a'i'.n.-:
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specified date, they would not align with the delivery timescales of the new
ptan. DCC therefore suggest that the replacement of activity milestones with a
specified date should not occur prior to this point.
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5 Test Services to Support System Providers and
Shared Systems, and Possible DCC Gateway
Connection Requirements for Remote Tastmg

..h-l‘:..l L r|1 AL

Move ahtlﬂl_l" qm ': 'g-chnh:.'ll Arrangemnnh nt
'Pmﬂ ding, l‘nr Some SEE MErustnneﬁ to ba tur

oz :Dnynuagn;eammﬂwapﬂmamand prnpusecl regﬂl :lmﬁmg suppn' ing "
.| Parties underaking, [&a!:;fﬁquh'g}qnt 1o _u_E and SRE Tien thelr own ‘ﬁ?
| secount? -:--;;'-1';"4}1,?':'1:‘-3‘.'1 e R R %.’iff;

A12' DCC agrees thal a Party can place reimnm nn the t&sts :undu:t&:l h:,r Th]rd
Parties on the condition that: Eebod HE 7 i

a) DCC can review the results of provious tests that ham butsn
undertaken; At it

- b) DCC can request that additional testing should be underlnken hﬂ[nra
the organisation can ba duemecl to have passad ns UEPT nnﬁ EFEEPT '

—'l

ﬂﬂd | R I| 1)
cj DCC. um:lers‘tanda ﬂ'll.’r rﬂlatlunsmp between F‘arl-es and Ehnrﬂd Sall'u'ine

F'ruvldnrs

; _

- Ta ﬂ‘ tes -.I
-%lt L 1:1.???\.. .FI =i
ety -4‘.': R
',PJT:?'{ tﬂﬁ e :
ma DCC broadly agmﬂs w:th ﬂ-pa pfnp-usad appmam lr.:u rﬂmnln l:aﬂlrgg uuh‘l‘eﬂf lﬁ

‘the I‘nrlu'.wrg uhsm'almns A u“n
I.

- Soction H14.31 and H14.9 of th-u SEC reqmrﬂ ﬂ'l.nl DCC pm:u']dﬂ.'l a service
-and related facilities to enable Test Participants, iml'udmg non- S)Ep F" e _\,it_nr
mrr:lucl Device Testing and User System TEstlng 5 g::*.x-qrg-rj

T e set out requirements for a Tes-t Pnrﬂ:ipanl. tcr 1.|ur1.v|:|’¢a,.4~|'_ﬂm:r r

-Immusmwm DEE:E I:rurw i 8

EH:C: will nnnd to obtain a Gmmunrmﬂnns‘ [-Iu

| the Testlr:—n Bur'u'in:as and nru Inl:e!:.r to mqulra IFIE
-j ~';-. Eal,'u'fm Hﬂquﬂiﬂ-l{l ) Jg_r_mamthﬂuﬂ
- . Specification (DUIS), previously known as DCC Use

Panm 17 af 1R
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Interface Specification (DUGIS)

€) any organisation that would like to send a Service Request to'its own
Dewices via the DCC User Interlace (whether installed in a remote test
lab or a CSP test lab) must first complete the relevant User Entry
Process Tests and SMKI & Repository Entry Process Tests, or other
entry criteria as set out in the Enduring and End-1o-End Test Approach !
Document;

d) the organisation must have the capability to place SMKI Certificates on
the Devices.

We consider this to be the default solution, which Is described in Gphnn 1)
below, DCC firmly considers that this is the preferred Option for all Tel:.t
Farticipants.

DCC recognises that, there are certaln categories of Test Faru::panls whu are
neither prospective DCC Users nor SEC Parties (e.g. test houses, assurance
scheme operators and device manufacturers). We agree with DECC's
slatement that It is nol onerous to become a SEC Party or 10 access Ieshng !
services via the DCC Gateway, However, we do recognise that it may be moro,
difficult for these categories of Testing Participant to generate Sewme :
Requests.

Additionally, regardloss of whether these Test Participants establish a DGE
Gateway Connection they will need to meet the security requirements
demanded by SEC of DCC Users if thery wish to interact with the DCC !
E'_ﬁtﬂms For example, DCC Users must comply with 1S027001 IEGE?EDS
and undergo a Security assessment [t is ikely that thera would need tobe
equivalent obligations on non-SEC Parties through a Bilateral .A.gregme_m‘r._

Roem ting Soluti

In d:smssmns with the DSP and CSPs, DCC has mnsm‘nmd l,htee nphnns
that would enabla Testing Participants 'n'-lhl:: are not DCC Users' or | EEC Parties.
10 test different elements of their Enl'uhn-n in @ remaota testing enwru-nmenL 5o

1. Mo centrnl development .
2. Limited enhancement to Service User Emurntnr
3. Hosted or Distributed Testing Solution

_ﬂ = No centr. u. mant:
This solution has no impact on the DCC programma, hul th-a Teat F'arlldpant
needs to dovelop or acquire lasting software to generale. Sawna Raqunsts I‘r.:lr
‘which they musl usea DCB Ga!Ewar Curlnm:ﬂun :

j plution:: e T iy oy - el 'Z_ -.'_,'__-;"1 :'i

= A B
'h.'\.-u:r-\.l

systems capable of generating Service Requests (or procure these from a-
commercial (service provider) or collaborate with other Test Participants and

- Under this option a Test Pnrﬂnpant would I:m requlred tu da'.rnrvup their uwn
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sond them to DCC using a DCC Gateway Connection.

DCC would make available the tost environments o the Test Participant, to
ensure that tost data can be configured for tholr use {security crodentials, for
exampla), offer support to these Test Participants and support resolution of
Testing Issues raised, ;

Relative benefits:

This solution would require least central development of the sofution, thus
minimising the risk of using resources without any. benefit if there s .no
demand for the service, It would provide the greatest level of assurance as this
testing solution imitales closely the full requirements for Users to test and use
the DCC solution, There would be very few operational constraints such as
time availability, bandwidth and responsivencss, |t is thereforo less manually
intensive than Option 2. : i .

This solution is, however, more onerous on Test Participants 1o develop
necossary systems (or procure relevant services) especially if a significant
number of participants wish to solely test Devices.

tion 2 — Li anhanc to Sonvi Emulator: i

The Service User Emulator Is a tool that tests the DSP salution during Pre-
Integration Testing. It is being developed by the DSP and could potentially be
used to emulate the interaction of Service Users with the DSP solution, This
solution has imited impact on the DCC programme but is highly constrained jn
the senvice it provides to a Test Participant and we are concemed that this
would not be a viablo option for high volumes of testing. It may be a moro
suitable selution for any Test Participant that wishes to use the service on an
. ad hot basis, ; iEaed

_Cluthn ion:

The DCC may be able lo,provide an extension o the tools being developedto.
support DCC lesling during Pre-Integration Testing to Test Participants as
Tollows: Alf S AR T ST

suitably-secured means, which would need to be considered: . i
b) " this request provides the Information required by the DSP {o generate
Service Requests on behalf of the Test Participant; " 10
€) the DSP will generate Service Requests via a Service User Emulator.

8) the Test Participant sends the required information fo the DSP.viaa.

as agreed with the Test Participant: : S e L T

d) the DSP will send these Service Requests to the Davices that have |
‘been installed in the CSP Test Lab or Remote Test Lab; =\

€) the Service Responses and Alerts will be received by the Servica User. -

Emulator and provided to the Test Participant by the DSP. | jidd
The applicable charges associated with lha_Tés_tﬁ%’g';%érgine: wilhasutufﬁh
the guide for Testing Participants as required by section H14.3 ofithe SEC..

which we anticipate 1o publish on the DCC Website Q1 2015, ‘The associated |

[
Y
i
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charges would need lo appear on the DCC Charging Statement as an Explicil
Chargo under K7.5 (i). The addition of these Charges would require a Motice
te amend the Service Charges in accordance with Licence Condition 19,41,

Rolatn afits:

This sorvice would only be appropriate if there is imited demand — this would i
have the lowest development cost, but be manually intensive in eperation and

subject to considerable operational constraints (such as time availability,

bandwidth and rasponsiveness), all of which would need to ba fully. impact

assessed,

This proposal removes the requirement to establish a DCC User Gateway
Connection to a Test Paricipant solely for the purposes of testing Devices ina |
remote lest lab or at a CSP test laboratory, : S

Itis included within the draft End—to-End Testing Approach Document which is
currently published on the DCC website for review' and which will bo
developed in conjunction with DCC's Test Design and Execution) Group
(TDEG) prior to formal consultation, the timing of which is cumrently being
reconsidered in light of the re-planning, but expected in Q2 2015. =

Option 3 — Hosted or Distributed Testing Solytion: ek eAnh
This solution has a polentially high impact on the DCC programme  but
enables Test Participants to test without having to davelop their own lesting
software to gencrale Service Requests and may remove the requirement to
use a DCC Gateway Connection. The solution would require DCC to maintain
the software on an enduring basis unless it was agreed that the solution could
be provided to the industry on an open source basls. i

Under this option DCC would make available an enhancement aflhaﬁampa

- User Emulator. (as deseribed in Option 2) for use by Test Paricipants; The
.enhancement would enable Test Participants to inftiate Service Reqlests; by |

- eithar: - : ' R P et
] 2y R Ry AR L

@) enabling a secure connection via a web service into the Service User
Emulator, which would be hosted within the DCC systems;or.

b) ' distributing an enhanced version of the Service User Emulatorto Test
Participants and enabling them connect to the DCC test environment.

s g e

using a standard DCC Gateway Connect

=] ] r =1
kI, > LFI o °F
L 6 |

We would recommend  that any additional _development | costs would b

LA 1A il i LIS B = o B

Pana 15 AT 48



Smart Metering Implementation Programme Data 211t

Consullation on addiional SEC conlent Communications
Company

DCC responso

recovered as Fixed Charges and that cosls incurred directly as a result of
Devico testing (such as Test Participant support or cosls of providing a DCC
Gatoway connection) are charged explicitly to. a Test Participant As with
Oplion 2, thesa Charges would need to be added to our Charging Stalemant.

Relative Benefits

This solution would balance the level of development required by DCC and by
Tes! Participants, which may be appropriate, depending upon the demand for
such a service. There would be very few operational constraints such as time
availability, bandwidth and responsiveness it is therefore |ess ‘manually
Intensive than Option 2 however, there would be a time and cost impact,

Conclusion :

We would anlicipate that system development costs would be recovered within
Fixed Costs and that costs incurred as a direct result of individuals testing -~
(e.9. Requesting a Communication Hub, Communications Link of DSP e
operating Option 2) would be charged directly 1o the Testing Parlicipant as an
Explicit Charge, Although no solution has been recommendad, the voluma of
potential users would be the likely determinant for the preferred options |
influenced by demand for the service. There is no current requirement upon
the DCC to Implement a specific solution for Taost Participanis and we gk
envisage this being agreed through the Transifional Governance
arrangements, as nacassary. i ) ke g s i

DCC considers that Option 1 is the default option,
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