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Smart Metering Implementation Programme - A Consultation on New Smart
Encrgy Code Content (Stage 4) and consequential/ associated changes to licence
conditions

ELF Eneigy is one of the UK’s largest energy companies with activitios thraughout the
energy chain. Our interests include nuclear, coal and gas-fired electricity generatian,
renewables, and encrgy supply to end users, We have over frve million electricity and gas
customer accounts in the UK, indluding residential and business users.

EDF Energy welcomes the epportunity 1o comment on the proposals and legal text
contained within the consultation. The Smart Encrgy Code is developing into an essential
tequlatory document praviding obligations and protection to industry participants and
COMSUmers

The key points of our response are:

= Inorder to be ready to commence the mass roll-out of smart meters suppliers need
1o design, build and integrate systems to interface with the DCC. A stable design
15 required 1o undertake this work; however, we are concerned that many of the
operational processes and reguirements that will be governed under the SEC are
still to be designed and developed,

*» Sufficient time is required between the completion of the design and DCC go-live
in arder to undertake rigorous testing. Without this there is a danger that issues
are identified and resolved in a live environment and Suppliers’ rell-out plans are
constrained,

+ We believe that the communications hub forecasting and charging arrangements
should be developed to take account of any delay or constraint. Withaut this,
suppliers will be held to forecasts and the associated costs of holding
communication hubs in stock due 1o delays or issues with central systems.

* The success of the supplier roll-out will be dependant on the accuracy of the
information provided by the DCC, such as which comms hub variant to install and
whether there is a WAN signal present. Although these forecasts are subjoct to
performance measures under the contract and SEC, we are concerned with SEC 4
proposals where suppliers are expected to incur costs as a result of these errors,
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= With the moverent to a zero transactional charge we believe that the RCC
performance reporting should be expanded 1o include party category usage of
service requests. This will provide assurance 1o SEC Farties that there is no cross
subsidy and that the charging methodology remains cost reflective.

= DECC should provide greater darity around the DCC opt-out process for non-
domestic customers, We are concerned that the current SEC approach could
present a barrier 1o switching for customers whose suppliers have opled them out
of DCC Services.

= The SEC could also benefit from greater clarity and transparency with regards 10
the mapping of SEC Party IDs to User Roles, secunty governance and disaster
recovery arrangemaents.

Design Stability

We remain concerned that many of the operational processes associated with the DCC
User Gateway Interface Specification (DUGIS) are still to be defined and developed.
Therefore, it is difficult 1o understand how the obligations will be enacted or whether they
deliver the services and requirements as expected,

We are dependant on the completion of this design in erder to design, build and integrate
our systems to interface with the DCC, We are therefore concerned with the number of
changes that continue 1o be made to Section H of the code and the obligations and
processes related to DCC Services. A firm baseline needs to be established as soon as
possible with which we can then use as the basis for our design. Continual changes to
those sections of the SEC that directly impact our design could add further risk ta the
readiness of suppliers to commence Integration Testing and the 2020 installation target.

Testing

We note that at the Energy and Climate Change Committee (ECCC) hearing there was a
commitment to ensure that the roll-out plan was kept under review with sufficient time to
delrver robust testing and provide suppliers with frve years to complete the smart metering
roll-out. We do not consider that the current plan and approach will deliver rigorous
testing of the end to end systems. As such, any defects will be identified and resolved in a
lve environment after DCC go-live. This risk has been recognised in the post go-live plan
with a stability period lasting at least six months and check points going out until une
2017, We therelore, believe that it is imperative that the SEC defivers robust end ta end
testing 1o ensure a fully tested and operational environment is available on which to ensol
meters after go-lne

Communication Hubs

Wi consider that the proposed procurement pracesses for forecasting, ardering and
delivering of communications hubs are generally well documented and approgriate.
However, we note suppliers are being asked to provide long range forecasts that they are
being held to, in terms of their communications hubs erders and charging arra ngements,
The accuracy of these forecasts will be dependant on central systems being delivered on
time with suppliers able to enrol meters onto these systems in line with roll-out plans.
There is therefore, a risk that the current approach in the SEC expases suppliers to
financial penalties if their roll-out is constrained or delayed by the DCC, We do nat
believe that this is appropriate, and consideration should be given as to how the
communications hub forecasting and charging arrangements could accommodate any
delay to DCC Initial Live Operations or DCC constraining Supplier roll-out.
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There are sbill many variables impacting the roll-out of smart meters and all bost
endeavours could lead to significant aver, of even under forecasting of communications
hubs, In addition, we do nat yet have complete confidence in the take up of smart
meters. Suppliers are under licence to install smart meters by the end of 2020 and could
Tace regulatory action if this &5 not achieved.

Qur forecasts and installation activity will be heavily refiant on the DOC WAN coverage
toal. We do not believe that is appropriate that suppliers are required 1o forecast, order
and install based on this data, and potentially replace a working communications hub due
toa DCC error. The DCC must be held hable in this scenario, and the supplier
compensated with liquidated damages,

The Communications Hub Support Material documents are not yet fully agreed and
baselined, as they are still in draft form, We believe that there are still some significant
issues outstanding in the support materials that must be addressed as soon as possible 1o
alkow for the initial communications hubs forecasts ta be submitted eatly next year,

DCC charging

EDF Energy agrees that that the proposed legal drafting provides the scope for an explat
charge related ta Services within the DCC User Gateway Services Schedule 1o be sot to
2efo. As noted in the consultation document this amendment enables the DCC 1o set
these charges to zero and recaver the costs of these services thraugh the fied per meter
charge, as proposed in their letter of 22 May 2014, We believe that if this is enacted then
the RCC reporting should be expanded to include use of Service Requests by SEC Party
Category, This wall provide assurance to SEC Parties that there & no significant cross
subsidisation between SEC Party Groups, and also ensure there is sufficiont information
available to support a change to the charging methodology that is eost reflective,

Non-Domestic Opt Qut

EDF Energy remains concernced about the current policy far non-domestic Suppliers to opt
out of DCC Services. Aside the general security requirements and communications
sernces that will need to be rephicated by opted out suppliers of SMETS 2 matering
systems, we do not agree that a communications hub remaved from a non-damestic
property should be accepted back to the DEC without termination penalty if there is no
fault with the unit. We believe that this practice adds eost to the industry as it requires a
re-visit and installation if the customer ever churns to anather supplier and re-accesses
DLC services. As such this practice could be deemed anti-competitive as it could restrict a
customer from churning due to the cost and inconvenience of a second installation
Process.

Security

We believe that good progress has been made in the consultation on Security Governance
and SMEI. However, we are concerned that the Central CIO wall mave from the principle
of risk management that is mandated in the SEC to a mare prescriptive =Security Controls
Framework”. ‘We believe that 15027001 already sets out a suitable framework and
therefore we do not believe there is a need for the CI0 to create anything new or
additional as this will add cost and could potentially lead to confusion.

Furthermore, the proposals for three-year rolling supplier assessments by the CIO are
onerous. We do not believe that full assessments are required for years 2 and 3, if
suppliers already have appropriate cetification from UCAS Accredited
Bodies'Organisations for the same scope.
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We believe that every Supplier Party, whether large or small, should have a seat on the
Security sub-Committee. As security is such a fundamental requirement of smart meters,
we propose that all Suppliers sheuld be able to sit on the committee providing that the
member has the corect security experience and skills 1o add valus to the qroup,
Excluding any Supplicr Pasty could put them in & vulnerable position that could, in turn,
risk the integrity of the entire smart system.

W remain concerned that the operational processes associated with many of the SKE]
security Requirements have yet to be defined and developed, therelore making it difficult
ta understand whether they are actually fit-for-purpose

SEC Party IDs

The description within the consultation document and the draft legal text does not dearly
articulate the relationships botween Party 1Ds, User 105 and the Market Participant IDs that
Parties use for the purposes of the MRA and the UNC. We require further clanfication on
howe these relationships work and how they wall ensure that User entry and registration
based access contral are implemented appropriately, \We believe that the roll-out of smart
meters and the creation of a new centralised, dual fuel system provides the opportunity ta
reduce the number of IDs that suppliers must operate under and realise associated
efficencies. We note that most of these IDs are only present due ta historical mefgers
and acquisitions. The creation of new systems and processes should enable the industry
to move away from a reliance on these redundant ids for access control and instead
enable suppliers to adopt a single 1D that reflects bath their structure and wystems.

Disaster Recovery

Finally, we nate that changes have been proposed and new legal text added regarding
business continuity and disaster recovery processes in Section 7.7 of the consultation, yet
na question or comments have been asked on this matter, We are nat sure whether this
s intentional or an oversight. After review we find that we agree with drafting but
befieve that the additions could easily have been overlooked and shauld have been
included wathin the consultation,

Qur detalled responses are set out in the attachment to this letter. Should you wish 10
discuss anv of tha issnes raicadd in nor response or have any queries, please contact
I confirm that this letter and its attachment may be published on DECC's website.

Yours sincerely,

I e —— oy e e —— T —



é:-ﬁm

o B
€DF

EMNERGY

Attachment

Smart Metering Implementation Programme - A Consultation on New Smart
Energy Code Content {Stage 4) and consequentialf associated changes to licence
conditions

EDF Energy's response to your questions

Parties Invelved in the Provision of Communications Hubs

Q1. Do you agree with the requirement for the DCC to consult SEC Parties on
future tranches of Communications Hubs procurement?

EDF Energy agrees that the DCC should be required to consult with SEC Parties to ensure
that appropriate vaniants are available ta support suppliers” roll-out plans. However, we
understood that the tranche arrangements in the SEC were assocated with financing
drrangements and not procurement arrangements, From the discussions at IMF it has
been confirmed that the third party financing arrangements for the first tranche of comms
hubs is agnastic to the HAN technology that s provided. If this is the case it is not clear
why the SEC should link tranche financing to procurement, Instead the DCC should be
required to consult with parties to understand what their comms hub requirements are,
This s required to ensure that parties can fully understand and follow the approved
procedures to forecast and arder the correct number and type of communications hubs
required in the appropriate locations at the right time, This would help to ensure that the
very challenging roll-out plans will not be compromised due 1o the availability af product.

We agree that Section FA.10 of the legal deafting adequ alely covers the requirement foe
the DCC to consult with parties regarding any new variant of communications hub.

Q1. Do you agree with the proposed approach to allow SEC Parties (which will
include MOPs) to forecast, order, take delivery and return uninstalled
Communications Hubs?

EQF Energy will be forecasting and ordering all of our ewn devices, and so can see no
requirement for this provision from our perspective However, we recagnise that other
suppliers may choase to allow third party installers the apportunity to order and receive
their own batches of communications hubs.

If this approach is implemented then the charging methodelogy should ensure that all
parties ordering and recenving communications hisbs will be subject to the same payment
and forecasting requirements as are applied to Suppliers, All SEC. Parties should be paying
for communications hubs from the point of delivery, regardless of whether they are a
Supplier or MOP.

Communications Hub Support Materials

Q3.  Doyou agree with the propesed approach and legal drafting in relation to
the development of the Communications Hub Support Materials?

The Communication Hub Support Materials have great value to SEC Parties and the
industry. They should ensure that consistent processes are follawed by all Parties. We
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behieve that the documents should be maintained as subsidiary documents to the SEC so
that they can be subject to the governance arrangement and change control of the code.

We are concerned that these documents are still in draft form and not yet agreed and
baselined. We believe that there are some significant issucs outstanding. For example,
we required clarification of who will caver the resource costs of accompanying a CSP
representative to the homes of customners to accredit installers work, These costs could be
significant and distract supplier's skilled resource from their pimary function, We think
that it is essential for decisions to be made and the documents approved as soon as
practicable,

seclion X7.3 specifically requites that support materials should be available in “draft’ form
in advance of the first communications hub forecasts being provided. We do nat believe
that this is sufficient and recommend that the documents are baselined by this point and
subject to SEC change control

Communications Hubs Forecasting

Q4. Do you agree with the proposed approach and legal drafting in relation to
forecasting of Communications Hubs?

ECF Energy agrees that, based on current assumptions and plan, the approach 1o
communications hub farecasting is appropriate. However, we remain concerned that
there are still many variables impacting the rell-out of smart meters. Suppliers risk
significant over, or even under lorecasting of communications hubs. Creating any
unnecessary additional compliance risks would be unwelcome and eould result in
increased costs o Conswemers,

The ability for Suppliers to rall-out smart metering systems, including eemms hubs is
dependant on a fully operational and functioning DCC. It would appear inappropriate for
supphers to be held ta their comms hub forecasts or charged the comms hub stock rate if
central systems are unavailable, of IF their roll-out volume is constrained due to inadequate
testing and proving of DCC systems. W therefore believe that the SEC should be
amended so that supplier forecasts can be amended and comms hubs charging relaxed if
DCC systems are unavailable or unable to support Supplier demand,

section F5.2 af the legal draft generally reflects the appreach suggested by DECC:
hawvever, the ability to forecast the number of communications hubs to devicefmadal levol
ten months prior to delivery concerns us as there will be a heavy reliance on the DCC to
provide accurate WAN coverage information. For instance, the number of
communications hubs required for "in fill' will need to be known at post eode level to
ensure that sufficient meshing technology is deployed. We do not agree with Section
F3.5¢ that; suppliers would be required a1 the request of the DCC to re-visit a perfectly
aperating nan-meshing property ta replace the communications hub with adequate in-fill
technolagy free of charge. Accurate information available for forecasting would have
avaided this revisit and additional unnecessary work. Suppliers should be paid a liquidated
damage per section F3,18, to revisit a praoperty that requires an upgrade for the purpose
of completing a communications network when incorrect information was made available,
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Q3. Do you agree that forecasts that are submitted from the tenth month
before a delivery month should indlude the numbers of Device Models to
be delivered in that month in each region, and these should be subject to
the specified tolerance thresholds outlined?

EDF Energy recognises that the forecasts which are submitted from the tenth manth I
0 delivery should be split by Device Model. This infarmation will rely heavily on the
caverage data provided by the DCC. We remain concerned about the qualty of DCC
coverage infarmation and our reliance an this data for ensuring that we forecast and
arder the carrect variant. Consideration should also be given as ta whether supplier
forecast requirements should be relaxed if the DCC is not meeting its target or minimur
performance measures in these areas as this will have a direct impact on 1he accuracy of
our forecasts, Please see our response to Question 4.

Furthermore, as the initial communications hub orders will be dug in earky 2015, we
would Iike 1o understand what will happen to the forecasts if the DCE tnitial Live
Operations does not happen as planned on the 1 December 2015, Suppliers could
potentially start to build up a stock on SMETS 2 communications hubs and have no
mechanism 1o stop the orders,

Communications Hubs Qrdering

Q6. Do you agree with the proposed approach and legal drafting in relation to
ordering of Communications Hubs?

EDF Encrgy agrees that the approach and legal draf ting in relation to ordering of
Communications Hubs is generally appropriate. We recognise that to achieve the best
price, the DCC requires certainty of orders and type such that the manufacturers are able
to deliver the relovant quantities as required,

We note that Section 5.12 states that if no forecast has been recelved for a particular
month, a party "shall be deemed to have submitted a foracast of rero for each of the
moniths of the period to which that Communications Hub Forecast should have related .
We do not believe that this wording correctly resolves the issue of a missing order and
should be rewarded to ensure that an order equal to the previous manths forecast is used
instead. This alternative would then ensure that the Supplier meets the minimum order
level described in Section 5.13c.

Communications Hubs Delivery and Handover

Q7. Do you agree with the proposed approach and legal drafting in relation to
delivery and handover of Communications Hubs?

EDF Energy agrees with the proposed approach and legal drafting in relation to delrery
and handover of Communications Hubs, We believe that the Support Materials
adequately cover the issues in question as they follow standard industry best practice. We
would however, Iike to understand how lang it wauld take the CSP te re-deliver any
damaged communications hubs. Suppliers require more certainty as this will impact our
stock requirements and forecast and ordering arrangements. The current lack of clarity in
the process may encourage suppliers to deliberately aver erder on the expectation that a
certain percentage will be returned, or force suppliers to carry a larger stack of comms
hubs to cover damages prior to delvery. Both of which increases costs to cansumers. A
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clearly defined requirement would cvercome this risk and provide an incentive on the DCC
to ensure they have appropriate standards far manufacturing and logistics

Communications Hubs Installation & Maintenance

Q8. Do you agree with the proposed approach and legal dralting in relation to
installation and maintenance of Communications Hubs?

EDF Energy is concerned that some af the outstanding issues highlighted by the working
groups have not yet been addressed sufficiently. For instance, we belipve that smart
metering installers should have the appropriate skills and qualifications to work on bath
0as and electricity, It is not elear that the replacement of a communications hub rogquines
the same skill set and qualifications Competent individuals trained to replace
communications hubs alone, should ba accredited to break and replace seals, wilh
suitable alternatives, rather than requiring fully trained installors to spend time on
relatively straight forward processes. This would allow tully trained installers 1o continge
installing full metering systems rather than be distracted by re-working and fault
resalution

distingt lack af urgency o engage stakeholders and 1o develop potential options, The
knock-on impact is that Service Users are unable to camplele aspects of their own designs
of to develop their solutions. This adds further risk 1o the readiness of suppliers 1o
temmence Integration Testing of 1o meet the 2020 installation target.

Communications Hubs Removal, Replacement and Returns

Q9. Do you agree with the proposed approach and legal drafting in relation to
removal and returns of Communications Hubs?

EDF Encigy generally agrees with the propased approach and legal drafting in relation to
removal and returns of communications huhs, Hawever, we do not agree that as an
installing supplier should be obliged to pay for a higher specification installation that only
benefits our competitors.,

Q10. Do you agree that thero should be an abligation for the first installing
supplier in a dual fuel premises to take all reasonable steps to install a
communications Hubs that would work with both the smart meter that it
is installing and the smart meter of the other fuel type?

ECF Energy recognises the intent behing requinng the first installing supplier in a split
supply premise to take all feasonable steps to install a communications Hubs that would
work with both, the smart meter that it is installing and the smart mater of the other fusl
type.  However, we are not sure haw wi will be able to dotermine whether or niot thio
equipment we are installing will work for the other fuel type without spending time trying
to establish secondary communications links. This will take time and be an un-forecast
cost on the initial supplier,

EDF Energy also fundamentally disagrees that supplies should be required to pay a
Premium for a device solely for the benefit of a competiter. This could also lead to
unintended consequences if it encourages suppliers to delay their single fusl customers 1o
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the end of their roli-out to avoid these premium costs. This would appear 1o be
unreasonable and uncompetitive behaviour,

Ultimately, we believe that dual band comms hubs should attract the same chaige as
single rate comms hubs. This will remove the incentive en the first supplier to install the
cheapest comms hub, that may not provide connectivity and also ensure that there are no
cross subsidies between Supplers,

Communications Hubs Returns Categories

Q11. Do you agree with the Governments proposals in relation to the processes
to determine the reasons for early return of Communications Hubs?

EDF Encrgy believes that suppliers should not be penalised and charged for returming
faulty communication hubs that, when tested in the laboratory, subsequently works and
an be categorised as ‘no fault found’. We believe that this would penalise an instafling
supplies for following the processes contained in the Support Materials. Furthermore, we
beheve that a communications hub described in Section F9.5¢ as *refurm of 2
Commurnications Hub fo the DCC due fo a Spacial WAN-Variant Instaliation” because the
supplier has been requested 1o replace a full funclioning commurication hub, should be
classed such and that a liquidated damage is paid to suppliers specifically if the detail
displayed on the DCC's WAN coverage tool is incorrect, These returns shauld nat be
considered as one of the CH Type Faults described in Section F9.17 and subject to being
part of the 0.5% fault threshald,

EDF Energy does nol agree that a communications hub remaoved . from an apted-oul, nan-
domestic property should be accepted back to the DCC without a termination penalty if
there is no fault with the unit. We would nate that if a customer has previously been
enfolled in the DCC then the decision 1o opt out would appear to be driven by the
supplier and not the customer, As such, the supglier should be expased to the costs of
thase decisions. We therefore believe that a supplier wha wishes to opt out af the DCC
should either pay a minimal rental charge or an asset returmn charge, We are concerned
that providing a free option to return the comms hub would add costs 1o the industry, as
any opt infopt out would reguire a site visit to support. As such this practice could be
deemed anti-competitive as it could restrict a custemer from churning due to the cost and
inconvenience of a second installation process.,

Transitional Requirements Communications Hubs Forecasts and Orders

Q12. Do you agree with the proposed approach and legal drafting in relation to
the transitional requirements for Communications Hubs forocasts and
orders?

EDF Encrgy agrees with the proposed approach and legal drafting in relation to the
transitional requirements for Communications Hubs Torecasts and orders although we
remain unclear about the mechanism we will use to place our initial order. If transitional
arrangements are to be adopted, then it is important that the DCC adapts approqiate
controls and chedks for the submission of these orders. We alsa nate that this wall requirg
mcarporation into the SEC prior to Users submitting forecasts.
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Consequential Changes to the DCC Licence

Q13. Do you agree with our proposed changes to the DCE licence 1o require the
DCC 1o offer services to non-SEC Parties where required to do so under the
SEC?

EDF Energy agrees with the proposed changes 1o the DCC licence to require the DCC 1o
affer services ta non-SEC Parties where required to do so under the SEC.

Provision of Communications Hubs for Testing

Q14. Do you agree with the proposed approach and legal drafting in relation to
the provision of Communications Hubs for testing?

EOF Energy agrees with the proposed approach and legal drafting in relation to the
provision of communications hubs for testing; however, we note that the ability to tost
with comms hubs s dependant on the availability and access to test environments,
Withaut this the provision of a comms hub for testing purpases has limited if any value.
Wi are very keen to ensure that the communications are available for testing as soon as
possible and suppliers are provided with access to tost environments by the DCC 1o
support their devices

We would expect that support materials are provided 1o suppliers to help them install,
cormmission, use and test the fest devices and environments

Security Governance
Q13. Do you agree with the legal drafting in relation to Security Governance?

EDF Energy is concerned that there are only spaces for six Large supplier representatives of
the Secunty Sub-Committee when there are currently cight or nine suppliers that
technically sit within this group. The key requirement for shautd be ta ensure that all
representatives, should have the necessary security expertise and skills to contribute to the
tasks of the Sub-Committee to suppart the SEC Pansl We recommend that the legal
drafting is changed to reflect that all suppliers, if they wish, can become a member of the
Secunty Sub-Committes,

Security Assurance

Q15a. Do you agree with the Governments proposals in relation to Security
Assurance? In particular on:

* the proposal for the SEC Panel te procure a central CIO on an initial basis;
= the proposal for Users to meet the costs of secu rity assessments that are
undertaken at their erganisation;
*  the proposal for a three year rolling cycle of security assessments to be
used to provide assurance on Users;
the process for identifying and managing non-compliance; and
the assessment arrangements proposed for DCC.

EDF Energy accepts the principle that the costs of security assessments should be paid for
by the party being assessed. However, these costs must be reasonable and not open-
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cnded. As such, we believe that a published rate-card should be agreed, as it is needed
for reasons af forecasting and transparency.

We are concerned that there is a risk that the Central CH will move from the risk
management principle of ISO27001 that is mandated wilthin the SEC 10 a maore
prescriptive "Security Controls Framework”, 15027001 already sets out a framework and
therefore we do not believe there is a need for the CIO to create any new or additional
FECUirements.

EDF Energy agrees with the principle set out in paragraph 132 of the consultation where it
stales; "As an example, a User who is certified to the ISOAEC 27001 standard, 1o which
the SEC security obligations are aligned, should find their assessment takes lass time than
if they did nat have this certification in place. "However, this does nat seem to be born
aut in the Legal text [GB.28] where it only suggests that” The Independent Security
Assurance Service Provider: {a) may in its discretion, and shall where directed 1o do so by
the Security Sub- Committee: (n) in carrying out any User Security Assessment, take into
account any relevant security accreditation ar certification hekd by the relevant User™, This
should be re-drafted 1o give greater credence to appropriate 15027001 certifications; we
suggest the wording should include =The Independent Security Assurance Service Provides
shall accept Certifications aligned with G5.17 as authoritative®.

The proposals for three-year rolling supplier assessments by the CI0 seem overly onerous.
W do not believe that full assessments are required for years 2 and 3 il supplers already
have appropriate certification from UCAS Accredited Bodies/Organisations for the same
scope. The Security Sub-committee should accept evidence of alignment or compliange
for years 2 and 3 from existing certification visits, with potential 1or ro-assessment where
dlignment of comphance cannat be demonstrated, or where there have been significant
changes to supplier's systems or processes.

Finally, we are eoncerned that the subsequent repart produced by the CHO [GE.21] would
be shared with the Security Sub-Committee. We believe that sufficent protection should
be in place prior to this report being shared, either through the use of a binding non-
dischosure agreement er redaction of commeraal sensitive material if no issues are
identified,

Privacy Audits

Q16. Do you agree with our proposed appreach and legal text for SECin
relation to Privacy Assessments?

EDF Energy believes it is necessary for a clear and robust Privacy Assessment approach,
recagnising the senssteve nature of the persanal information that can be gathered from
smart meters. Without such an approach, there would be potential impacts to customers
and DCC Users if such information was used inappropriately, Such misuse could have a
significant and negative impact upon the roll-out of smart meters and realisation of the
patential benefits. We strangly believe that there should be a level playing field across
each category of DCC User so that every party is subject to the same consistent approach
12 Privacy Assessments.
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Q17. Do you agree with the specific proposals for undertaking random sample
compliance assessments?

EDF Emergy has demonstrated its commitment to the SEC security and privacy obligations
by undertaking 150 27001 certification. Whilst we welcome the proposals for random/fad-
haoc Privacy Audits, we would expect the application ef that approach 1o be tailared 10
indvidual Party’s existing level of Certification or maturity. 150 27001 already requires
random compliance assessments, Wi would welcome that rigour to be extended 10 non-
licensed or non-certificd Parties 1o ensure customers receive the same levels of protection,
regardless of which party is secking access to their sensitive data,

Q18. Do you agree with the proposal for Users to meet the costs of the privacy
assessments that are undertaken at their organisation?

EDF Energy accepts the principle of meeting the costs of privacy assessments undertaken
at their organisation but these costs must be reasonable and nat open-ended. As such,
wi believe that a published rate-card should be agreed as it is needed for reasons af
forecasting and transparency.

Q19. What are your views on potential future changes to the SEC to provide for
reporting the results of privacy assurance assessments bodies such as
Ofgem, DECC, ICO and Parties generally?

EDF Energy recognises there is patential value in sharing 'lessons learnt’ and ‘key
recammendations” associated with best-practice in the privacy domain. However, we do
not believe that it is necessary or appropriate that complete privacy assessments should be
shared on a more general basis. The information containad in these reports i likely to be
confidential and may have future legal implications. Where a Party is found to be non-
complhant there is a requirement for the Party te report on remedial action progress to the
Fanel, who can at that stage, make a decision on whether or not 1o reler the matter to
the appropriate privacy assurance body as an escalation route,

We believe that SEC Parties should undentake routing independent privacy assessments
and declare ta the Panel that they have been undertaken, If a Party is found to be non-
caompliant, that Party should repaet that fact to the Panel, together with remedial plans to
rectify the matter, At that point the Panel can decide whether or not it would be
appropriate to escalate the issue to the relevant privacy assurance body.

Consumer Consent for Connecting Consumer Devices

Q20. Do you agree that the proposed legal drafting reflects the position
reached in the SMETS2 consultation response, that Users should be
required obtain consent and to verify the identity of the energy consumer
from whom they have obtained the consent prior to pairing a CAD?

EDF Energy agrees that the legal drafting would appear appropriate to require Users to
obtain consent and sdentify the consumer prior to pairing a CAD as this wall help ensure a
trustworthy and transparent approach.
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Security Requirements

Q21. Do you agree with the proposed updates to the Security Requirements
and the associated legal drafting?

When the scope of the User Systems was ariginally set, the functionality of the Self Service
Interface (555 was not understood a worst case scenana had been assumed for seCurity
requirernents, Now that the functionality of the 551 has been established it is clear that no
services are critical to the operation af the smart meter infrastructure, and as such, the 551
should not be in scope of User Systems fA change to the gafinition of Usor Systems is
requited, as discussed and agreed at TSEG on 315t July 2014

ECF Energy supports the principle thal no single points of vulnerability exist within the
systern as a whale, We also support an enhancement 1o the current obligations to ensure
separation is extended 1o personnel designing and developing critical aspects of the
Information Systems well as the physical companents

We believe the other proposed updates and legal drafting are acceptable. Hewever, the
operational processes associated with many of the Secunty Requirements have yet to be
defined and developed, therefare making it difficult to understand whether they are
actually fit-for-purpose. it would make sense to review the proposals and legal drafting
alangsde the definition and development of processes 1o remave the nead for further
changes.

Q22. Do you agree that we should also incude in the SEC obligations on the
DCC and Users which limit the future dating of commands to 30 days?

EDOF Energy agrees that it would be sensible to include SEC Obligations on the DCC and
Users to mit the future-dating of commands to 30 days,

Further Restrictions on Parties Eligible to Subscribe for Certain Certificates

Q23. Do you agree with the proposed approach and legal drafting in relation to
which parties are eligible to subseribe for specific Organisation
Certificates?

EDF Energy agrees with the proposed approach and legal drafting in relation to which

parties are ehgible to subsenbe for specific Organisation Certificates.

Requirements on DCC to Establish Certain Certificates to Facilitate Installation

Q24. Do you agree with the proposed approach and legal drafting in relation to
the Organisation Certificates the DCC must subscribe for in order to
support installation of Devices?

EDF Energy agrees with the proposed approach and legal drafting in relation to the
Organisatian Cerlificates the DCC must subscribe for in arder to support installation of
Devices
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Q25. Do you agree with the proposed approach and legal drafting in relation to
the date on which the DCC must start providing live certificates, in
particular the proposal to turn off the DCC's response time obligations
until the Stage 2 Assurance Report (see section 6.6) has been produced?

EDF Energy agrees with the proposed approach and leqal drafting in relation to the data
on which the DCC must start providing lve certificates, \We are conlent that the
Performance Standards will not be enforced for up 1o 12 weeks after the commencement
af Interface Testing. However, we would expect the DCC to take “all reasonable steps’ ta
maintain the Perlormance Standards prior to this point,

Requirements for Certain Certificates to be Placed onto Devices

Q26. Do you agree with the proposed approach for all Network Parties to have
established SMEKI Organisation certificates?

EDF Energy does not intend to pre-allocate devices to specific Distribution Networks
during the manufacturing phase. That would constrain future flexibility and might add
unnecessary logistical complexity and cost to the rall-eut. We plan to assign devices to
the correct Distribution Metwork at, or shortly after, device installation. Hence, an
approach which allows supplier 1o install their Organisation Certificates instead af those of
the Network Party during manufacture is a sensible compromise.

We agree with the obligation that suppliers must ensure that the correct Network Party
Certificates are placed on relevant devices (Smart Meters and Gas Proxy Functions) within
sevien days of commissioning

Q27. Do you agree with the proposed approach for Non-User Suppliers to have
established SMKI Organisation certificates?

EDF Energy recognises the need for an interim arrangement to cope with User to non-User
churn. The selution is consistent with the Transitional Change-of-Supplier procedures;
hence, we agree with the proposed approach, We would, however, ike to understand
how the secure Non-Gateway Interface would eperate and provide support to nan-Users

Qi8. Do you agree with the proposed approach and legal drafting in relation to
specific SMKI Organisation Certificates placed on specific Devices?

EDF Energy agrees with the proposed approach and legal drafting in relation to speafic
SMEI Organisation Certificates placed on speafic Devices. This approach reflects the
approach that has been shared in design ferums. We also agree with and recognise the
need for the reflinement of the legal drafting once GBCS is issued at Version 1.0
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SMEKI Test Certificates

Q25. Do you agree with our proposal to require DCC to provide Test Certificates
to Test Participants (who, in the case of non-SEC parties, will have to be
bound by an agreement entered into with the DCC) only for the purposes
of Test Services and testing pursuant to Section T of the SEC, and to not
require DCC Lo provide a Test Repository? Please provide a rationale for
your view,

EDF Energy doos not believe thal we have enough contextual information to respond to
Question 29 confidently. The DCC has not presented a Change Request 1o TEDG 1o
remove the oblgation to provide an SMEI Test Repository nor has it provided sulficient
context here for stakeholders to respond appropriately.

Test facilities are an impaortant component of robust development processes. They
support design assurance activities which delver stepping-stanes in the development of
operaling processes and enduring solutions, Once the designs are mature, it is normal to
retain the test environment and run it in parallel with the production system, so that it can
be used to replicate and investigate operational defects. I the DCC does not deploy a
Test Repository, it is reasonable ta presume that aspects of future defect investigations will
be performed using the live solution. This is not good practice, particularly within a
component of Cribcal Mational Infrastructure.

DCC User Gateway Services Schedule

Q30. Do you agree with the proposed approach and legal drafting in relation to
the DCC User Gateway Services Schedule?

EDF Encrgy broadly agrees with the proposed approach and legal drafting in refation to
the DCC User Gateway Senvices Schedule, We naote that this schedule is dependent an
bath, the GBCS and on the DCC User Gateway Interface Specification which are not yet
limalised. It is therefore likely that this schadule will need 10 be updated Turther as a
conscquence af updates being made to these other documents. ©n this basis we regard
this schedule as being work in progress.

We are pleased to see that the Target Response time for the Update Security Credentials
{Ca5) has been amended to 30 seconds from 24 hours. Supplers will need to be able to
configure a smart meter that churmns to them as quickly as possible after the start of their
registration. The response to the Update Security Credentials (Ca%) is required in order to
initiate this process so it needs to have as shart a response time as passible,

We also have the following comments an the current drafting of this schedule:

=« We believe that the Read Instantaneous Export service (ref 4_2) should be made
available as a scheduled service. Export Suppliers will need to access regular reading
data for the Expait Registers on the smart meter for the purposes of managing their
relationship with the customer. As there is no equivalent of the Billing Log far
exporl data this will need to be retrieved periodically from the meter, the Export
Supplier should be able to schedule such requests with the DCC rather than having
to manage the reqular retrieval of this data via a schedule that they manage.
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We believe that the Add Ausiliary Load to Boost Button service (ref, 7.9) should have
a target response Ume of 30 seconds and not 24 hours, |t is likely that the
installation of a boost button will eccur as part of the installation and commissioning
on an ceclricity smart matering system, and therefore the successlul addition of the
boost button will need to be canfirmed during the installation visit. We believe that
the Target Response should be amended 1o 30 seconds 1o align with the other
services that are required as part of the installation and commissioning process.

Mate 1 on page 14 of the schedule references Section H3.17, however, based on the
proposed SEC 4 drafting this should be Section H3.23. We ako note that section
H3.23 states that the DCC Services Schedule will determine which services are
available on an *On-Demand’, ‘Future-Dated’ and “Scheduled” basis, and this note
states that this detail will actually be provided by the DUGIS, We believe that for
clarity this detail should either be included in the DCC Services Schedule, which does
already include references to which services can be scheduled, or that section H3.23
should refer directly to the DUGIS instead,

On page 17 of the schedule "shall by the month® should read *shall be the manth,

User IDs, DCC IDs and Party 1Ds

Q3.

Do you agree with the proposed approach to centrally procure a EUI-G64
Reqgistry Entry?

EDF Energy agrees with the proposed approach to procuring EUI-64 compliant 10s for use
by Users and by the DCC, this central approach will reduce the complexity and the cost 1o
users for procuring such IDs. We nole that the SEC 4 dralting refers to a new *ID
Allacation Frocedure™ being created that will set aut the detailed process steps, it must be
ensured that when developed this procedure sets out clear obligations an the timeliness of
provision of 1Dy

032,

Do you agree with the intention to create a ‘Party 1DV, enabling access to
the Seclf Service Interface at a Party level?

EDF Energy does nat believe that sufficient clarity has been provided, either within the
consultation document, or within the proposed SEC drafting, as to the role that the new
Farty ID wall have and the benefits that thes will deliver, The consultation question notes
that this wall enable access 1o the Self Service Interface at a Party rather than at a User
leved, which is a principle that EDF Eneegy Supparts. However, it is not dlear how the
proposed introduction of the new Party 1D achieves that outcome.

Wi believe that there is a need to more dearly articulate the relationships between Party
[D%, User Ids and the Market Participant IDs that Parties use for the purpases of the MRA
and the UNC. We require further clarification on how these relationships work and how
they will ensure that User entry and registration based access control are implemented
appropriately. This is specifically a concemn in regards to the process described in Section
H4a.20 relating to Cas Update Security Credentials service requests, it is nat clear how the
Cas Party will be able ta map the Usar ID for the Servce Request 1o the Markel Participant
IDs held in registration data, which according to the legal toxt are associated with Party
[Ds and not with User IDs.
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Provision and Use of User Gateway Connections

Q33. Do you agree that the proposed legal drafting accu rately reflects the
process by which the DCC will provider connection the DEC User Gatoway?

EDF Energy agroes that the proposed drafting accurately reflects the process by which the
BCC will pravide connections to the DCC User Gateway,

Q34. Do you agree that the drafting meets the needs of both DCC and its Users
in establishing, maintaining and terminating connections? Please provide a
rationale for your views and indude any supporting evidence.

EDF Energy believes that the drafting meets the needs of both the DCC and its Users in
establishing, maintaining and terminating connections. The dispute process provides
sufficient protection for Users requesting or upgrading connections, where Users can
cscalate isues to the Authority if the costs proposed by the DCC are deemed by the User
to be inappropriate.

Processing Service Requests

Q35. Do you agree with the proposed approach and legal drafting in relation to
Processing Service Requests?

ELF Energy has a number of concerns with the propased approach and legal drafting in
relation to Processing Service Requests. We remain concerned that many of the
operational processes associated with the DCC User Gateway Interface Specification
(DUGIS) are still to be defined and developed. Therefare, it is difficult to understand how
the obligations will be enacted or whether they are actually fit for purpase, \We belicve
that it would be prudent to continue review the legal drafting alongside the definition of
processes and these are darified to remove the need for further changes at a later date.

We alsa have the following spedific comments in relation to the revised text in section H4:

We do not agree with the drafting of section H4.2. As worded this places an absolute
obhigation on a User to not send Service Requests to a “suspended’ dovice. We belisve
that this needs to refer to the User taking all reasonable steps to not send Service
Requests to a "suspended’ device as it may be the case that they do not yet know that
that device is suspended, as no speaific timescales Tor such a notification are set out in
section HE.13.

We also believe that the drafting of section H4.2 is incarrect. The intention of this section
as set out in the consultation is 1o allow a device to be unsuspended through the
apphication of a firmware upgrade. This Service Request will not result in the Panel adding
the correspanding Device Model to the Certified Products List as stated in the draft legal
text. We therefore believe that section H4.2 shauld read:

A User shall take all reasonable steps to only send Service Requests in relation to
Devices which have an SMI Status of “suspended” where the User reasonably expects
that {as a result of the successful execution of such Service Requests) the Device will
have a correct Device Model that is on the Certified Products list.”
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Also, as nated in the response to question 32 it is not chear how the CoS Party will be able
to map the User 1D for the Serice Request to the Market Participant [Ds held in
registration data for the purposes of the required validation checks. According to the
legal text the Market Participant 1Ds are associated with Party 1Ds and not wath User |Ds,

Smart Metering Inventory and Enrolment Services

Q36. Do you agree with the proposed changes to the approach and legal
drafting in relation to Smart Metering Inventory and Enrolment Services?

EDF Energy largely agrees with the approach and legal drafting in relation to the Srmart
Metering Inventory and Enralment Services, However, we nole that the SEC sets out the
obligations on Users and on the DCC, but not the detail of how these abligations will be
achieved. The detail of these processes will need 1o be set out in the relevant SEC
subsidiary documents (for example, the User Gateway Interface Specification) 1o ensure
that all parties are able to meet their obligations in a timely and consistent manner,

Wi have significant concerns regarding the obligations that are set out in section H5.34
and H5.36 of the legal tex!, These sections relate 1o the obligations on the DCC o
Supplier to ensure that the relevant device regenerates its Private Keys and that at least
one of the Organisation Certificates on the that device s replaced. The legal drafiling
states that, where one or bath of these actions fail, that the Lead Supplier must replace
the device wathin seven days of the commissianing of the device,

EDF Energy considers these obligations ta be overly onerous and disproportionate to the
patential impact that such a failure has on the indnidual smart metering system and on
the end to end smart metering system. It neads to be recognised that, in order ta replace
any device within a customer's premises, that an appeintment wall need 1o be made with
the customer. The Lead Supplier is not in full control as to when the device is able to be
replaced and so an absolute obligation 1o undertake such a replacement within a set
nurmber of days is not appeopriate, This obligation should instead refer to taking all
reasonable steps or similar wording. :

We also consider the timescale of seven days to be overly restrictive and not reflective of
the impact that such failures have. Where such failures occur the potential risk is to the
confidentiality of data related to a single device, not to a wider group of customers or to
the end to end smart metering system including the DCC, While this impact could be
significant for an indwidual customer, their smart metering system is providing the
customer facing functionality and so any requirement 1o stay home for another
appointment could be regarded as being inconvenient of onerous. We believe that a
more reasonable timescale for such replacements should be considered, alongside the
propased change to oblige the Lead Supplier to take all reasonable steps to underake the
replacement

Prablem Management

Q37. Do you agree with the proposed approach and legal drafting in relation to
Problem Management?

EDF Eneegy broadly agrees with the proposal to include ebligations regarding Problem
Management in the SEC. However, we do not believe that the obligations set out in
section HI fully reflect the necessary requirements and ebligations in regards to Prablem
Management.
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The changes to the legal drafting provide visibility of Problems to Users, but do nat detail
I Problem Management processes will be used to prevent prablems and resulting
incidents from eceurning, to eliminate recurring incidents, or to minimise the impact of
incidents that cannot be prevented, We believe that Turther detail in this regard should be
included, either in the SEC or within the relevant subsidiary documents, for cxample in the
inodent Management Policy.

Service to allow consumers to find out which users have accessed their
consumption data

Q38. Do you agree with the proposed approach and legal drafting in facilitating
provision of a service to consumers to allow them to find out which Users
have accessed consumption data from their meters?

EDF Encrgy agiees with the proposed approach and legal drafting in regards to the
pravision of a 'transparency service” through the DEC's Self Service Interface. Customers
need 1o be able 10 understand wha has been provided with their persanal data to ensure
that all access is legitimate. The 'transparency service’ will support the identification of
Inappropriate access to personal data, and help to promate consumer confidence in smart
metering,

Q33. Do you agree with the proposed approach of not requiring any User to
offer a transparency service to consumers at this stage?

EDF Energy agrees that there is no clear case for requiring any User to offer to provide the
"ransparency service’. We believe that Users, and speafically Supplicrs, will want to offer
this service ta their consumers as part of their normal relationship with the customer, and
a5 this service will be accessed via the DCC's Self Service Interface the cost of providing
such a service should be very low.

As part of the introduction of this service it wall need to be considered how consumers will
be made aware that such a service exists and how they would access this service, The
next steps to be taken by a consumer should they discover that a User has accessed their
data without their permission also need 1o be made clear. This may be a subject that
should be referred 1o Smart Energy GB for consideration for inclusion in their
communications regarding smart metering and the seivices that are available to
consurmess as a result, The sanctions that would be faced by any User that does access a
consumer's data without their consent also need to be made clear within the SEC.

Definition of a Large/ Small Supplier Party for the Purposes of Interface Testing

Q40. Do you agree with the proposal to provide for a date in the SEC when any
assessment of whether a supplier is large/ small for testing purposes is
made? If not, please provide evidence for why this approach would not
work and what alternatives should be used.

EDF Energy agrees with the proposal to provide a date when the assessment of whether a
supplier is larged small for testing purposes is made. Suppliers that wall need to be
involved in User Interface Testing (LIT) in June 2015 wall require a lead time in order 1o be
able to achieve these requirements. The DCC also need to have early certainty as to the
number of suppliers it will need to cater for as part of UIT.
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We further agree with propasal included in the consultation that this date be set at the
end of 2014, providing suppliers with six months” notice of the requirement 1o participate
in UIT. We nate that most suppliers who will be subject to the requirements regarding
large suppliers will probably already be aware of that requirement but certainty shoutd be
pravided via the SEC,

Registration Data

Q41. Do you agree with the proposed approach and legal drafting in relation to
registration data text alignment?

EDF Energy agrees with the approach and associated legal drafting as we believe it
delivers alignment 1o registration data text.

Provision of Data for the Central Delivery Body

Q42. Do you agree with the proposed approach and legal drafting in relation to
provision of market share information to the COB including Ofgem
determining disputes between the CDB and the DCC?

EDF Energy agrees that the proposed approach in relation to pravision of market share
infermation to the COB will help drive efficiency by using existing information that is
already reparted. We do not believe it appropniate to requite parties to produce new
reports which would add little new to that already being reported. In addition, we believe
the proposal that Ofgem should determine any disputes is also sensible.

Connections Between the DCC and RODPs

Q43 Do you agree with the proposed approach to RDP/DCC connections and
the associated legal drafting?

EDF Eneegy agrees with the approach and associated legal drafting relating to RDP/DCC
connections.

Q44 Do you agree that Network Parties using the same RDP should be jointly
and severally liable for failure of that RDP to comply with provisions
relating to the RDP's use of the connection provided to it by the DCC?

EDF Energy agrees that the drafting of Section E3.13 it appears a sensible means of
placing obligations on all parties. We believe it is appropriate that Neteork Parties Lising
the same RDP should be jointly and severally liable for failure of that RDP ta comply with
prowisions set out,

Explicit Charges for Certaln Other Enabling Services

Q45. Do you agree with the proposed approach and legal drafting in relation to
provision of Explicit Charges for Certain Other Enabling Services?

EDF Energy agrees with the proposed approach and legal draflting in relation to provision
of Explicit Charges for Certain Other Enabling Services detailed in Section K7 of the legal
drafting. We believe that it is important that explicit costs that can easily be attributed to
a particular party and are charged that way rather than being smeared across the Party
Category.
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Q46. Do you agree with broadening the scope of DCC Licence Condition 20 to
include the Other Enabling Services which attract an explicit charge?

EDF Energy supports the broadening the scope of DCC Licence Condition 20 1o include
the Other Enabling Services which attract an explicit charge as it will allow parties 10 rane
a dispute against the explicit charges if they wish 1o da so. The requirement wall also help
ensure that costs are paid by the party that incurs them rather than being smeared across
the Party Category.

Confidentiality

Q47. Do you agree with the proposed amendments to the legal drafting which
introduce a new controlled category of DCC data, set out guidelines for
types of data which may be marked as confidential or controlled and limit
liability for breach of the latter category?

EDF Enetgy agrees with the proposed approach and legal dralting in Section M4, We
agree that the DEC should be restricted in what documents can be marked as
confidential, We agree with the suggested three categeries of public, contralled and
confidential with only an unlimited liability against the “confidential’ calegory.

Q48. Do you agree that liability for disclosure of eontrolled information should
be limited to £1 million per event {or series of events) for direct losses?

EDF Energy recognises the use of a defined “controlled’ categary of classification and
agrees that Lability for losses suffered due to a breach of this figure should be limited.
The figure of £1M is widely used within the SEC and we considar is appropriate.

Q43. Do you think that SEC Parties other than the DCC may have a need to mark
data “controlled'? If so, please outline what, if any, parameters ought to

apply?

EDF Energy does not believe that it would be apprapriate 1o allow parties to mark data as
‘contiolled” as we do not feel that it is a category of sensitivity that would be useful to
Suppliers. EDF Energy complies with the Government Protective Marking Scheme as a
recognised standard which allows restricted information ta be marked acearding to its
relevant category when drculated,

Q50. Do you agree that liabilities if these controls are breached should be
limited to £1 million {excluding consequential losses)?

EDF Energy would consider a threshold of £1M acceptable for losses caused by the breach
of its controlled information as it is in line with all ather limited liabilitics on the subject.

SEC Consequential Changes: Alignment to DCC- and Supply Licences

Q51. Do you agree with the proposed approach and legal drafting in relation to
the consequential changes to align the SEC with the proposed cha nges to
the DCC and Supply Licences?

ECF Energy agrees with the proposed approach and legal d rafting to align the SEC with
the propased changes to the DCC and Supply Licences. Parties will need to understand
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which versions of each Device Specification will enable interoperability with ather Devices
in order 10 be able ta effectively malntain services ta a custamer, To this end, a
compalibility matric will need to be rigorously maintained, It assumed that such a rmiatrix
wall not include SMETS 1 as a Device Specification as this was not designed 1o be an
interoperable specification,

W believe that the principle of backwards compatibility should atways be {ollowed
whetever possible when creating new versions of Device Specifications. The intraduction
or replacement of a single smart metering device, which is of a later specification to one
or more of the other smart melering Devices already eperational within a smart matering
system, should ideally not render any of the other smart metening devices obsolete, In
effect following such a change, all smart metering devices should be capable of
continuing to communicate and interoperate with each other as part a single smart
metering system. The requirement for backwards cempatibility does not apply to
campatibshity with the SMETS 1 Device Specification as this was not designed to be an
interoperabie specification

Failure to meet this objective could lead 1o considerable expense and alo lead to a poor
customer experience brought about by the need to replace ather fully functional smart
metering devices following the intraduction of a single smart melering device, which has
been built to a later specification.

Charging Matters

Q32. Do you agree with the proposed approach and legal drafting in relation to
the invoicing threshold?

EDF Energy agrees with the proposed appeoach and leggal drafting in refation to the
invoicing threshold. It is impartant the costs incurred by the RDCC are minimised wherever
possible. Where the cost of producing an invoice & nat proporticnate to the value being
invoiced, we believe it is reasonable that charges are carried forward until this is the case,
a5 long as at least one involce is issued each yoar,

Q53. Do you agree with the proposed approach and legal drafting in relation to
the credit cover threshold? ;

EDF Energy agrees with the proposed approach and legal drafting in relation to the credit
cover threshold, As above, it is important that the costs incurred by the DCC are
minimised wherever posssble, Whete the cost of administering credit cover is nat
proportionate to the value at risk then it is reasonable that these costs are avoided.

Q54. Do you agree with the proposed approach and legal drafting in relation to
scope for an explicit charge related to Services within the DCC User
Gateway Services Schedule of zero?

EDF Energy agrees that that the propased legal drafting provides the scope for an eaphoit
charge related to Services within the DCC User Gateway Services Schedule to be set to
zera. As nated in the consultation document this amendment enables the DCC 10 set
these charges to zero and recaver the costs of these services through the fixed per meter
charge, as proposed in their letter of 22 May 2014, We believe that if this is enacted then
the DCC reporting should be expanded to include use of Service Requests by SEC Party
Category. This will provide assurance to SEC Parties that there is na significant cross
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subsidisation between SEC Party Groups, and also ensure there is sufficient information
available to support a change to the charging methodology that is cast reflective,

Whilst EDF Encrgy appreciates the need for the DCC ta minimise its administration costs,
we do nol believe that it is acceptable for certain Parties to be able to effectively access
DCC User Gateway Services for free and even at the cost of ather Partios whe may ba
praviding competitive service. This could be regarded as contrave nirg the fourth General
SEC Objective "to faclitate effective competition between persons engaged in, or in
Commercial Actvities connected with, the Supply of Encrgy®,

EDF Encray recognises that the costs incurred by the DCC need to be appropriate and
proportionate. However, the DCC's proposal regarding charges for DCC User Gateway
Services would mean that Other Users would not incur any charges for accessing DCC
User Gateway Services as they are nat included in the Charging Groups set aut in soction
K3.9 of the SEC, These charges would instead be incurred by Supplier and Network
Operators, which contravenes the fundamental principle of Users paying for the DCC User
Gateway Senvices they access

Fadilitating Charging for Meters where there is a live supply of cnergy only

Q55. Do you agree with the proposed amendment to the definition of
‘Mandated Smart Metering System? Views would be welcome whether
this change has a material impact.

EDF Energy agrees with the proposed amendment to the definition of "Mandated Smart
Metering System” as this makes the definition more reflective of thoso metering points
where smart meters will of may be installed, We do not believe that this cha nge will have
a material impact as we believe that the sites to be excluded from the definition as a
censequence af the amendment should be allocated acrass supplicrs in line with their
market share.

Fower Qutage Alerts

Q56. Do you agree with the proposed approach and legal drafting regarding
power outage alerts?

EDF Energy agrees with the proposed approach and legal drafting regarding power
autage alerts, both Network Operators and Suppliers will need to know that such an
oulage has occurred for the purpases of managing that customer appropriately.

It should be considered whether it may be necessary for ather DCC Users such as Gas
suppliers or Other Users ta be notified of a power cutage where such an outage means
that User is not able to successfully communicate with a communications hub, This may
need to be considered as part of the Error Handling Strategy.

Proving Testing of Shared Systems

Q57. Do you agree with the proposed approach and legal drafting in relation to
the testing of shared systems?

EDF Energy agrees with the proposed approach and legal drafting in relation to the testing
of shared systems. This approach eliminates the need Tor testing to be repeated
unnecessarily for shared system where they have already been successfully proven, thereby
reducing the overall cost of the testing pracess. In assessing the evidence of previous
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successful testing the DEC will need 1o assure that this evidence provides absolute proal
that the Party going through User Entry Process Testing meets the relevant requiremenlts

of this testing,
Remote Testing and Testing Services

Q58. Do you consider the costs of remote access to the test SMWAN should be
sotialised across all Users or charged directly to those test participants
who use the service? Please provide an explanation for your answer.

EDF Energy believes that the costs of remote access to the SMWAN should be charged
directly to those test participants that use the service. Wherever possible, ch arges should
be aliocated on a "User Pays’ basis, especially where other Parties will not achieve any
benefit (direct or indirect) as a result of incurring such socialsed charges. This approach
also recognises that this functionality may be utilised by non-Users such as meter
manufacturers who would not get charged under the cost socialisation option,

In making this response we assume that Users who pracure ADSL connections (Gamma
supplied connections via the DCC) for thelr Smart Meler Gateway can use this same
connection for their testing purposes. In addition, where a User's ewn test facilities have
reasonable SMWAN connectivity (for example a consistent 3G mobile signal in the Usor's
test lab vicinity); we assume that the DCC would not expect them to procure additional
connectivity, for example additional dedicated femtocells. The assessment criteria for
agreeing reasonable connectivity, for example 3G, should be via the DCC's ShOAAN
availability matrix.

Communications Hub Asset and Maintenance Charging

Q59. Do you agree with the proposed legal drafting in relation to
Communications Hub Asset and Maintenance Charges?

EDF Energy believes that the current approach ta charging premiums for dual band
comms hubs could result in unintended consequences and a cross-subsidisation belwesn
suppliers that may be viewed as distorting competition. On this basis we believe that the
m;;.: of standard and variant comms hubs should all be socialised so that the costs arg
uniform.

We agree that the legal drafting in Section K5 reflect our understanding of the propased
palicy

Communications Hubs Charging following removal and/or return

Q60. Do you agree with the proposed legal drafting on Communications Hubs
Charging following remaval and/or return?

EDF Energy has reviewed the draft legal text in K7.5, K3.17 and Fg, and beleves that it
generally reflects the decisions made by DECC, Cateqarising the return communications
hubs by fault and allocating costs accordingly is a sensible solution.

We are concerned that some communications hub that are returned as fa ulty may when
re-booted in a test environment appear to work perfectly, yet in sitw, they work
intermittently. Based on experience it is likely that this will result in high volumes of failed
communications hubs being returned and the DCC levying a termination charge in the

A E BEEm= w re—wwmma tEE aTD ——— e S — =T




th-.-g-ﬂa

d D
€DF

ENERGY

carly years, This may be a significant problem and subject to dispute. We recommend
that an obligation is placed on the DCC for reparting the numbers, types, and common
faults of returned communications hubs so that the industry can monitor these issues.
We have experience of remaving devices and testing them ourselves only to find no fault
and so that they can be re-issued to a different property, The data contained o a
communications hub means that we will be unable to recyde a device without it boing
returned 1o the BCC o have the data remaved. We believe that these drcumstances
should be subject to a reduced charge.

We do not agree that a working SMETS 2 communications hub should ever be removed,
from a non-domestic property, unless it is faulty, The view that a supplier choosing to
opt out of DCC services remaves and returns a communications hub & not acceptable to
avoid a small rental charges as the unnecessary costs of ever re-cnrolling the premises
into the DEC wall have to be borne by the supplier and passed on to the customer. This
could be considered a barrier to switching and therefore anti-competitive, Obligations
must be placed on suppliers to leave a compliant communications hub in situ during an
opted out period.

We aiso do not agree that the return of a working communications hub installed in good
faith based on the DCC's WAN coverage 1ool should be induded within the 0.5%
threshold of faulty communication hubs, We believe that these replacements shauld be
subject to immediate lquidated damages as the Suppliers has installed in good faith and
cannot be held lable,

Non-Domestic Supplier Opt Qut

QB1. Do you have any views on the operation of SMETS 2 meters that are opted
out of DCC services in light of:
* the concusions on SMKI set out above; and
* any other matters, including GBCS, that may affect two-way
communications with an opted-out meter?

EDF Energy agrees with the vicw that epted-out suppliers would have to create a DCC-
lype arrangement 1o enable two-way communication with a SMETS 2 meter. We cannat
foresee a situation where it might become economic or attractive 1o create that
dirangement. Therefore, we doubt that opted-out suppliers would operate SMETS 7
meters as it would be simpler to exchange the meter. This must be avoided wherovor
possible in order to protect the MAP's investment, and 1o minimise overall costs, The
need 1o exchange the meter on chum to either opt out or opt in a customer will incur
unnecessary cost and will create a barrier to customer switching.

It is therefore essential that the viability of the opt-out option is reconsidercd by SMIP at
the carliest opportunity so that stakeholders, particularly MAPs, have sufficient certainty to
deploy assets into this sector,

Requirements on Subscribers and Relying Parties

Q62. Do you agree with the proposed legal text with respect to the DCC's,
Subscriber and Relying Party obligations and associated liabilities?

EDF Energy agrees with the proposed legal text with respect to the DCC's, Subscriber and
Relying Party obligations and associated liabilities proposed in L11 L12 and M2 of the SEC
legal drafting.
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Enrolment of SMETS1 Meters Installed During Foundation

Q63. Do you agree with proposed legal text in relation to the Initial Enrolment
Project for SMETS1 meters installed during Foundation?

EDF Energy agrees with the proposed legal text with respect 1o the Initial Enrolment
Froject for SMETS1 meters in Section N of the code drafting. Ve believe that the text
aligns to the imended policy.

Q64. Does the contents list for the Initial Enralment Project Feasibility Report
{para 401) cover the required issues for the DCC to address? Are there any
additional areas which you consider the DCC should be specifically
required to incude?

We believe that any decsion to undertake an EPFR must be informed by the costs 1o
customers af these prajects. We are therefore concerned that the EPFR does not indlude
details of how much it will cost the DCC to support these SMETS 1 meters in a secure
manner. In addition the solution proposed may also impact on supplier or network
systems if these need 1o identify SMETS 1 meters and amend or re-configuee service
requests. This information and cost impact should also be included at a genenic level in
any EPFR repaort,

Witheut this information there is a danger that these projects are undertaken without any
consideration of the costs and benelits to consumers, Ve do not balieve that this is
appropnate and any decision by the Secretary of State shaukd require this information 1o
ensure that the best solution for consumers is delivered,

We also believe that the Security Assessment Criteria for EPFRs should be agreed. It
would be helpful for the SMIP to make elear how this work can be taken Tomward
Consideration should also be given to including a mare general *Operational Stability for
SMETS 1 meters’ assessment, 50 that where there are knawn problems with certain meter
types, those problems can be addressed before enrolment ta prevent unnecessary
instability in the market more generally.

Charging for Foundation Meters

Q65. Do you agree with the proposed legal text in relation to charging
arrangements for the ongoing communications costs of Foundation Meters
enrolled in the DCC?

EDF Energy agrees with the proposed changes ta the legal text of the charging objectives
in the DCC Licence, relating to charging far the CNgoing communications costs of SMETS1
meters enfolled in the DCC. We believe that the approach will ensure that those partios
who establsh communications contracts that are more oxpensive than the charge for a
SMETS2 meter eperated through the CSP communications service should bear the
additional costs {assuming that the meter hasn't churned in from anather Suppler)
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User Supplier to Non-User Supplier Churn

Q6&6. Do you agree with the proposed approach and legal drafting in relation to
User supplier to Non-User supplier churn?

EOF Encrgy agrees with the proposed approach in relation to User Su ptier 1o Mon-User
suppher churn. This approach ensures that a device that chums to a Non-User Supplier
can continue to be communicated with via the DCC while at the same removing the
lozsing Supplier’s access to the device. This approach also ensures that User suppliers will
ber able to implement a single process for DCC enrolled devices that churn to ather
suppliers whether they are DCC Users or not. This will avoid the need to develop interim
processes and related system changes

It needs to be ensured that the technical solution that enables Non-Gateway Suppliers 1o
notify the DCC to update the Device Security Credentials is delivered at an affordable cost.
The proposed Non-Gateway Interface is only currently proposed 1o support one type of
request from Non-Gateway Suppliers, and should only be required for a short peniod of
time until all suppliers become DCC Users. 'We continue 1o believe that the period
between ILO and all suppliers being DCC Users should be as shart as possibie and in any
case na longer than six manths , a period in which the number ef smart meters enrolled in
the DCC. On this basis the Non-Gateway Interface will be temporary and this should be
reflected in the cost and complexity of any technical solution,

We note that sections 02.1 and 02.2 of the proposed legal text mandate that a Non-
Gateway Supplier will update the Device Security Credentials within 24 hours of the start
of their registration period, An equivalent oblination does nat exist where the gaining
suppher is a DCC User and we believe that this should be included within the SEC.
possibly in Section H. Other supplier obligations (such as the Operational Licence
Conditions) imply that a Supplier shauld update their Secutity Credentials as soon as
possible after the start of their registration pencd, in order o ensure the smart meter
holds accurate tanff information.” However, there is na explicit obligation 1o do sa.

We believe that there should be an explicit obligation on the a DEC User supplier to
update the Device Security Credentials within the same 24 hour period as would apply to
a Non-Gateway Suppher as defined in sections 021 and 02,2, The logic for this is the
same as for requiring a Non-Gateway Supplier 1o place their credentials on a device in that
it would be inconsistent with the enduring smart metering trust model to allow the lasing
suppler to remain in contral of a device they are not responsible far,

We further note that the obligations on Non-User Suppliers in sections 02.1 and 02.2 ta
replace Device Security Credentials within 24 hours are absolute obligations, This doos
not take into account that issues such as problems with cammunications between the
DCC systems and the communications hub may prevent such an update being made. On
this basis we believe that the requirernent should be re-worded to indicate that Non-
Gateway Suppliers waill take all reasonable steps to update the Device Sequrity Credentials.

EDF Energy
August 2014




