Guidance To Insolvency Practitioners (IPs) Authorised By The Secretary Of State (SoS) - Money Laundering Regulations 2007 (SI 2007/2157)

Introduction
1. These guidance notes have been prepared for the use of IPs authorised by the SoS. The Money Laundering Regulations 2003 (the 2003 Regulations) have now been revoked and replaced by the Money Laundering Regulations 2007 (the 2007 Regulations).  These notes have been revised and updated to reflect the changes resulting from the 2007 Regulations. They provide guidance on good practice, but are intended to be advisory only and do not constitute legal advice.  IPs should be aware that alternative interpretations of the law may be possible and that if they wish to adopt alternative interpretations they are encouraged to take legal advice first.  Similarly, for issues not covered by this guidance, it may be appropriate for IPs to obtain legal advice.  

2. This guidance has not been approved by the Treasury and failure to comply with these notes does not mean that an IP has breached the 2007 Regulations.  Approval from the Treasury may be sought for all or part of this guidance and if so approved, the Courts will be required to take into account the guidance when considering whether an IP has complied with the 2007 Regulations.

3. Additional guidance for IPs on Money Laundering is available for other sources, e.g.

· The Anti-Money Laundering Guidance issued by the Consultative Committee of Accountancy Bodies (the CCAB guidance) for the benefit of all accountants and other working in related professional environments.  That guidance is essential reading and is available publicly on the CCAB website at 

http://www.ccab.org.uk/PDFs/Guidance%20Clean.pdf
· The Joint Money Laundering Steering Group
 (JMLSG) have issued guidance notes for the financial sector (link below), which is authorised by the Financial Services Authority (FSA).  Although IPs may find that some of the guidance is not directly appropriate to their business other elements of the guidance may be useful.

http://www.jmlsg.org.uk/content/1/c6/01/14/56/Part_I_Board_approved_7_Nov_07.pdf
What is money laundering

4. Money Laundering is the term used for a number of offences involving the proceeds of crime (including tax evasion and fraud
) or terrorist funds.  It is the process by which the identity of dirty money (i.e. the proceeds of crime and the ownership of those proceeds) is changed so that the proceeds appear to originate from legitimate sources.  It includes possessing, dealing with or concealing the proceeds of any crime or similar activities in relation to terrorist funds, which includes funds from legitimate sources which are likely to be used for terrorism, as well as the proceeds of terrorism.

5. IPs should be alert to the possibility that they may be involved unwittingly in the Money Laundering process.  Compliance with the 2007 Regulations is a legal requirement, will minimise the possibility of an IP becoming involved in Money Laundering and where an IP does become so involved will assist investigators to follow an audit trail.

The Money Laundering Regulations 2007

6. There are a number of Acts that contain law relating to Money Laundering.  A discussion of these laws which IPs, like every citizen, are subject to is outside the scope of this guidance, which concentrates solely on the 2007 Regulations, Part 7 of the Proceeds of Crime Act 2002 (Money Laundering) (POCA 2002), amended by The Serious Organised Crime and Police Act 2005, and sections 18 and 21A of the Terrorism Act 2000 (TA 2000), as amended by both the Anti-Terrorism Crime and Security Act 2001 and the Terrorism Act 2006. 

7. The 2007 Regulations implement the provisions of the Third Money Laundering Directive.  The most significant new requirement is that each regulated sector has a supervisor to monitor its practices and procedures in relation to money laundering and terrorist financing. Such supervisors already exist in the insolvency profession in the form of the eight authorising bodies in Great Britain. These existing supervisory arrangements will continue under the new regulations and compliance checks may be carried out by way of monitoring visits. The 2007 Regulations apply to insolvency practitioners, which is a continuation of their inclusion from the 2003 Regulations.  IPs should also be aware of the requirements of the 2007 Regulations on High Value Dealers and be alert to the circumstances under which they may come within that definition (see paragraph 45 below).

8. The key requirements imposed on IPs by the 2007 Regulations include the requirement to establish procedures to identify customers and verify their identities, to carry out ongoing monitoring of business relationships, to appoint a nominated officer called a Money Laundering Reporting Officer (MLRO), whom principals and employees must make Money Laundering reports, to establish internal systems, procedures, policies and controls to forestall and prevent Money Laundering, and to provide relevant individuals with training on Money Laundering.

When do the Regulations apply?

9. The 2007 Regulations came into force on 15th December 2007 and apply to all appointments held by an IP at that date.  In respect of existing customers, due diligence measures (detailed under paragraphs 12 to 25) should be carried out at appropriate times on a risk-sensitive basis.

Offences

10. There are a wide range of offences that can be committed under the   POCA 2002, the TA 2000 and the 2007 Regulations and IPs are advised to familiarise themselves with them.  The main offences are detailed below, and relate to where a person:-

· Conceals, disguises, converts or transfers criminal property from the UK.

· Enters into or becomes concerned in an arrangement which he knows or suspects facilitates the acquisition, retention, use or control of criminal property by or behalf of another person.

· Acquires, uses and/or possesses criminal property.

The second tier of offences relate specifically to the regulated sector, and relate to where a person:-

· Fails to disclose knowledge or suspicion of money laundering to the nominated officer or the Serious Organised Crime Agency (SOCA), which following the merger of NCIS and various other crime units in April 2006, is now responsible for dealing with Suspicious Activity Reports (SARs).

· Tips off any person that such a disclosure has been made.

What IPs need to do

11. IPs need to:

· Put in place procedures to identify customers and verify their identities, and to carry out ongoing monitoring of business relationships and transactions.

· Maintain records of client identification and of business relationships for at least 5 years.

· Appoint a MLRO and implement internal reporting procedures.

· Establish internal procedures, policies and controls to forestall and prevent Money Laundering.

· Train relevant employees to ensure they are aware of the relevant legislation, are able to recognise and deal with potential Money Laundering, know how to identify customers and how to report suspicions to the MLRO.

· Report suspicions of Money Laundering to SOCA.

Identification procedures 

12. Regulation 5 of the 2007 Regulations provide that the IP must have identification procedures in place (known as “due diligence”), for identifying the customer and verifying their identity on the basis of documents, data or information obtained from a reliable and independent source.

13. The requirement for an IP to maintain identification procedures are when establishing a business relationship; when carrying out an occasional transaction; where there is a suspicion of money laundering or terrorist financing; and where there are doubts concerning the veracity of previous identification evidence.   

14.  An occasional transaction is defined in Regulation 2(1) of the 2007 Regulations as being a transaction amounting to 15,000 euros or more, whether the transaction is carried out in a single operation or several operations which appear to be linked. (It is not one that forms part of a business relationship). Although it is not thought that distributions and payments of dividends by an IP would be included as a one off transaction that require the maintenance of identification procedures, the sale of assets of an insolvent involving payment of 15,000 euros or more to the IP would appear to do so.

15. In addition, a new requirement is that an IP must undertake ongoing monitoring of a business relationship. This is not only to ensure that identification data is kept-up-to date, but so that transactions can be scrutinised to ensure that they are consistent with the IP’s knowledge of the customer, his business and risk profile.

16. In the context of an insolvency administration, a customer may be a debtor, bankrupt, director, shareholder or a person who acquires assets from an IP officeholder.   Chapter 5, Customer due diligence, of the JMLSG Guidance Notes provides useful guidance, and it is recommended that IPs follow that guidance where appropriate and having tailored it to the IP’s business.

17. An individual’s identity is made up of both name and address.  Date of birth is also a useful indicator.  Occasions when the insolvent applicant is sufficiently well known to the IP (e.g. a long established former client) such that evidence of identity is not required by the IP are likely to be rare due to ethical guidance applicable to all IPs on accepting appointments where there has been a prior material relationship with the insolvent.  On occasions where an applicant is well known to the IP it is recommended that evidence of identity is still sought.  People are increasingly coming used to being asked for evidence of identity by their bank or building society, so it will become increasingly rare to find an applicant that objects to such a request.

18. Identification procedures for an individual would typically include the IP, or a member of his/her staff, seeing and taking copies of evidence establishing the applicant’s full name and permanent address.  An official document with a photograph (e.g. a passport or new style driving licence) is particularly valuable evidence of identity and a recent utility bill, Inland Revenue Tax Notification or Benefits Agency benefits book, or court order could confirm address.   When dealing with personal insolvencies it is likely that in most cases the IP will obtain evidence to confirm address as part of the administration of the case.  As an additional safeguard, it is recommended that copies taken from original identification documentation be certified as true copies.

19. For companies, the IP needs to establish the identity of the company itself and may also need to identify the controllers of the company.  In the later instance, this would be necessary in order to establish if there are any beneficial owners holding more than 25% of the shares or voting rights in the company. If this is the case, then verification of their identity(ies) will need to be carried out on a risk-sensitive basis.  Suitable evidence of identity for a company may include a copy of the certificate of incorporation and evidence of the company’s registered address. A copy of the company’s annual return, for instance, should be sufficient to initially establish the division of shares in the company and thereby identify any beneficial owners.

20. The 2007 Regulations require that satisfactory evidence of identity is provided by the customer before entering into a business relationship or occasional transaction. However, dependant on the type of insolvency proceedings, this is not always possible, and there is a provision allowing for the completion of such procedures during the establishment of a business relationship in order not to interrupt the normal conduct of business. An assessment, however, needs to be made that the risk of money laundering or terrorist financing is remote, prior to following this latter course.  It is recognised that in certain types of insolvency appointments the insolvent applicant (e.g. bankrupt, company in compulsory liquidation) has no involvement in the choice of IP appointed and that in some cases the applicant may not co-operate with the IP in producing evidence of identity.   In these cases, reliance on the initial bankruptcy or winding up order, or other order, may be sufficient until co-operation is achieved. 

21.  An IP may rely on customer identification and verification evidence carried out by other parts of the regulated sector, if the latter so consents. An example of this would be if an IP is appointed administrative receiver or administrator by a bank or other institution that is itself subject to Money Laundering regulations, the IP may be able to receive and rely on copies of the bank’s own evidence of identity. However, the main obstacle to this approach is that it will be the IP who remains liable for any failure to apply such measures.   

22. In applying the requirements for client identification, IPs should adopt a risk-based approach.  By having a risk assessment in place, an IP will be able to evaluate and identify certain types of business activities which are more likely to attract potential Money Launderers than others and IPs need to be aware in particular of the risks of being used by insolvents, those controlling them or third parties (e.g. purchasers of businesses and assets from the IP) to launder money.  The risk based approach means that where there is a higher risk of money laundering then more stringent procedures should be put in place.  Where an applicant fails to provide evidence of their identity the IP should consider whether satisfactory evidence of identity is available from other sources, e.g. the court file, the official receiver, Companies House, the applicant’s professional advisors or bankers, creditors etc. 

23. The 2007 Regulations provide that where satisfactory evidence of identity is not obtained, the business relationship must not proceed any further.   Where the insolvent applicant has sought the protection of the insolvency process and has had involvement in the choice of the IP (e.g. in a Voluntary Arrangement, Administration or Members Voluntary Liquidation) failure to produce evidence of identity may carry a higher risk than in cases where the applicant did not actively seek the implementation of the insolvency process or have involvement in the appointment of the IP.  In the latter case, the IP may, having assessed the risks of doing so, decide to adopt a lower evidential test of identity than in the former.

24. The 2007 Regulations refer to “simplified due diligence”, whereby identification checks are not required when dealing with certain categories of customer, such as: credit or financial institutions subject to the 2007 Regulations (or, if outside the UK, but within the EEA, the equivalent regulations if they are supervised for compliance); a UK public authority; a listed company subject to specified disclosure obligations.

25. The 2007 Regulations also refer to “enhanced customer due diligence” whereby additional checks and verification are required in certain defined situations: where the customer has not been physically present for identification; and where the customer is a “politically exposed person” (PEP). A PEP includes an individual (and/or his members of family or close associates) who is, or has been, entrusted with a prominent public function by a state other than the UK or a Community institution or an international body.  In respect of customers who have not been physically present, additional documents, data or information will need to be obtained to ensure their identity is established. In the case of a PEP, adequate measures would need to be in place to establish the source of funds or wealth involved in the occasional transaction or proposed business relationship.

Record keeping procedures

26. The 2007 Regulations provide that IPs must retain identification records (copies or the references to evidence of the customer’s identity) and the supporting records (copies or originals) of a business relationship or occasional transaction which is the subject of customer due diligence measures, or ongoing monitoring, for 5 years from the end of the relationship or transaction.  It should be noted that in members voluntary liquidations, administrations, administrative receiverships and voluntary arrangements, the 2007 Regulations impose more stringent requirements for the retention of financial records than those imposed by current insolvency legislation. 

27.  In respect of an IP who relies on a third party’s identification records, the latter must retain identification records for the same 5 year period and, additionally, if required, provide not only copies of any identification and verification data to the IP but make available any information about the customer which was obtained when applying the due diligence measures.  

The MLRO

28. The appointment of a nominated person (a MLRO) was a requirement of the 2003 Regulations for all IPs, and this remains the case under the new Regulations. This requirement does not apply to those in sole practices who do not employ any staff, or act in association with any other person (in which case the IP carries out the functions of the MLRO).

29. The person appointed as the MLRO should have a suitable level of seniority and experience, and IPs may decide to adopt this role themselves.  Internal reports of Money Laundering should be made to the MLRO who is then required to consider that report in light of any relevant information that is available to the IP and determine whether the information gives rise to a knowledge or suspicion of money laundering.  Where it does, the MLRO should report the matter to SOCA.  Where there is doubt, the MLRO may wish to seek legal advice and, if a report is not made, they should document the reasons why not.

30. Reports to SOCA by the MLRO should be made as soon as is reasonably practical and where an MLRO is to be unavailable for a period of time it will be necessary for IPs to make alternative arrangements to appoint a deputy MLRO to consider the validity of internal reports and decide whether the matter should be referred to SOCA.

Internal reporting procedures

31. IPs are required to maintain internal reporting procedures to ensure that anyone in their organisation who knows or suspects or has reasonable grounds for knowing or suspecting that a person is engaged in Money Laundering must report the matter to the MLRO.

Internal procedures to forestall and prevent Money Laundering

32. IPs must have in place internal controls, policies and procedures to forestall and prevent Money Laundering, which should be regularly reviewed to ensure compliance is effective.   Such policies and procedures  are detailed in Regulation 20 of the 2007 Regulations and include:-

· Customer due diligence measures

· Reporting

· Record-keeping

· Risk assessment and management

A failure to have such controls in place, irrespective of whether Money Laundering takes place or not, is a criminal offence under the 2007 Regulations, and if found guilty a person is liable for a term of imprisonment of up to 2 years and/or a fine. Given the consequences resulting from such a failure, it is advised that IPs familiarise themselves with Chapter 2, Internal controls, of the JMLSG guidance and/or Section 3, Anti-Money Laundering Systems and Controls, of the CCAB guidance.

Training

33. IPs are required to take appropriate steps to ensure that employees are provided with training on the provisions of the 2007 Regulations, Part 7 of the Proceeds of Crime Act 2002 (Money Laundering) and sections 18 and 21A of the Terrorism Act 2000, and on how to recognise situations that may involve money laundering.  Given that money laundering is an evolving area, particularly in the type and level of risks, an additional requirement is that these employees will need to receive regular training.  It is suggested that IPs document the provision of training to demonstrate  compliance with this part of the 2007 Regulations.  

34. The focus of the training should be on the basic obligations of the IP under  the POCA 2002, the TA 2000 and the 2007 Regulations, what the individual is expected to do to ensure that the IP fulfils those obligations and what the individual is expected to do to fulfil their personal obligations.  The identity and responsibilities of the MLRO , the internal reporting systems, and the potential effect on the IP, their firm, its employees and clients of breaches of the law relating to Money Laundering  would be expected to form part of the training.

35. Training can be performed in-house; by attendance at conferences, seminars and training courses run by external providers or by participation in computer based training courses.

Reporting knowledge or suspicions of Money Laundering to SOCA

36. The 2007 Regulations provide that knowledge or suspicion of Money Laundering must be reported to the SOCA, irrespective of the amounts involved.   Failure to make reports is an offence. Guidance on what constitutes knowledge and suspicion are given in the CCAB guidance.  Suspicion is personal and subjective but will generally be built on some objective foundation and so there should be some degree of consistency in how the MLRO treats possible causes of suspicion.  

37.   An objective test or negligence test applies to the offence of failing to report in the regulated sector under the POCA 2002 and the TA 2000. Put simply, the test is if another reasonable person in the same position would have been suspicious and made a report. A person who does not make a report may have committed an offence.

38. SOCA has produced standard disclosure forms for use when filing reports with them.  There are two main types of form, a Standard Disclosure Report Form and a Limited Intelligence Value Report Form, both of which together with guidance notes are available from the SOCA website, http://www.soca.gov.uk/financialIntel/suspectActivity.htmlS
.  The forms may be downloaded, completed and faxed or posted to SOCA. SOCA requests that forms are not completed by hand, given the possible misreading of handwriting, particularly when the contents of the form are keyed onto their computer system.  Alternatively, and preferably, forms may be submitted electronically by using SOCA’s online web based reporting system or organisations may continue to use money.web
.

39. Care must be taken that a money launderer is not tipped off (which constitutes an offence under the POCA 2002 and the TA 2000).  If a disclosure is made which is likely to prejudice any investigation by the authorities, an offence may be committed.  IPs should exercise caution when disseminating knowledge that a Money Laundering suspicion has arisen or a report (internal or to SOCA) has been made. In particular IPs should take care that reports to creditors do not contain anything that might constitute tipping off.

40. Having made a report to SOCA, no action that could assist the launderer or otherwise constitute Money Laundering by the IP must take place for a period of seven working days (starting the first working day after the report of that particular action is made to SOCA), unless SOCA gives consent for it to go ahead.  Failure to observe this requirement places MLROs and IPs and their employees at risk of committing offences under sections 327 to 329 and 336 of the POCA 2002.  

41. It is recognised that in order to realise the potential value of assets IPs may need to conduct sales of businesses and assets with extreme speed, and that where the IP has made a report to SOCA waiting for their consent for a sale to go ahead may result in the value of a business and/or other assets to decline.  Therefore, if the matter is particularly urgent, this fact will need to be highlighted on the disclosure form and it should be faxed or sent electronically.  

42.  Reporting suspicious activity to SOCA does not relieve an IP from undertaking their reporting duties to the Secretary of State under the Insolvency Act 1986, the Company Directors Disqualification Act 1986 or related legislation.  When submitting reports to SOCA and the Secretary of State IPs should confine themselves to the matters required under the relevant legislation and any associated guidance.  In cases where a report has been made to SOCA under the Money Laundering legislation this fact should not be mentioned in reports under any other provisions.  

What IPs are not required to do

43. Whilst the 2007 Regulations impose new requirements on IPs, it is useful to set out what they do not need to do, or should avoid doing.

44. IPs are not required to carry out investigative work beyond what they would normally do as an insolvency officeholder.  MLROs are required to consider information available to the IP when deciding whether to make a report to SOCA, but further investigations into possible Money Laundering should be left to the law enforcement agencies.

High Value Dealers

45. The 2007 Regulations make provision for the registration and regulation of High Value Dealers.   A definition of a High Value Dealer is given in regulation 3(12) of the 2007 Regulations, and includes the activity of dealing in goods whenever a transaction involves accepting a total cash payment of 15,000 euros or more in one operation or several if they appear linked.  IPs should be alert to the possibility of becoming subject to the provisions of the 2007 Regulations (e.g. as a result of selling an insolvent’s assets for cash) relating to High Value Dealers in addition to those relating to him as an IP.  If an IP uses an auctioneer to sell assets for cash payments of 15,000 euros or more, then the auctioneer as well as the IP will require registration as a High Value dealer.

46. High Value Dealers are required to register with the Commissioners of H M Revenue & Customs. Failure to register as a High Value Dealer can be penalised by a fine.

Insolvency Practitioner Policy Section

The Insolvency Service

28 December 2007

� JMLSG, Pinners Hall, 105-108 Broad Street, London EC2N 1EX.  Tel: 020 7216 8816  � HYPERLINK "http://www.jmlsg.org.uk" ��www.jmlsg.org.uk� 


� The proceeds of tax related offences are treated no differently from the proceeds of theft, drug trafficking or other criminal conduct.


� Fax to 020 7238 8286 or post to UK FIU, PO Box 8000, London SE11 5EN


� To report using SOCA’s on line reporting system, access the following website: � HYPERLINK "https://www.ukciu.gov.uk/saronline.aspx" \o "SAR Online - opens in a new window" �https://www.ukciu.gov.uk/saronline.aspx� . The money.web system is a free application operated by SOCA.  If you have an queries in respect of  money.web, contact the Money.web Suport Team on 020 7238 2888 or via email at moneywebsupport@soca.x.gsi.gov.uk  





