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Third Party Data Processor / Supplier Information Assurance Questionnaire
	Section A - General

	Name of person completing this questionnaire
     
Position/Role within your organisation

     
Address

     
Postcode

     
Telephone number
     
Email

     
Full name of your organisation
     
Registered office address
     
Name of Registered Body who you are providing a service for

     
Date

     
Please send your completed questionnaire or any enquiries about this questionnaire to RBSupportManagement@dbs.gov.uk


	1)  Please confirm that your organisation conforms to HM Government Personnel Baseline Security 
 Standard produced by the Cabinet Office.   

 https://www.gov.uk/government/publications/government-baseline-personnel-security-standard 
       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If No, please provide further information below and explain what alternative arrangements are in
       place when performing integrity/background checks on all new employees to assure their 
       provenance:
            



	2)  Are any of the services detailed below sub contracted by your company?  
       Hosting
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Maintenance
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Application Support
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Data Backup
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Disaster Recovery/Business Continuity
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Other
            Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

        If Yes, please provide details of the company or companies involved and their scope of supply.

             


	3)  Please indicate whether or not you would be able to accommodate scheduled visits to your 
 premises by DBS representatives to conduct service review meetings and facilitate a right of  

 audit.
        Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	4)  Please indicate whether any aspect of IT systems service delivery and/or development within  

 your organisation, whether managed in-house or outsourced, is provisioned for or stationed from
 outside of the UK mainland. 

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If Yes, please describe in full detail below.
            


	5)  If you are processing personal data as part of your scope of supply, are your services governed by
 a data sharing agreement under the auspices of Data Protection Act 1998?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

 


For the sections below, please answer all questions which are applicable to your scope of supply.

	Section B - Hosting

	1)  Does your company provide a hosting service for this solution?                                    
       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	2)  What is the scope of your hosting provision? (physical/web/hardware/other or a blend – 
       please describe)
             


	3)  Please indicate whether your organisation is ISO27001 certified or compliant.            
       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If Yes, please provide details of the scope of the certification or compliance. Please provide 
       details of how these claims have been independently tested (for certification, the certificate 
       number will suffice).
            


	4)  Please indicate if the scope of services you are supplying falls under the scope of your ISO27001
 certification or compliance.                                                                                                 

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	5)  Please provide details of the hosting solution (including details of where the kit is located, is it a 
 shared environment including details of physical separation and protection).
            


	6)  Please describe in full detail below the method of data transmission to the hosting environment  

 from the Registered Body e.g. electronic transfer, media based, hard copy.

            


	7)  Please indicate whether the premises that house the physical assets in respect of the service 
 that your organisation provides have been accredited to handle HMG sensitive information.

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	8)  Please indicate whether there are any plans to adjust the premises for your organisation or if any 
 relocation is planned imminently.

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If Yes, please describe in full detail below:
            


	9)  Who owns the IT fabric within the hosting solution?

            


	10)  How is the IT fabric within the hosting solution monitored (functionally and from a security  
 perspective)?

            


	11)  Does your company have physical access to the IT fabric within the hosting solution?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	12)  Does your company have logical access to the IT fabric within the hosting solution?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	13)  Does your company have the ability to extract system or customer data?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

      If Yes, please include details, including full detail of the security controls.

           


	14)  Please describe in full detail below whether the technical security measures deployed for the IT 
 systems within the scope of supply are subject to regular and independent IT security health  

 checks or alternatively please describe what other arrangements or contingencies are in place.

            


	15)  Please describe in full detail below the approach employed when adopting recommendations 
 arising from IT health checks within your organisation.

            



	Section C - Maintenance

	1)  Does your company provide a maintenance function for this solution?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	2)  Please describe the maintenance functions you are responsible for (please include details for 
 hardware, software or blended maintenance services)?

            


	3)  Is there any remote access to support maintenance?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If yes, please describe the remote access solution and the functions it is used for.  Please 
       include details of the security controls implemented on the maintenance access solution (logical 
       and physical access).

            


	4)  Do the system maintainers have the ability to extract system or customer data?
       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       If Yes, please include details, including full details of the security controls.

            


	5)  What is the size of the maintenance user community?
            


	6)  What is the change management process for the maintenance function?

             


	7)  What are the security controls governing the removal of physical IT fabric from site?
            



	Section D - Application Support

	1)  Does your company provide application support services for this solution?
       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	2)  What is the scope of the application support provision your company supplies?
            


	3)  What is the development lifecycle governing the application support functions (please include 
 details of test/release procedures and detail of how application updates get into the live 
 environment)?
            



	Section E - Data Backup

	1)  Does our company provide a data backup solution for this capability?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	2)  What are the attributes of the data backup solution (frequency, media type, on/off site, who does
 it and how is it controlled/protected)?
            


	3)  If the data backup is off site, where is it stored and what are the security controls governing the 
       off site backup store?
            


	4)  What are the security controls governing media re-use/disposal?

            



	Section F - Disaster Recovery (DR)/Business Continuity (BC)

	1)  Does your company provide a DR solution for this capability?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

       Please provide details of the DR provision for the solution (if at all). Please include physical 
       location, nature of DR (hot standby, load share, cold standby), communication links.

            


	2)  Does your company have appropriate BC plans in place?

       Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 




	Section G - Other

	1)  If the service you are providing does not fall into any of the above definitions OR you believe 
 there are material omissions in the responses by virtue of the headings above, please include full 
 details here.
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