SIMPLE DO’S AND DONT’S FOR THE CARRIAGE OF PROTECTIVELY MARKED ASSETS OUT OF THE OFFICE
Background

Protectively marked assets removed from the office for meetings or approved home working should be carried securely, preferably, in a briefcase, box or pouch. A container of this kind should not be regarded as a security container and it, and the protectively marked assets it contains, should remain in the possession of the individual at all times, unless it can be stored in an approved security container. 
Below is a short list of do’s and don’ts to help keep your information safe. Most if not all, are obvious but are worth repeating, especially if it saves you from having a data loss.
Do

· Make sure you know what to do and who to contact if you if you have an information loss;
· Make sure that the safe keeping of the information you are carrying is your number one priority. For instance, if you are distracted by someone phoning you on your mobile make sure that the briefcase is locked  and if necessary put away in your car before taking the call;
· Attach a discreet label to the briefcase or other container, bearing wording to the effect that anyone finding it should telephone the appropriate contact or hand it in to the nearest police station. Whilst anonymity is usually desirable, this would hopefully guard against accidental loss. 
· Keep your briefcase locked at all times when not in use.

· Bring your brief case into the house/hotel at night. If you have a safe in your house, keep the information in there. If not, make sure that the briefcase remains locked and is not easily seen from outside the house.  Many information loses are caused by opportunist thefts. 
Dont

· Work on any protectively marked assets anywhere where the contents might be overlooked or otherwise noticed
· Leave them unattended in any public place, such as, a restaurant, hotel, taxi or public transport vehicle.
Entrust to the custody of a member of the public, for example, by being left in a hotel safe.
· Leave your briefcase in an unattended vehicle.
· If you have a combination lock on your briefcase, do not use an obvious set of numbers such as 1234.

