		[image: image1.jpg]Dlsclosure &
Barring Service






	



E-Bulk Connectivity Test Specification
WO129 E-Bulk

Reference Documentation
	Document Name
	Abbreviation
	Description

	Interface Control Document (ICD CJSE-RB(GSi FTP)
	[ICDG]
	An OCJR document that defines the specific configuration of message delivery and operational interface protocols that will be used by RB end points connecting over the GSi.

	Interface Control Document (ICD CJSE-RB(Internet FTPS)
	[ICDI]
	An OCJR document that defines the specific configuration of message delivery and operational interface protocols that will be used by RB end points connecting over the Internet.

	CJSE Message Delivery Interface Specification 
	[MDI]
	An OCJR document that describes the message transport mechanism provided by the CJSE that enables an end point to communicate with the CJSE.

	RB E-Bulk Onboarding Document
	[OBD]
	An OCJR document that provides technical guidance on tested FTPS clients and FTPS configuration.

	Connectivity Test Plan
	[CTP]
	A DBS document for RBs to provide an overview and context for the testing that must be performed.

	Connectivity Test Summary Report 
	[CTR]
	A DBS document that contains a summary of the test execution. 

	Code of Connection CJSE-RB (GSi)
	[CCG]
	An OCJR document; the Code of Connection security specification which the Registered Body system must adhere to in order to connect to the CJS Exchange via the Government Secure Intranet (GSI). It is technically simpler, and therefore preferable, to connect via GSI if the RB is already connected to the GSI.

	Code of Connection CJSE-RB (Internet) 
	[CCI]
	An OCJR document; the Code of Connection security specification which the Registered Body system must adhere to in order to connect to the CJS Exchange via the Internet.


Terminology
	Term
	Meaning

	eBulkApplicationsBatch (CRB01)
	XML file generated by RB system and sent to CRM that represents a batch of up to 50 eBulkApplications.

	eBulkApplicationsBatchRejection

(CRB02)
	XML file generated by CRM that represents a file level rejection of a CRB01 message. This file is sent to the RB system that generated the original CRB01 message.

	eBulkApplicationReceiptsBatch

(CRB03)
	XML file generated by CRM to indicate whether individual eBulkApplications from a particular RB have passed or failed initial validation. This message is generated either on a regular interval or when the number of eBulkApplications from a particular RB passes a predefined threshold.

	eBulkResultsBatch (CRB04)
	XML file generated by CRM to indicate the results of individual eBulkApplications (blank or non blank) from a particular RB. This message is generated either on a regular interval or when the number of eBulkApplications from a particular RB passes a predefined threshold.
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1 INTRODUCTION
1.1 Background
The DBS is introducing a facility to enable applications to be bulk-submitted electronically and to return information regarding the result of those Applications by a similar means.  This facility is known as the “E-Bulk” interface.

The Registered Bodies (RBs) who meet the E-Bulk criteria will be invited to use the E-Bulk facilities. RBs that are using E-Bulk will be referred to as E-RBs. The RBs who wish to use the E-Bulk facility will sign the Development and Testing Memorandum of Understanding in the Interchange Agreement to initiate the process of becoming an E-RB. 

Use of the E-Bulk interface will alleviate the need for the production and mailing of paper forms by the E-RBs and form scanning, and data keying by the DBS.  It also makes it possible to reduce the volume of printed Certificates sent by post to the E-RBs.

1.2 Purpose

The accompanying document, [CTP], must be read before this document to allow the reader to understand the overall context of the testing. The purpose of this document is to specify the test cases and conditions that the RBs need to execute during the Connectivity Test phase in conjunction with OCJR. 
This specification may be used for RBs who connect to the CJSE via either the Internet (using FTPS) or the GSi (using FTP). Section 2 below describes the conditions that must be exercised by Internet RBs and section 3 contains the conditions that must be exercised for GSi RBs. 
1.3 Prerequisites

Two test CRB01 XML files will be provided to the RB for use in connectivity testing. 
Also, two sets of test response files (2 x CRB02, 2 xCRB03 and 2 xCRB04 XML) files (6 files in total) will be provided to OCJR for use in connectivity testing. The RB must also configure their system to use RB number 20107400002. OCJR(Steria) will also provide the RB with a common  system ID and an associated unique password prior to testing. OCJR will use the pre-production environment that is available at the time to perform connectivity testing.

For reference, below is an example of the naming format E-RBs are required to adhere to, in order to send (Push) valid file to CJSE using FTP/FTPS.

RB_< DBS RB Reference Number>_<Message Type>_<Message ID >_<DateTime>.xml

e.g. RB_01234567890_CRB01_91012345_20070102030505.xml

Below is an example of the naming format for files destined for the E-RB to receive (Pull) valid files from CJSE.

DBS_ <DBS RB Reference Number>_<message type>_<Message ID>_<DateTime>.xml

e.g. CRB_01234567890_CRB02_78012345_20070102030505.xml
See [CTP] for a comprehensive list of testing prerequisites.
2 Internet test Cases
Below are the scenarios and conditions that an Internet RB and OCJR are required to prove during testing.  Note the tests detailed in this section are only intended to be performed against the OCJR pre-production environment.
	Test Case Ref
	Case Scenario
	Condition
	Expected Result

	EBCON01
	RB establishes basic connectivity to the pre production CJSE 
	001 – RB attempts to establish a TCP socket connection to the CJS pre production exchange by entering the appropriate IP Address/  name and port number into a telnet client.
	RB unable to establish a TCP socket connection via telnet.

	
	
	002 – OCJR opens CJSE firewall for the RB static IP Address that is supplied to OCJR. 
	Firewall opened for RB static IP address.

	
	
	003 - RB attempts to establish a TCP/IP socket connection to the CJS pre production exchange by entering the appropriate IP address/domain name and port number into a telnet client.
	RB successful in establishing a TCP socket connection via telnet.

	EBCON02


	Configuration of FTPS client and basic file transfer. This is a manual test. Both the RB and OCJR will manually pass the files provided by the DBS across the OCJR pre-production exchange.

	004 - RB configures FTPS client with CA certificate supplied by OCJR.
	FTPS Client configured with CA certificate.

	
	
	005 - RB configures FTPS client with client digital certificate supplied by OCJR.
	FTPS Client configured with client digital certificate.

	
	
	006 - RB configures FTPS client with user name and password supplied by OCJR.
	FTPS Client configured with user name and password.

	
	
	007 - RB configures FTPS client with Domain name/URL of the pre production CJSE FTPS service.
	FTPS Client configured with domain name/URL.

	
	
	008 – RB establishes FTPS connection to pre production CJSE with configured FTPS client.
	FTPS connection established.

	
	
	009 – RB validates that the filenames of the 2 sample CRB01 XML files provided by DBS are well formed and contain the correct test RB reference number. The RB also validates that the eBulkMessageHeader /RegisteredBody element within the files contain the correct test RB reference number.
	RB validates the filenames contain the correct test RB reference numbers. RB validates that the files contain the correct test RB reference numbers.

	
	
	010 - RB sends the 2 CRB01 XML files using FTPS to the /<RB System ID>/in/CRB01 Directory Structure on the CJSE server

(Note the RB does not have to rename the files or add suffix’s to them during transfer. All this is handled by the exchange)
	RB is able to send 2 files to the correct directory on the CJSE server

	
	
	011 - OCJR check  /<RB System ID>/in/CRB01/processed location of the exchange and retrieve the 2 CRB01 XML files sent by the RB
	OCJR retrieve the 2 CRB01 XML files transmitted by the RB and send to DBS for validation via secure email.

	
	
	012 – OCJR places the 6 response XML files, provided by DBS, (2 X CRB02, 2 X CRB03, 2 X CRB04) in /<DBS System ID>/in/[CRB02,CRB03,CRB04] ensuring the filenames and eBulkMessageHeader /RegisteredBody elements contain the correct test RB reference number.
	OCJR are able to place files in the correct DBS CRM location of the exchange

	
	
	013 – The <DBS System ID>/in/[CRB02,CRB03,CRB04] directories are polled and the files are moved through the exchange to the /<RB System ID>/out/[CRB02, CRB03, CRB04] directories.


	OCJR confirm the files are no longer visible in the DBS CRM locations

	
	
	014 - RB log on to the CJSE FTPS server output directory /<RB System ID>/out/CRB02
	RB is able to log onto CJSE Sever CRB02 output directory

	
	
	015 - RB initiates the transfer of the CRB02 files using the FTPS “get” command
	RB is able to retrieve two CRB02 files from the exchange

	
	
	016 - RB log on to the CJSE FTPS server output directory /<RB System ID>/out/CRB03
	RB is able to log onto CJSE Sever CRB03 output directory

	
	
	017 - RB initiates the transfer of the CRB03 files using the FTPS “get” command
	RB is able to retrieve two CRB03 files from the exchange

	
	
	018 - RB log on to the CJSE FTPS server output directory /<RB System ID>/out/CRB04
	RB is able to log onto CJSE Sever CRB04 output directory

	
	
	019 – RB initiates the transfer of the CRB04 files using the FTPS “get” command
	RB is able to retrieve two CRB04 files from the exchange

	
	
	020 – RB sends the 6 retrieved files to DBS for validation
	DBS receives 6 files

	EBCON03
	Automated system interaction to prove [ICD] and [MDI] compliance. This test is similar to EBCON02 but instead of being manual is automated i.e. RB automatically connects to the exchange to upload and download files.


	021 – RB generates a new CRB01 file via the RB test system
	RB confirms CRB01 file is generated

	
	
	022 – RB test system automatically connects to the exchange and uploads the newly generated CRB01 file to the /<RB System ID>/in/CRB01 Directory Structure on the CJSE server.
(Note the RB does not have to rename the files or add suffix’s to them during transfer. All this is handled by the exchange)
	RB system is able to automatically upload CRB01 file to the correct directory on the CJSE server

	
	
	023 - OCJR check  /<RB System ID>/in/CRB01/processed location of the exchange and retrieve the CRB01 XML file sent by the RB
	OCJR retrieve the  CRB01 XML file transmitted by the RB and send to DBS for validation via secure email.

	
	
	024 – OCJR places the 3 invalid response XML files, provided by DBS, (1 X CRB02, 1 X CRB03, 1 X CRB04) with "-" suffix in  /<RB System ID>/out/[CRB02, CRB03, CRB04] directories.

(Note – the 3 invalid files are placed in the ‘out’ not ‘in’ directory as otherwise the exchange could not move them to make them available for the RB to attempt a pull. RB system should ignore these files.)
	OCJR are able to place the 3 invalid response XML files with "-" suffix in /<RB System ID>/out/[CRB02, CRB03, CRB04] directories

	
	
	025 – OCJR places the 3 valid response XML files, provided by DBS, (1 X CRB02, 1 X CRB03, 1 X CRB04) in /<DBS System ID>/in/[CRB02,CRB03,CRB04] ensuring the filenames have a later timestamp than the invalid response files and no "-" suffix.
	OCJR are able to place the 3 valid response XML files in /<DBS System ID>/in/[CRB02,CRB03,CRB04] directories

	
	
	026 – The /<DBS System ID>/in/[CRB02,CRB03,CRB04] directories are polled and the 3 files are moved through the exchange to the /<RB System ID>/out/[CRB02, CRB03, CRB04] directories.

(Note all six files should now be in this directory, 3 invalid files placed there manually and the 3 automatically moved from the ‘in’ directory)
	OCJR confirm the files have been moved to the /<DBS System ID>/in/[CRB02,CRB03,CRB04] processed directories

	
	
	027 - RB test system automatically connects to the exchange and downloads the 3 valid XML files (1 X CRB02, 1 X CRB03, 1 X CRB04) placed on the exchange by OCJR.
	OCJR confirm that flag files were created by the RB and the files have been moved to the processed directories.

	
	
	028 - RB sends the 3 downloaded files to DBS for validation
	DBS receives 3 files


3 GSi test Cases

Below are the scenarios and conditions that a GSi RB and OCJR are required to prove during testing. Note the tests detailed in this section are only intended to be performed in the pre production environment.
	Test Case Ref
	Case Scenario
	Condition
	Expected Result

	EBCON01
	RB establishes basic connectivity to the pre production CJSE 
	001 – RB attempts to establish a TCP/IP socket connection to the CJS pre production exchange by entering the appropriate IP Address/  name and port number into a telnet client.
	RB unable to establish a TCP socket connection via telnet.

	
	
	002 – OCJR opens CJSE firewall for the RB static IP Address that is supplied to OCJR. 
	Firewall opened for RB static IP address.

	
	
	003 - RB attempts to establish a TCP socket connection to the CJS pre production exchange by entering the appropriate IP address/domain name and port number into a telnet client.
	RB successful in establishing a TCP socket connection via telnet.

	EBCON02


	Configuration of FTP client and basic file transfer. This is a manual test. Both the RB and OCJR will manually pass the files provided by the DBS across the OCJR pre-production exchange.


	004 - RB configures FTP client with user name and password supplied by OCJR.
	FTP Client configured with user name and password.

	
	
	005 - RB configures FTP client with Domain name/URL of the pre production CJSE FTP service.
	FTP Client configured with domain name/URL.

	
	
	006 – RB establishes FTP connection to pre production CJSE with configured FTP client.
	FTP connection established.

	
	
	007 – RB validates that the filenames of the 2 sample CRB01 XML files provided by DBS are well formed and contain the correct test RB reference number. The RB also validates that the eBulkMessageHeader /RegisteredBody element within the files contain the correct test RB reference number.
	RB validates the filenames contain the correct test RB reference numbers. RB validates that the files contain the correct test RB reference numbers.

	
	
	008 - RB sends the 2 CRB01 XML files using FTP to the /<RB System ID>/in/CRB01 Directory Structure on the CJSE server

(Note the RB must add suffix’s to the files until they are completely transferred to the exchange)
	RB is able to send 2 files to the correct directory on the CJSE server

	
	
	009 - OCJR check  /<RB System ID>/in/CRB01/processed location of the exchange and retrieve the 2 CRB01 XML files sent by the RB
	OCJR retrieve the 2 CRB01 XML files transmitted by the RB and send to DBS for validation via secure email.

	
	
	010 – OCJR places the 6 response XML files, provided by DBS, (2 X CRB02, 2 X CRB03, 2 X CRB04) in /<DBS System ID>/in/[CRB02,CRB03,CRB04] ensuring the filenames and eBulkMessageHeader /RegisteredBody elements contain the correct test RB reference number.
	OCJR are able to place files in the correct DBS CRM location of the exchange

	
	
	011 - The <DBS System ID>/in/[CRB02,CRB03,CRB04] directories are polled and the files are moved through the exchange to the /<RB System ID>/out/[CRB02, CRB03, CRB04] directories.


	OCJR confirm the files are no longer visible in the DBS CRM locations

	
	
	012 - RB log on to the CJSE FTP server output directory /<RB System ID>/out/CRB02
	RB is able to log onto CJSE Sever CRB02 output directory

	
	
	013 - RB initiates the transfer of the CRB02 files using the FTP “get” command
	RB is able to retrieve two CRB02 files from the exchange

	
	
	014 - RB log on to the CJSE FTP server output directory /<RB System ID>/out/CRB03
	RB is able to log onto CJSE Sever CRB03 output directory

	
	
	015 - RB initiates the transfer of the CRB03 files using the FTP “get” command
	RB is able to retrieve two CRB03 files from the exchange

	
	
	016 - RB log on to the CJSE FTP server output directory /<RB System ID>/out/CRB04
	RB is able to log onto CJSE Sever CRB04 output directory

	
	
	017 - RB initiates the transfer of the CRB04 files using the FTP “get” command
	RB is able to retrieve two CRB04 files from the exchange

	
	
	018 - RB sends the 6 retrieved files to DBS for validation
	DBS receives 6 files

	EBCON03
	Automated system interaction to prove [ICD] and [MDI] compliance. This test is similar to EBCON02 but instead of being manual is automated i.e. RB automatically connects to the exchange to upload and download files.


	019 - RB generates a new CRB01 file via the RB test system
	RB confirms CRB01 file is generated

	
	
	020 - RB test system automatically connects to the exchange and uploads the newly generated CRB01 file to the /<RB System ID>/in/CRB01 Directory Structure on the CJSE server

(Note the RB system must add suffix’s to the files until they are completely transferred to the exchange)
	RB system is able to automatically upload CRB01 file to the correct directory on the CJSE server

	
	
	021 - OCJR check  /<RB System ID>/in/CRB01/processed location of the exchange and retrieve the CRB01 XML file sent by the RB
	OCJR retrieve the  CRB01 XML file transmitted by the RB and send to DBS for validation via secure email.

	
	
	022 – OCJR places the 3 invalid response XML files, provided by DBS, (1 X CRB02, 1 X CRB03, 1 X CRB04) with "-" suffix in  /<RB System ID>/out/[CRB02, CRB03, CRB04] directories. (Note – the 3 invalid files are placed in the ‘out’ not ‘in’ directory as otherwise the exchange could not move them to make them available for the RB to attempt a pull. RB system should ignore these files.)
	OCJR are able to place the 3 invalid response XML files with "-" suffix in /<RB System ID>/out/[CRB02, CRB03, CRB04] directories

	
	
	023 – OCJR places the 3 valid response XML files, provided by DBS, (1 X CRB02, 1 X CRB03, 1 X CRB04) in /<DBS System ID>/in/[CRB02,CRB03,CRB04] ensuring the filenames have a later timestamp than the invalid response files and no "-" suffix.
	OCJR are able to place the 3 valid response XML files in /<DBS System ID>/in/[CRB02,CRB03,CRB04] directories

	
	
	024 - The /<DBS System ID>/in/[CRB02,CRB03,CRB04] directories are polled and the files are moved through the exchange to the /<RB System ID>/out/[CRB02, CRB03, CRB04] directories.

(Note all six files should now be in this directory, 3 invalid files placed there manually and the 3 automatically moved from the ‘in’ directory)
	OCJR confirm the files have been moved to the /<DBS System ID>/in/[CRB02,CRB03,CRB04] processed directories

	
	
	025 - RB test system automatically connects to the exchange and downloads the XML files (1 X CRB02, 1 X CRB03, 1 X CRB04) placed on the exchange by OCJR.
	OCJR confirm that flag files were created by the RB and the files have been moved to the processed directories

	
	
	026 - RB sends the 3 downloaded files to DBS for validation
	DBS receives 3 files
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