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Executive summary

This document expands upon the principles set out with the Department of Health’s key
guidance Confidentiality: NHS Code of Practice.

The document is aimed at aiding staff in making difficult decisions about when disclosures of
confidential information may be justified in the public interest.
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Introduction

1. This document extends the guidance on disclosure of confidential information in the
public interest that is contained within Annex B of the Department of Health’s
Confidentiality: NHS Code of Practice®. Its purpose is to assist NHS staff in making
what are often difficult decisions on whether a breach of patient confidentiality can be
justified in the public interest.

2. Decisions about disclosures of confidentially sensitive information must be made on a
case-by-case basis. In considering whether to disclose information staff should
consider the merits of each case however, certain considerations will need to be taken
in all cases:

e Extent of the information which is to be disclosed — it will be easier to justify
disclosure of demographic data or the fact that someone attended a clinic rather
than detailed health information.

e The nature and impact of the crime or harm justifying the disclosure - it will be easier
to justify disclosure of information relating to a physical attack against a person than
it would be for shoplifting.

e Whether the disclosure is for detection or prosecution of crime or harm to others or
whether it is preventative - it may be more justifiable to disclose information to
support prosecution in relation to a crime that has occurred than to prevent a crime
which has not yet occurred.

3. A public interest justification for disclosure can be considered, and this guide becomes
useful, in situations where:

 Disclosure would be in the public interest’; AND

e The purpose of the disclosure cannot be achieved with anonymised information;
AND

e There is no statutory basis for disclosure®; AND

e Patient consent* has not been given because:

o lItis not practicable to ask the patient(s) for consent e.g. because, for
example, there are no up-to-date contact details for the patient, or the
matter is urgent and the patient cannot be contacted; OR

o It would be inappropriate to ask the patient(s) because, for example,
they lack the capacity to give consent, or they are suspect(s) who
should not be informed that they are under criminal investigation; OR

0 The patient(s) have been asked for consent and refused.

! Available at www.dh.gov.uk

2 Disclosure of the information must result in public benefit; this is not the same as something being of interest to
the public (e.g. a scandal).

® Note that this guidance does cover the Public Interest Disclosure Act

* Or those empowered to make decisions on behalf of the patient, which for an incompetent child is a person with
parental responsibility, and for an adult lacking capacity it is someone empowered to make decisions under the
Mental Capacity Act 2005 (see in particular paragraph 3 of the Act available at:
http://www.opsi.gov.uk/ACTS/acts2005/ukpga 20050009 en_ 2#ptl-pb2-11g3).
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When might disclosure of confidential patient information without consent

be justified in the public interest?
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This flowchart contains decisions (diamonds) and actions (rectangles) describing the logic that can be
followed when making public interest judgements. Where these decisions and actions merit further
explanation, they are numbered and notes follow.
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Notes on Flowchart

4. Gather relevant information

It is important to begin by gathering relevant information to inform the public interest
judgement to be made, such as:

e The purpose(s) served by the disclosure, and whether the purpose(s) could be
served without the disclosure of confidential patient information;

e The individual(s) and/or organisation(s) affected by disclosure or non-disclosure, and
the resulting level of detriment or benefit;

e The confidential information that is requested or required;

e The proposed recipient(s) of the disclosure, and whether they will disclose the
information further;

e Whether there is either a statutory barrier or requirement to disclose;

e Who should be involved in the decision and who will be accountable; and

e The urgency of the decision.

5. The patient should be asked to consent to the disclosure (thus avoiding the need for
public interest override) and/or for their perspective on the impact of disclosure (which
can be helpful when weighing up whether to disclose), unless it is impractical to do so,
or when contacting the patient would undermine the purpose of the disclosure.

6. Is disclosure justifiable under the DPA?

Where confidential information is being disclosed for a purpose other than those
identified as medical purposes in schedule 3 of the Data Protection Act 1998 then
another justification must be found for the “processing”. In practice, it will be very rare
that such a justification will not be available as “functions of a public nature exercised in
the public interest” is itself a schedule 3 justification, as are “administration of justice”
and vital interests (matters of life and death).

7. |Is the disclosure necessary to prevent serious harm?

It is important to distinguish between serious harm to the individual to whom information
relates and serious harm to others. Confidential information can be disclosed without
consent to prevent serious harm or death to others. This is likely to be defensible in
common law in the public interest.

8. Where the patient is an adult lacking capacity, the Mental Capacity Act applies, and the
best interests of the patient concerned can be sufficient to justify disclosure, i.e.
information can be disclosed to prevent a patient who lacks capacity from being
harmed.

9. However, an individual’s best interests are not sufficient to justify disclosure of
confidential information where he/she has the capacity to decide for him/herself. There
has to be an additional public interest justification, which may or may not be in the
patient’s best interests.
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10.In some circumstance, e.g. where parents refuse to permit disclosure of information
about a child who lacks capacity, clinicians should ultimately act in the best interest of
the child.

11.Examples of where public interest can be a defence include:

e Reporting to the Driver & Vehicle Licensing Centre a patient who rejects medical
advice not to drive (although health professionals should inform the patient of their
intention to report it);

e Breaching the confidentiality of a patient who refuses to inform his or her sexual
partner of a serious sexually transmissible infection;

e Releasing relevant confidential information to social services where there is a risk of
significant harm to a child.

12.1s disclosure necessary to prevent, detect or prosecute serious crime?

Confidential patient information can be disclosed in the public interest where that
information can be used to prevent, detect, or prosecute, a serious crime. “Serious
crime” is not clearly defined in law but will include crimes that cause serious physical or
psychological harm to individuals. This will certainly include murder, manslaughter,
rape, treason, kidnapping, and child abuse or neglect causing significant harm and will
likely include other crimes which carry a five-year minimum prison sentence but may
also include other acts that have a high impact on the victim.

13.0n the other hand, theft, fraud or damage to property where loss or damage is not
substantial are less likely to constitute a serious crime and as such may not warrant
breach of confidential information, though proportionality is important here. It may, for
example, be possible to disclose some information about an individual’'s involvement in
crime without disclosing any clinical information.

14.In the grey area between these two extremes a judgement is required to assess
whether the crime is sufficiently serious to warrant disclosure. The wider context is
particularly important here. Sometimes crime may be considered as serious where
there is a prolonged period of incidents even though none of them might be serious on
its own (e.g. as sometimes occurs with child neglect). Serious fraud or theft involving
significant NHS resources would be likely to harm individuals waiting for treatment. A
comparatively minor prescription fraud might be serious if prescriptions for controlled
drugs are being forged.

15.1n some circumstances there may not be sufficient information available to determine
whether or not a disclosure may serve to prevent or detect a serious crime. It may help
to first hold an anonymised discussion with colleagues to establish whether concerns
are justified and greater sharing of information is required may be appropriate.

16. Note that the public interest defence is separate from, and additional to, specific
statutory requirements for disclosure in relation to crime. There is a legal duty to report
financial assistance of terrorism, and legislation requires health professionals to release,
where requested by police:
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e The names of patients treated after a car accident, to assist in the investigation of
alleged dangerous driving;

e Medical records / information, human tissue or fluid, if the request is backed by a
court order or search warrant;

e Medical records / information where there are reasonable grounds for believing the
records are evidence in relation to an offence and it is necessary for police to seize
them in order to prevent loss or alteration of evidence®.

17.Would disclosure serve another public interest?

There are clearly cases where disclosure of information may be in the public interest for
a reason unrelated to serious harm or serious crime. The decision to disclose must take
account of the likelihood of detriment (harm, distress or loss of privacy) to the individuals
concerned, but a proportionate disclosure may be acceptable where there is clear
benefit to the public. For example, a national clinical audit study into the effectiveness
of a particular intervention may require the use of historic patient case notes where the
majority of the affected patients are not contactable because they have since moved or
died. There would be little or no detriment to the patients concerned and the public
good resulting from the clinical audit may justify extracting confidential information from
the case notes. Similar considerations may apply to some research uses which do not
affect the rights, freedoms or legitimate interests of individual patients.

18.However, since there is little case law in this area it is recommended that advice is
sought from the National Information Governance Board (NIGB)° before making such a
disclosure. The NIGB advises the Secretary of State for Health on the use of powers
provided under section 251 of the NHS Act 2006’ that make it permissible to disclose,
without consent, confidential data about groups of patients for “secondary”® purposes
where there is no clear public interest.

19. Confer with colleagues and weigh up public and individual’'s interest in maintaining
confidentiality against the public interest argument for disclosure

The key factors in deciding whether or not to share confidential information

are necessity and proportionality®. The disclosure of confidential patient information
must be necessary in order to satisfy an important public interest. Public interest must
be judged on the merits of the case. Such a defence is only applicable in limited
circumstances; public interest does not mean “of interest to the public”.

20.There must be a balancing of the competing interests: the public interest achieved by
the disclosure against both the potential damage caused to the individual whose
confidentiality is to be breached and society’s interest in the provision of a confidential
health service. A fair balance should be struck between the rights of the patient, and

® This is rarely necessary; normally records security should be sufficient to justify refusing such a police request.
However, where a member of staff has access to records and a motive for altering them (e.g. because (s)he is
accused of a serious crime) then police could be granted access to pertinent information in health records.

® From 1% January 2009. Previously powers were invested in the Patient Information Advisory Group.

" Previously enacted under Section 60 of the Health and Social Care Act 2001.

8 «Secondary uses” are described on Page 19 of the NHS Confidentiality Code of Practice.

° The proportionality test is necessary to meet the requirements of the European Convention of Human Rights
Article 8(2)

10
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the rights of other affected persons. Relevant factors to take into account are the
potential damage to the care relationship between the health professional(s) and the
patient, and the potential impact of the patient terminating that relationship. The health
professional or another clinician must therefore be involved in the decision. Account
should also be taken of the risk of a breakdown in trust between the patient and the
NHS, and of the risk of loss of confidence amongst the public of the confidentiality of
NHS services.

21.Health professionals must objectively assess public interest (e.g. through conferring with
colleagues and by accessing independent advice) and not their own subjective views of
what constitutes a public interest. Colleagues may identify additional factors to
consider, and assist in weighing up the options. Where possible, the appropriate
Caldicott Guardian should be involved. The identity of the patient should not be
revealed in discussions. Seeking such advice may not be practicable in cases where
the decision is urgent and there are no suitable colleagues available.

22.Health professionals may be protected by a public interest defence for disclosing
information to avert a real risk of danger to the public, but they still have a duty of
confidence and have to judge the most appropriate information and recipient of it to
minimise detriment to the individual concerned. Disclosure should be to the appropriate
person(s), and the confidential information provided should be limited to that necessary
to fulfil the purpose of the disclosure. It may be possible to restrict the contents,
recipient(s), or conditions of disclosure to limit the detriment caused but still achieve the
public interest aim so that the disclosure is proportionate.

23.1t will often be appropriate to place conditions on the recipient(s) of the disclosure e.g.
that the confidential information is held securely and only used for a designated purpose
and/or that it is not disclosed beyond specified limits.

24.Within the NHS Care Records Service, patients will be able to restrict access to their
confidential information in various ways. In some circumstances, the opportunity will
exist for clinicians to override the patient’s restriction and access the restricted
information, justifying their action in the public interest. This raises a different problem
than in the normal case where a clinician discloses information to other person(s). The
difficulty here is that the clinician will not know what information has been withheld and
therefore what public benefit will be derived from access. This makes the weighing up
of the benefits and disbenefits of disclosure difficult, but a public interest disclosure
might still be justified™°.

25.1s disclosure clearly in the public interest?

In some cases, it will be clear that a proportionate disclosure is required in order to:

191t would be preferable if the team that sealed the information could choose whether to disclose it, but it may not
be possible to discover the identity of the sealing team as this is witheld by the NHS Care Records Service
systems along with the sealed information.

11
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,Prevent serious harm being caused to one or more other individual(s), such as child

abuse'!, or a serious assault;

e Report a doctor or nurse with Hepatitis B who carries out exposure—prone
procedures without taking proper precautions to protect patient safety; and/or

e Prevent, detect or prosecute what is clearly a serious crime like murder or rape.

26.1In other cases, further advice should be sought because it is less clear that a public
interest defence is applicable. This might arise where, for example:

It is unclear whether the crime or harm is sufficiently serious to justify disclosure; or

e Arrisk of serious crime or harm being committed exists but it is not clear whether the
likelihood of it occurring is sufficient to justify the disclosure; or

e Arrisk of serious crime or harm being committed exists but it is not clear whether it
could be prevented without the disclosure (and thus whether the disclosure is
“necessary”); or

e Where harm is less severe but is prolonged (e.g. the impact on a child witnessing
domestic violence over a long period);

e Another important public interest other than preventing serious harm or serious
crime would be served by the disclosure (e.g. a secondary use like research®?); or

e The patient(s) have explicitly refused to consent to the disclosure, or

e Some affected patients consent and some dissent to the disclosure; or

e The benefit and detriment from disclosure are finely balanced.

* For more guidance on sharing information about children in the public interest, see 3.38 to 3.42 of Information
Sharing: Guidance for practitioners and managers:
www.everychildmatters.gov.uk/deliveringservices/informationsharing

'% e.g. where a research ethics committee has advised that there is little or no risk of detriment to patients

12
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Appendix 1

Public Interest Exemplar Cases

Scenario 1: A receptionist at a GP surgery sees a patient leave the building and get
into a car. On driving from the car park, the patient's car collides with and
damages another patient's car. The driver does not stop, believing that
nobody has seen the incident and instead drives away without leaving their
details. Through her role at the surgery, the receptionist knows the identity
of the patient.

Can the receptionist report the crime? What details can the receptionist
provide about the accident and the driver?

Decision 1: A minor crime has been committed, but no serious crime or serious harm done.
Therefore there is insufficient public interest (or any other) justification for
revealing confidential patient information (e.g. from within the patient’s case
notes or even reveal that the patient had attended the surgery). However, a crime
has been committed and the receptionist would be entitled to report the incident,
including the identity of the patient, to the police, but (s)he should not reveal
confidential patient information.

Scenario 2: In one evening, at separate times, two patients enter an Accident &
Emergency Department. Each of the patients has been a victim of a knife
crime. Both patients report that they have been attacked by an individual
and both describe what seems to be the same person. The patients claim
that the attacks were unprovoked and that they did not know the attacker.
The attacks happen within a mile of each other in a busy city centre. One
of the patients is happy to speak to police and informs A & E staff of this.
However, the other victim does not wish to have his information disclosed
to the police because he does not want to be a police witness. He leaves
before the police are called out.

Should the A & E staff report both incidents to the police? Should the
identity of the patients and the details of the injuries be reported?

Decision 2: It is generally accepted that the reporting of knife and gun crimes will be within
the public interest. A & E units should have standard procedures for informing
the police that a knife crime has occurred. It should also be standard practice for
staff to seek patient consent to involve the police. A knife attack may be
sufficient to justify a public interest disclosure of confidential information even
when consent is not given, where it is likely to assist in the prevention, detection
or prosecution of a serious crime. Staff should ensure that they consider the
proportionality of any disclosures. In this example, police could be called to
interview the first patient, who could then be expected to identify himself, and
provide a description of the attack and the attacker, and of his injuries. If the
patient refused to provide some of these details, the hospital could provide them.

13
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Scenario 3:

Decision 3:

Scenario 4:

Decision 4:

For the second patient, it is likely to be proportionate to provide the police with
details of the patient, the attacker, the attack and the patient’s injuries.

One day during surgery hours a GP notices Mr Smith arrive, park his car
and enter the surgery building. Mr Smith had attended an appointment in
the previous month with the GP. At a previous appointment, the GP had
prescribed Mr Smith with drugs and informed him that they were likely to
make him drowsy, and that he should avoid driving. During the
consultation Mr Smith had assured the GP that he'd "be fine!" when
accepting the prescription. The GP knows Mr Smith well, and that he might
ignore advice not to drive, and so has some concern over whether Mr
Smith was fit to drive.

What action should the GP take?

In principle, Mr Smith could cause serious harm to others by continuing to drive.
The GP should speak to Mr Smith and try to establish whether his medication is
having the effect of making him drowsy and unfit to drive, and if so, to encourage
him once more to stop driving. Discussion with colleagues may assist the GP in
assessing the risk posed to the public from the effect of Mr Smith’s medication,
and in weighing up whether a breach of confidence is justified. If Mr Smith is
unfit to drive but nevertheless persists in driving, it would be justifiable in the
public interest to inform the Driver and Vehicle Licensing Agency.

Mrs Jones arrives at the Accident & Emergency Department with a number
of cuts and bruises and stab wounds of some kind (from a screwdriver or
penknife). She is very shaken up and anxious. Whilst treating the patient,
A & E staff discover that this is the third time in three months that Mrs
Jones has presented at A & E with injuries. It is also noted that Mrs Jones
has aten year-old son. She tells the staff that she is very clumsy and
keeps having accidents. However, the injuries this time are not consistent
with a clumsy accident, and the A & E staff are concerned that she may be
the victim of assault, and that her son might also be at risk.

What should A & E staff do?

With further discussion and reassurance, Mrs Jones may reveal the true cause of
her injuries. It may help if A&E staff explain that they believe her injuries are not
consistent with her story. If Mrs Jones does admit that she is being assaulted by
someone she lives with or sees regularly, then it will be easier for staff to decide
whether they need to take any action to protect the child, such as notifying social
services. This action could be justifiable in the public interest if it was considered
that there was a risk of serious harm to the child. If Mrs Jones was prepared to
admit to the cause of the violence and take action to safeguard the child, then it
may not be considered necessary to inform social services. Such cases are
often difficult and advice and guidance from a Caldicott Guardian and child
protection advisor is likely to be helpful®.

'3 See also Information Sharing: Guidance for practitioners and managers

14



Supplementary Guidance: Public Interest Disclosures

Scenario 5:

Decision 5:

Scenario 6:

Decision 6:

A patient has been arrested on suspicion of robbery and the police have
asked a consultant psychiatrist for a 'background’ report based on prior
knowledge. The police do not explain any more about the nature of the
alleged crime but say they will use the report when preparing the papers for
the Crown Prosecution Service. The consultant has not been asked to
assess the patient and is not convinced that the patient would consent to
the disclosure of information.

Should the consultant provide the report?

The consultant’s decision hinges on whether robbery is a serious crime. Were
the police to not provide further details (e.g. as to whether it is robbery with
violence), it would be reasonable for the consultant to assume this does not
constitute a serious crime. Without a court order, the police can not force the
consultant to provide a report.

However, in this case, the police disclose that the robbery was with serious
violence, and the consultant judges this to be an investigation of a serious crime.
The consultant consults the Caldicott Guardian and another colleague. They
consider whether the public interest in disclosure outweighs the potential damage
from the disclosure. In this case, they feel that the patient’s relationship with the
psychiatrist (and with any future psychiatric services the patient may receive)
would be seriously damaged by a disclosure. Furthermore, the patient receives
services through an outreach centre, and the doctors fear that this may lead to
other patients withdrawing from the outreach services. They judge that no report
should be provided without the patient’s consent.

Following a series of complaints to a Member of Parliament from local
residents, all of whom suffer from a particular disease and live close to a
nuclear power station, a project is set up to investigate whether the
proximity to the power station could contribute to the onset of the disease.
The investigation team from the Public Health Observatory seeks access to
confidential information within approximately two thousand paper case
notes in Newtown Hospital Trust in order to discover the prevalence of
relevant symptoms. The team argues that it is not feasible to seek consent
from patients within the timescales of the enquiry and that their work can
be justified in the public interest.

The Newtown Hospital Trust Caldicott Guardian considers that the risk of serious
harm is not sufficient to breach the confidence of thousands of patients.
However, she feels there is a strong public interest in the investigation. In order
to minimise the potential detriment caused, she offers to assist the investigation
by providing local clinical coding staff to extract relevant data from the case notes
and provide it to the investigation team. Nevertheless, the data to be provided
could still reveal patient identity, and so she instructs the investigation team that
the information provided must be stored and processed securely, and that no
identifiable patient information will be published without explicit patient consent.
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