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1 Introduction and Overview 
 
1.1 The Disclosure and Barring Service (DBS) will be established from the merger 

of the Criminal Records Bureau (CRB) and the Independent Safeguarding 
Authority (ISA) as defined in the Protection of Freedoms Act 2012 (POFA). 

 
1.2 This Privacy Impact Assessment (PIA) is being undertaken due to the merger 

of the CRB & ISA functions into the DBS to assure the public that their 
personal data will continue to be collected and managed appropriately by the 
DBS. 

 
1.3  The DBS will launch on 1st December 2012. 
 
2 What is this document for? 
 

2.1 What is a Privacy Impact Assessment? 
 
2.1.1 Processes that involve exchanging or disclosing personal information 

inevitably give rise to privacy concerns. Indeed, the cumulative effect of many 
such initiatives during recent decades has resulted in harm to public trust and 
to the reputations of corporations and Government agencies alike.  

 
2.1.2 PIA is a process which helps organisations to anticipate and address the likely 

privacy impacts of projects, in order that we can foresee problems, develop 
solutions, and ensure that concerns are addressed appropriately. For this 
reason we have followed a PIA process for the implementation of the DBS.  

 
2.2 What does this PIA Report cover? 
 
2.2.1 This report sets out the arrangements under which the CRB & ISA have 

previously collected and processed information.  It will also detail the transfer 
of this information to the DBS and how its operation can be expected to relate 
to the privacy of the individuals involved. 

 
2.3 How have we conducted the PIA? 
 
2.3.1 We have sought to examine the arrangements both objectively and from the 

point of view of the individual, to ensure that we meet the legitimate 
expectations of those concerned.  The arrangements that were put in place 
originally to protect information for the CRB & ISA reflected good practice in 
data sharing and protection, striking a fair balance between protecting the 
privacy rights of the individual and the protection of the public from harm. 

 
2.3.2 These processes and systems that were put in place for CRB & ISA to protect 

the data will remain in place until such time as the new DBS system is 
implemented (fully accredited) and or a review of the processes takes place 
following the merger of these two organisations to form the DBS. 
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2.4 What type of PIA have we conducted? 
 
2.4.1 In deciding whether to conduct a PIA, and what type of PIA to conduct, we 

considered carefully the nature and scope of the data that is collected, 
processed.  We evaluated whether there was any immediate change to the 
collection and processing of the data, to assess the potential to impact on the 
privacy rights of the individual, in particular that: 

 the project does involve the introduction of new legislation i.e. POFA which 
has been through the consultation process and provides the legal vires to  
merge both the CRB & ISA to form the DBS; 

 the DBS will have 2 diverse functions that will deliver the over arching 
objective of safeguarding children and vulnerable adults in the: 

o Disclosure Service; 
o Barring Service;  

 information provided to the DBS will be used to support both functions of 
the DBS as and when required to do so. 

 
2.4.2 Currently the only anticipated change to the processing of data previously 

collected by both the CRB & ISA is that the data will be used to support all 
functions of the DBS organisation as a whole.  On the basis of our 
assessment, we decided to follow a small scale PIA process for the DBS in 
that the DBS will merge the former CRB & ISA statutory functions.   

 
2.4.3 The DBS will continue to utilise the security functions, processes and 

procedures put in place to protect the information previously implemented by 
both CRB & ISA.  The DBS will continue to conform to HMG standards for the 
privacy and protection of data implementing upgrades as and when required 
to do so.   

 
2.4.4 The changes described in this PIA would usually constitute an amendment to 

the larger PIA concerning the overall DBS Programme PIA.  
 
2.5 Is this report the end of the PIA process 
 
2.5.1 No. We, in consultation with partners will closely monitor and review the 

DBS’s operation, including ongoing review of the privacy impacts, and 
monitoring compliance with the specific privacy and security arrangements. 
This will help us ensure that the scheme continues to support the protection of 
the public from harm and provides benefits both to the DBS and public at 
large. 

 
3 What is the legal basis for disclosure? 
 
3.1 Protection of Freedoms Act provides the legal vires for the formation and 

implementation of the DBS. 
 
4 Data Sharing 
 
4.1 People are naturally concerned to ensure that there is an appropriate balance 

between the individual’s right to privacy and the state’s need to share data in 
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order to carry out its functions effectively. People often have very different 
perspectives on where this balance should lie.  

 
4.2 Whilst the great majority of people agree that Government should share 

relevant data to an extent that is necessary and proportionate for their 
purposes – which is also the basic essence of UK data protection law – what 
this extent actually is in practical terms is often hotly debated. In many ways 
this is because of the effect of what we might call the ‘data sharing 
conundrum’. 

 
4.3 Data sharing initiatives can therefore involve sharing a relatively substantial 

amount of data in order to find relevant sources within. Whether the data 
sharing is seen as justifiable is likely to depend on how many, and how 
valuable, those relevant sources of information are, in comparison with the 
totality of the data sharing. The broader the data sharing, the more intrusive 
people will find it to be and the more value they will expect it to provide before 
they consider it to be justified.  

 
4.4 It is therefore important for Government to ensure they target their activities to 

derive the maximum benefit for the public from the minimum data sharing, as 
a matter of public trust as well as legality. 

 
5 Data Handling 
 
5.1 There is additional data handling of data previously collected and processed 

by the CRB & ISA in that this data will be used to support all functions within 
the DBS.  This will not invoke any changes to: 

 current data collection policies or practices; 

 current data quality assurance processes and standards; 

 new or changed data retention arrangements. 
 

5.2.1 The handling of data under this arrangement is also subject to additional 
statutory protections under the Data Protection Act 1998, Human Rights Act 
1998 and the Computer Misuse Act 1990.  

 
5.3  Further disclosure is only permitted where it is: 

 authorised by an Act of Parliament; 

 in pursuance of a order or direction of a court or tribunal; 

 in pursuance of a Community obligation. 
 
5.2.2 The DBS has two functions: 

 

 Disclosure Service which searches police records and, in relevant cases, 
information held by the DBS Barring function and issues a DBS certificate 
to the applicant and employer to help them to make an informed 
recruitment decision. 
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 Barring Service to help safeguard vulnerable groups including children 
from those people who work or volunteer with them who pose a risk of 
harm. 

 
5.4   The DBS will only hold individuals data if they have: 

 applied for a Disclosure check; 

 applied to be a Counter signatory for a Disclosure check; 

 been referred to the Barring Service. 
 
5.5   The data we hold about individuals is detailed in Annex A. 
 
5.6  The DBS is the 'data controller' of all data held within the DBS. This means that 

the DBS will hold full responsibility for the safety of the data contained on a DBS 
Disclosure application form and data held on all referrals to the Barring Service 
once it has been received by the DBS.  The DBS will hold full responsibility for all 
data held within their IT systems. 
 

5.7  The data contained within the DBS is often sensitive; it may be that it contains 
details of offences or convictions. For this reason we must be sure of the identity 
of an applicant and therefore we have a duty to make certain that any data 
disclosed is both accurate and relevant. 

 
5.8  It is important that we conduct a complete and accurate check of each 

applicant’s identity. Individuals’ data is requested for the sole reason that it is 
necessary to the DBS Disclosure and Barring functions. 

 
5.9  DBS will share information with various organisations for a range of purposes.  

Sometimes this is to get answers we need to make robust and accountable 
disclosure and barring decisions.  In other cases it is to support a service 
delivered by another organisation. This is an ever changing area as new 
legislation is introduced and Government goals change.  

 

5.10 Annex B is a snap-shot at 1 December 2012 of our information sharing. This 
covers data being transferred out of the DBS for non-DBS purposes or being 
transferred in, to enable the DBS to carry out its statutory functions. 

 

6 Exemptions and Exceptions 
 
6.1 There are no exemptions or exceptions to this data processing which is in any 

way exempt from the DPA or other legislative privacy protections. 
  
7 Privacy Law and Data Protection Act Compliance Checks 
 
7.1 There are multiple layers of supervision in place to supervise the access to the 

data held within the DBS: 

 The DBS systems can only be used by DBS staff that have Baseline 
Personnel Security Standard security clearance.  
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 Access to DBS systems is Role Based Access and is only given to those that 
have a legitimate business reason for access. 
 

 The DBS systems have audit logs of individual user activity, which can be 
accessed by auditors. 
 

 A Memorandum of Understanding is in place with those organisations the 
DBS shares data with. 

 

 Data within the IT systems is protected in line with HMG standards. 
 

 Data is shared using HMG guide lines for the transfer of data and/or has 
Senior Information Risk Owner approval. 

 
8 Consultation and analysis phase 
 
8.1 There have been a number of consultation events with the passage of POFA 

through the Houses of Parliament and Lords that have informed the public of the 
proposed merger of the CRB & ISA to form the DBS. 

 The public consultation processes prior to the introduction of the Protection of 
Freedoms Bill into Parliament in 2012 outlined plans for the implementation 
of the DBS to continue to carry out the statutory functions previously 
undertaken by CRB & ISA. 
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9 Name of Project/Programme, Process or Policy 
 
9.1 The Disclosure and Barring Service Day 1 Privacy Impact Assessment. 
 
10  Introduction  
 
10.1 The transfer of CRB & ISA data to the DBS as provided in the Protection of 

Freedoms Act 2012.   
 
11  What is its purpose, and how does it relate to Home Office business? 
 
11.1 The principal aim of this transfer of data is to provide the DBS with the data 

that will enable them to better safeguard children and vulnerable adults and 
ensure that employers can make informed decisions with regards to 
recruitment of personnel.  It is intended to increase public protection, ensure 
proportionality, and reduce the risk of crime as such is central to Home Office 
core business.   

 
11.2 This PIA relates to the data that will be held by the DBS in order to carry out 

its statutory functions. 
 
12 Details of personnel involved in undertaking the PIA  
 
12.1 The stakeholders involved in this initiative are: 

 DBS CEO (designate); 

 DBS SIRO (designate); 

 Home Office Policy; 

 Home Office DSU; 

 Home Office SPPU; 

 Home Office SIRO; 

 CRB CEO; 

 CRB Data Protection; 

 CRB Policy; 

 CRB SIRO; 

 CRB Security; 

 ISA CEO; 

 ISA SIRO; 

 ISA Policy; 

 ISA Legal; 

 ISA Security; 

 ISA Information Governance; 

 Citizens who are referred under SVGA; 

 Citizens who have applied for a CRB Disclosure Certificate. 
 
13  Awareness: Does supporting documentation demonstrate awareness of privacy 
issues? Outline evidence and give details of any appended documentation. 
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13.1  The CRB & ISA operate established processes and systems for the 
management of sensitive personal information i.e. personal data in 
compliance with HMG standards and practices.  The DBS will continue to 
operate these processes and systems for the management of data previously 
implemented by the CRB & ISA.   

 
13.2 There is a change to the handling of sensitive personal data in that the data 

collected by both the CRB & ISA will be utilised to support all DBS functions 
where it is required to do so. 

 
13.3 The DBS will mirror the current collection of data and security of the data once 

in the DBS’s possession as previously implemented by the CRB & ISA. 
 
14   Scoping: Please provide evidence that all privacy issues have been fully 
considered through privacy scoping at an early stage, including details of 
consultation with all relevant partners? 
 
14.1 There is no change in the privacy impact on individuals with the introduction of 

the DBS to that of the CRB & ISA.   
 
14.2 The DBS will only collect and process relevant information to enable the DBS 

to produce the Disclosure Certificate as requested and consented by the 
Disclosure Applicant. 

 
14.3 The DBS will only collect and process relevant information with regard to 

safeguarding referrals made to the DBS to consider whether an individual 
should be placed in either the Children’s or Adults Barred lists or both. 

 
14.4 Access to the DBS systems is controlled by Role Based Access Controls 

(RBAC).  These processes ensure only those DBS staff / suppliers with a 
legitimate business interest will have access to the data. 

 
14.5 Access to DBS Customer Management Systems is Air Gapped with no 

access to the Internet and no remote access reducing the threat of hacking. 
 
15  Impacts: With regards to privacy issues, what could go wrong, how serious 

could it be, and what could be done about it? 
 
15.1 Disclosure could be given to someone who then goes on to further disclose 

the information to another for either good intent or malicious intent. This could 
result in either information being unnecessarily disclosed, information being 
passed to other individuals for a genuine reason i.e. safeguarding and in the 
extreme case, information being disclosed that then leads to acts of 
vigilantism i.e. harassment. 

 
15.2 There are a number of measures that have been put in place previously by 

the CRB & ISA and will be continued by the DBS in order to reduce the 
likelihood of such situations and also minimise their impact. These are: 
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 DBS is not open to anyone – it is made to specific staff with a legitimate 
business interest who are best placed to use the information to protect  
children and vulnerable adults from harm;  
 

 DBS buildings have in place physical security measures to ensure 
appropriate access/egress; 
 

 All DBS Staff are informed that any breach of the confidentiality agreement 
constitutes a breach of the Data Protection Act and may result in legal 
proceedings being brought against them; 
 

 All DBS staff who have access to the data are subject to a minimum of 
Baseline Personnel Security Standard (BPSS) security clearance; 
 

 All DBS staff undertake annual data protection training; 
 

 All DBS staff access is managed by RBAC so as to enforce need to know 
principles; 

 

 All documentation is evaluated as per HMG protective markings; 
 

 Any data exchange between interested parties will take place over a 
secure accredited network to defend against interception during file 
transfer or via recorded delivery. 

 
15.3 There is no additional impact to the DBS customer in that there will be no 

additional collection of data from individuals with regards to the DBS to that 
previously undertaken by the CRB & ISA. 
 

15.3 The implementation of the DBS and various components defined in Protection 
of Freedoms Act 2012 ensures there is a continued service to help safeguard 
vulnerable groups including children from those people who work or volunteer 
with them who pose a risk of harm, whilst operating in a way that reduces the 
burden on employers and better respects the civil liberties of the individual. 

 
16 SUMMARY OF PRIVACY RISKS AND MITIGATION 

 
16.1.   Given the amount/type of data collected, what are the privacy risks? 
How they might be mitigated? 
 
16.1.1 Data interception during information transfer to the Organisations / individuals 

the DBS shares data with is mitigated by the use of a secure network email 
exchange from and to specific email addresses and or sent via Royal Mail 
recorded delivery.   

 
16.1.2 User Browsing of data which is mitigated with RBAC and Access Assurance 

Checks (Audit), user awareness training and minimum BPSS security 
clearance. 
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16.1.3 Security controls for the Home Office network are in place as per HMG 
standards to protect against attack i.e. hacking. 

 
16.1.4 Security controls are in place for the Customer Management Systems to 

protect against attack i.e. hacking. 
 
16.2   Given the sensitivity and scope of the information collected, what 
privacy risks were identified and how might the security controls mitigate 
them?  
16.2.1 As described in 16.1.1 and limited to the DBS only. 
 
16.3.  What are the risks associated with how long data is retained and how 
they might be mitigated? 
 
16.3.1 To retain data indefinitely would contravene both the Data Protection Act 1998 

and the Human Rights Act 1998.  Both the CRB & ISA have Data Retention 
Policies in place that will transfer over to the DBS.  These policies will: 
 

 Ensure that the DBS only holds the information it needs to carry out its 
statutory functions and support the decisions it has made: 
 

 Define the DBS’s rationale for the retention of information; 
 

 Ensure the integrity of the information is maintained; 
 

 Ensure the information is only retained for as long as necessary in 
accordance with the law; 
 

 Detail retention periods where a statutory retention period does not exist; 
 

 Ensure that any information collected and held is proportionate  in terms of 
the Human Rights Act 1998; 
 

 Ensure information is accurate, relevant, kept up to date and is held securely.  
 
16.4.   What are the privacy risks associated with internal sharing within the 
Home Office and how they might be mitigated? 
 
16.4.1 As described in Section 16.1.1.   No further risks have been identified. 
 
16.5.   Given the external sharing, what are the privacy risks and how might 
they be mitigated? 
 
16.5.1 As described in Section 16.1.1.   No further risks have been identified. 
 
16.6.   How could risks associated with individuals being unaware of the 
collection be mitigated?  
 
16.6.1 There is no new collection of data for the DBS to that previously undertaken   

by the CRB & ISA.   
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16.6.2 For the Disclosure check an individual has completed the Disclosure 

application form and given their consent to the check being undertaken.   
 
16.6.3 To ensure transparency upon receipt of a referral, the Barring Service issues 

a letter to the individual concerned to advise that a referral has been received 
and is being considered and that the Barring Service will contact them again 
once their further enquiries have been concluded.  

 
16.6.4 Where the Barring Service think it may be appropriate to bar, all information 

used will be shared with the individual concerned and they will be given an 
opportunity to send representations for consideration. 

 
16.6.5 Where the Barring Service think it is not appropriate to bar, the individual will 

be advised of this in writing. 
 
16.7.   What are the privacy risks associated with redress and how might they 
be mitigated?  
 
16.7.1  There are no privacy risks identified with redress.  
 
16.7.2  For the Disclosure Service redress can be split into two groups the customer: 

 believes that the content of the information released on the Disclosure 
Certificate does not relate to the applicant or elements of it are incorrect 
or irrelevant.  There are two types of disputes – date entry and data 
source and for which a dispute process is in place. 
 

  is unhappy with the service they have received from the Disclosure 
Service they can complain to the DBS Customer Services.  If the 
individual seeks financial redress from the Disclosure Service as a result 
of unreasonable delay this will be dealt with by the DBS 
Maladministration team who investigate the circumstances of the 
complaint and make an assessment of the redress claim. 
 

16.7.3 For the Barring Service any redress would be against inclusion in the DBS 
Barred Lists for which there is in place an Appeal Procedure, Review 
Procedure and Complaints Procedure. 

 
16.8.  Given access and security controls, what privacy risks were identified 
and how might they be mitigated? 
 
16.8.1 The existing Access and Security controls within CRB & ISA that will transfer 

to the DBS are sufficient for access to the data and no further risks have been 
identified.  
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17 OVERVIEW 
 
17.1 What changes have been made or recommended as a result of the PIA 
process? At which key milestones in the project’s lifecycle will the PIA be 
revisited?  Please give details of appended Risk Register. 
 
17.1.1 No changes are required for DBS Day1 with the current Access and Security 

Controls that are already in place within the CRB & ISA that will transfer to the 
DBS. 
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Annex A 
List of the Data items CRB & ISA have collected and will be transferred to the 
DBS.  The DBS will continue to collect these data items to enable them to carry 
out their statutory functions for Disclosure and Barring Services: 
 

 Title 

 Surname 

 Forename(s) 

 DoB 

 Place of birth (town) 

 Place of birth (country) 

 Age 

 Previous names / alias names 

 Alias DoB 

 Gender 

 Nationality 

 National Insurance Number 

 Address inc town/city, country 

 Address History 

 Dates at address 

 Postcode 

 Country 

 Contact Address 

 Home telephone 

 Mobile number 

 Work telephone number 

 Email address 

 Professional Regulator 

 Registration Number 

 Date of Registration 

 Teachers Pension Number 

 CRB Disclosure number 

 Driving licence number 

 Passport number 

 Scottish vetting & barring number 

 Declaration of intention to work paid or unpaid with children, vulnerable adults 
or both 

 Security information name of first school for use when contacting DBS 

 Qualifications 

 Training History 

 In service training 

 Role title 

 Type of role paid/voluntary 

 Date started 

 Date ceased 

 Reason ceased 

 Was the role in regulated activity children/vulnerable adults/both 
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 Role if still employed 

 Role Description 

 Whether an individual has lived / worked in Scotland 

 Previous misconduct information 

 Previous employment 

 Reason for referral 

 Summary of circumstances 

 Other Organisation/Agencies involved 

 Chronology of events 

 Details of individual put at risk of harm 
o Title 
o Surname 
o Forename 
o DoB 
o Age 
o Gender 
o Relationship to referred person 
o Details of any vulnerability 

 Documentation supplied 
o Application for employment 
o References 
o Interview Report 
o CV / Resume 
o Letter of employment offer 
o Job Description 
o File notes 
o Care Plans 
o Victim impact reports/statements 
o Internal investigations and outcomes 
o Documentation of any past disciplinary action/complaints 
o Internal disciplinary action and outcome 
o Statements 
o Investigation and reports of regulatory bodies 
o Investigation and reports of other agencies or bodies 
o Interview report relating to referral 
o Witness statements 
o Dismissal / resignation / redeployment letters 
o Local Authority investigations reports / documents 
o Adult Social Care or Children’s Services reports 
o Police investigations and reports 
o Minutes of Strategy meetings 
o Health and Social Care trust Investigations reports  / documents 

 Referring party details 
o Primary contact details 
o Alternative Contact details 
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Appendix B 
 
Organisations the Disclosure Service may share data with: 
 

 Capita PLC – a partner in the Disclosure Service. Involved in procedures 
processing individuals’ data; 

 Tata Consultancy Services– a partner in the DBS service; 

 Police forces in England, Wales and Northern Ireland, the Isle of Man and the 
Channel Islands (both Geographical and Non-Geographical) – searches will 
be made on the PNC and data may be passed to local police forces in the 
area where an individual lives, or have previously lived. The data will be used 
to update any personal data the police currently hold about the individual; 
 

 Other data sources such as British Transport Police, the Royal Military Police 
and the Ministry of Defence Police. Searches are made of an internal 
database which lists the nominal details of those upon whom these 
departments hold data. Where a match occurs the information will be shared 
to clarify whether that data is information held about an individual; 

 
 Scottish Criminal Record Office (SCRO) – if an individual has spent any time 

living in Scotland,  details may be referred to SCRO; 
 

 Customer satisfaction surveys – the DBS may conduct customer satisfaction 
surveys and may employ a specialised organisation to conduct the survey on 
their behalf. The data used will be restricted to name, address and telephone 
number; 

 
 United Kingdom Central Authority - for information exchange with other EU 

countries in accordance with the decision made by the council of The 
European Union; 

 
 The Child Exploitation Online Protection Centre (CEOP) who are an affiliate of 

the Serious Organised Crime Agency (SOCA). 
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Appendix B cont’d 
 

Organisations the Barring Service may share data with: 

 
 

Keepers of Registers 
 

 
 

Supervisory Authorities 

Care Council for Wales (CCW) 
Education and Training Inspectorate (NI) 
(ETI) 
General Chiropractic Council (GCC) 
General Dental Council (GDC) 
General Medical Council (GMC) 
General Optical Council (GOptC) 
General Osteopathic Council (GOstC) 
General Teaching Council Northern Ireland 
(GTCNI) 
General Teaching Council Wales (GTCW) 
Health and Care Professions Council (HPC) 
Northern Ireland Social Care Council 
(NISCC) 
Nursing and Midwifery Council (NMC) 
Pharmaceutical Society of Northern Ireland 
(PSNI) 
Royal Pharmaceutical Society of Great 
Britain (RPSoGB) 

Care and Social Services Inspectorate Wales 
(CSSIW) 

Care Quality Commission (CQC) 
Charity Commission (CC) 

Charity Commission for Northern Ireland (CCNI) 
Children’s Health and Social Services Directorate, 

Wales (CHSSD) 
Estyn 

Health Inspectorate Wales (HIW) 
Office of the Public Guardian (OPG) 

Ofsted 
Regulation and Quality Improvement Authority 

(RQIA) 
Teaching Agency (TA) 

 
Other partners we may share information with: 

 
Police 

 
Probation Services 

 
Access Northern Ireland 

 
Disclosure Scotland 

 

The Barring Service also share information with organisations or individuals where 
individuals have provided consent to do so.  This will only occur where individuals choose to 
allow the sharing to take place. 

 


