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This document provides a description of the vulnerability assessment framework used by Channel 
projects to guide decisions about whether an individual needs support to address their vulnerability to 
radicalisation and the kind of support that they need. It should be read alongside the Channel guidance 
(http://www.homeoffice.gov.uk/publications/counter-terrorism/prevent/channel-guidance).  

Channel is a key element of the Prevent strategy (http://www.homeoffice.gov.uk/publications/counter-
terrorism/prevent/prevent-strategy/). It is a multi-agency approach to protect people at risk from 
radicalisation. Channel uses existing collaboration between local authorities, statutory partners (such as 
the education and health sectors, social services, children’s and youth services and offender management 
services), the police and the local community to: 

•	 identify individuals at risk of being drawn into terrorism;
•	 assess the nature and extent of that risk; and
•	 develop the most appropriate support plan for the individuals concerned.

Channel is about safeguarding children and adults from being drawn into committing terrorist-related 
activity. It is about early intervention to protect and divert people away from the risk they face before 
illegality occurs.

It should not be assumed that the characteristics set out below necessarily indicate that a person is 
either committed to terrorism or may become a terrorist. The assessment framework involves three 
dimensions: engagement, intent and capability, which are considered separately.

1. Engagement with a group, cause or ideology

Engagement factors are sometimes referred to as “psychological hooks”. They include needs, 
susceptibilities,	motivations	and	contextual	influences	and	together	map	the	individual	pathway	into	
terrorism. They can include:

•	 Feelings of grievance and injustice
•	 Feeling under threat
•	 A need for identity, meaning and belonging
•	 A desire for status
•	 A desire for excitement and adventure
•	 A need to dominate and control others
•	 Susceptibility to indoctrination
•	 A desire for political or moral change
•	 Opportunistic involvement
•	 Family or friends involvement in extremism
•	 Being at a transitional time of life
•	 Being	influenced	or	controlled	by	a	group
•	 Relevant mental health issues

http://www.homeoffice.gov.uk/publications/counter-terrorism/prevent/channel-guidance
http://www.homeoffice.gov.uk/publications/counter-terrorism/prevent/prevent-strategy/
http://www.homeoffice.gov.uk/publications/counter-terrorism/prevent/prevent-strategy/
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2. Intent to cause harm 

Not all those who become engaged by a group, cause or ideology go on to develop an intention to 
cause harm, so this dimension is considered separately. Intent factors describe the mindset that is 
associated with a readiness to use violence and address what the individual would do and to what end. 
They can include: 

•	 Over-identification	with	a	group	or	ideology
•	 ‘Them and Us’ thinking
•	 Dehumanisation of the enemy
•	 Attitudes that justify offending
•	 Harmful means to an end
•	 Harmful objectives

 3. Capability to cause harm

Not all those who have a wish to cause harm on behalf of a group, cause or ideology are capable of 
doing so, and plots to cause widespread damage take a high level of personal capability, resources and 
networking to be successful. What the individual is capable of is therefore a key consideration when 
assessing risk of harm to the public. Factors can include:

•	 Individual knowledge, skills and competencies
•	  Access to networks, funding or equipment
•	 Criminal Capability
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